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QUESTION 1

On a system with these settings in audit_control: dir:/var/audit flags:lo,ex,nt naflags:na minfree:20 Which will NOT be a
factor in the size of the audit trail generated by the system? 

A. the audit policy settings 

B. the number of active users 

C. the settings in audit_user 

D. the settings in audit_event 

E. the amount of memory in the system 

Correct Answer: E 

 

QUESTION 2

Which of the descriptions is a high-level overview of how Kerberos works? 

A. In a Kerberos environment, a user authenticates once to each service. 

B. In a Kerberos environment, a user authenticates once to a central authority. 

C. In a Kerberos environment, a user needs to type a password for each service. 

D. In a Kerberos environment, a user authenticates once to any service of its choosing and is then preauthenticated for
all other services. 

Correct Answer: B 

 

QUESTION 3

A system administrator is new to the Solaris cryptographic framework. During minimization and hardening, the system
administrator discovered a running /usr/lib/crypto/kcfd and disabled this daemon. To verify the integrity of a Solaris
binary, the system administrator is comparing the MD5 checksum of a binary with the information from the Solaris
Fingerprint Database at SunSolve. To get the local checksum, he is using the command digest. What will happen when
executing this command? 

A. The command will fail with an error. 

B. The command will run as usual and provide the MD5 sum. 

C. The command will run but won\\'t be able to use any installed crypto accelerator hardware (if installed). 

D. The command will run slower because the kernel function can\\'t be accessed, and the userland implementation
(libmd5.so.1) will be used. 

Correct Answer: A 
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QUESTION 4

A security administrator is required to periodically validate binaries against the Solaris Fingerprint Database. While
attempting to capture MD5 file signatures for key Solaris OS files, the security administrator encounters the following
error: digest: no cryptographic provider was found for this algorithm -- md5 What command should the administrator use
to help determine the cause of the problem? 

A. crypt 

B. digest 

C. kcfadm 

D. openssl 

E. cryptoadm 

Correct Answer: E 

 

QUESTION 5

Which two commands are part of Sun Update Connection? (Choose two.) 

A. /usr/bin/pkgadm 

B. /usr/bin/keytool 

C. /usr/sbin/smpatch 

D. /usr/sbin/patchadd 

E. /usr/bin/updatemanager 

Correct Answer: CE 

 

QUESTION 6

Click the Exhibit button. 
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You notice that the following line has been added to /etc/passwd: admin:x:0:0: 

Administrator:/:/bin/sh To figure out when this file was changed, you look at the file creation date, but based on that
information, the file hasn\\'t been touched since the system was installed. You look at the audit logs for this system and
find the three records that are shown in the Exhibit. What happened? 

A. User root changed /etc/passwd and set the date of that file to 05/05/05. 

B. User root changed /etc/passwd after setting the system date to 05/05/05. 

C. User foo used su to become root, changed /etc/passwd, and set the date of that file to 05/05/05. 

D. User foo used su to become root and changed /etc/passwd after setting the system date to 05/05/05. 

Correct Answer: D 

 

QUESTION 7

Which naming service does NOT support password expiration? 

A. files 

B. NIS 
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C. NIS+ 

D. LDAP 

Correct Answer: B 

 

QUESTION 8

You have a legacy non-privilege aware program which runs as root to be able to open a privileged port. Now that you
have upgraded the system to Solaris 10 you want to take advantage of privileges. You can either run the program as
root with fewer privileges, or you can run the program as daemon with additional privileges. Why is it preferred to run the
program as daemon with added privileges? 

A. root is not able to drop privileges. 

B. root owns most of the system files. 

C. daemon has preconfigured profiles for this kind of privileges. 

D. root is able to regain dropped privileges using the ppriv command. 

Correct Answer: B 

 

QUESTION 9

Click the Exhibit button. 

The Exhibit shows the contents of a file named rule, and the output of a Basic Audit and Report Tool (BART) command.
The purpose of the command is to create a manifest file of the directory /opt/SUNWrtvc, but unfortunately the command
did not succeed. What caused the error from BART? 

A. BART creates only manifest files for the entire system. 

B. The -r rule option has to be removed from the command. 

C. The -R /opt option has to be removed from the command. 

D. The subcommand create has to be removed from the command. 
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Correct Answer: C 

 

QUESTION 10

The Key Distribution Center (KDC) is a central part of the Kerberos authentication system. How should the system
running the KDC be configured? 

A. It should be a hardened, minimized system. 

B. It should be a hardened, non-networked system. 

C. The KDC implementation employs cryptography and can therefore run securely on an ordinary multi-user system. 

D. For improved security, users must log in to the KDC before authenticating themselves, so it must be a multiuser
system. 

Correct Answer: A 

 

QUESTION 11

Packet filters and firewalls are an important component of any defense-in-depth security strategy. Which two types of
threats can IP Filter be deployed as an effective countermeasure against? (Choose two.) 

A. a Christmas Tree scan 

B. an attempt to log in to a system using SSH by an unauthorized user 

C. an attempt to exploit a SQL injection vulnerability in a web storefront application 

D. an attempt to exploit a buffer overflow vulnerability in rpcbind, originating from a host on an authorized network 

E. an attempt to exploit a buffer overflow vulnerability in rpcbind, originating from a host on an unauthorized network 

Correct Answer: AE 

 

QUESTION 12

To harden a newly installed Solaris OS, an administrator needs to disable the sendmail service. Which command will
disable the sendmail service, even if the system is rebooted, patched, or upgraded, while still allowing email to be sent? 

A. rm /etc/rc2.d/S88sendmail 

B. pkgrm SUNWsndmr SUNWsndmu 

C. svcadm disable svc:/network/smtp:sendmail 

D. svcadm disable -t svc:/network/smtp:sendmail 

Correct Answer: C 
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