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QUESTION 1

A civil engineering company is running an online portal In which engineers can upload there constructions photos,
videos, and other digital files. There is a new requirement for you to implement: the online portal must offload the digital
content to an Object Storage bucket for a period of 72 hours. After the provided time limit has elapsed, the portal will
hold all the digital content locally and wait for the next offload period. Which option fulfills this requirement? 

A. Create a pre-authenticated URL for the entire Object Storage bucket to read and list the content with an expiration of
72 hours. 

B. Create a pre authenticated URL lot each object that Is uploaded to the Object Storage bucket with an expiration of 72
hours. 

C. Create a Dynamic Group with matching rule for the portal compute Instance and grant access to the Object Storage
bucket for 72 hours. 

D. Create a pre authenticated URL for the entire Object Storage bucket to write content with an expiration of 72 hours. 

Correct Answer: D 

Pre-authenticated requests provide a way to let users access a bucket or an object without having their own credentials,
as long as the request creator has permission to access those objects. For example, you can create a request that lets
operations support user upload backups to a bucket without owning API keys. Or, you can create a request that lets a
business partner update shared data in a bucket without owning API keys. When creating a pre-authenticated request,
you have the following options: You can specify the name of a bucket that a pre-authenticated request user has write
access to and can upload one or more objects to. You can specify the name of an object that a pre-authenticated
request user can read from, write to, or read from and write to. Scope and Constraints Understand the following scope
and constraints regarding pre-authenticated requests: Users can\\'t list bucket contents. You can create an unlimited
number of pre-authenticated requests. There is no time limit to the expiration date that you can set. You can\\'t edit a pre-
authenticated request. If you want to change user access options in response to changing requirements, you must
create a new pre-authenticated request. The target and actions for a pre-authenticated request are based on the
creator\\'s permissions. The request is not, however, bound to the creator\\'s account login credentials. If the creator\\'s
login credentials change, a pre-authenticated request is not affected. You cannot delete a bucket that has a pre-
authenticated request associated with that bucket or with an object in that bucket. 

 

QUESTION 2

Multiple departments In your company use a shared Oracle Cloud Infrastructure (OCI) tenancy to Implement their
projects. You are in charge of managing the cost of OCI resources in the tenancy and need to obtain better Insights Into
department\\'s usage. Which three options can you implement together to accomplish this? 

A. Create a budget that matches your commitment amount and an alert at 100 percent of the forecast 

B. Set up a consolidated budget tracking lags to analyze costs in ,1 granular manner 

C. Set up different compartments for each department then track and analyze cost per compartment 

D. Use the billing cost tracking report to analyze costs 

E. Set up a tag default that automatically applies tags to all specified resources created In a compartment then use
these tags for cost analysis. 

Correct Answer: ACE 
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QUESTION 3

You notice that a majority of your Oracle Cloud Infrastructure (OCI) resources like compute instances, block volumes,
and load balancers are not tagged. You have received a mandate from your CIO to add a predefined set of tags to
identify owners for respective OCI resources. E.g. if Chris and Larry each create compute instances in a compartment,
the instances that Chris creates include tags that contain his name as the value, while the instances that Larry creates
have his name. Which option is the simplest way to implement this new tagging requirement? 

A. Create a default tag for each compartment, which ensure that appropriate tags are applied at the time of resource
creation. 

B. Create an OCI Identity and Access Management policy requiring users to tag resources with their user name. 

C. Create an OCI Identity and Access Management policy to automatically tag a resource with the user name. 

D. Create tag variables to automatically tag a resource with the user name. 

Correct Answer: D 

 

QUESTION 4

A data analytics company has been building Its now generation big data and analytics platform on Oracle Cloud
Infrastructure (OCI). They need a storage service that provide the scale and performance that their big data applications
require such as high throughput to compute nodes with low latency file operations in addition, their data needs to be
stored redundantly across multiple nodes In a single availability domain and allows concurrent connections from multiple
compute Instances hosted on multiple availability domains. Which OCI storage service can you use to meet i his
requirement? 

A. Object Storage 
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B. File System Storage 

C. Archive storage 

D. Block Volume 

Correct Answer: B 

Oracle Cloud Infrastructure File Storage service provides a durable, scalable, secure, enterprise-grade network file
system. You can connect to a File Storage service file system from any bare metal, virtual machine, or container
instance in your Virtual Cloud Network (VCN). You can also access a file system from outside the VCN using Oracle
Cloud Infrastructure FastConnect and Internet Protocol security (IPSec) virtual private network (VPN). Use the File
Storage service when your application or workload includes big data and analytics, media processing, or content
management, and you require Portable Operating System Interface (POSIX)compliant file system access semantics
and concurrently accessible storage. The File Storage service is designed to meet the needs of applications and users
that need an enterprise file system across a wide range of use cases 

 

QUESTION 5

A company has an urgent requirement to migrate 300 TB of data to Oracle Cloud Infrastructure (OCI) In two weeks.
Their data center has been recently struck by a massive hurricane and the building has been badly damaged, although
still operational. They have a 100 Mbps Internet line but the connection is Intermittent due to the damages caused to the
electrical grid in this scenario, what is the most effective service to use to migrate the data to OCI given the time
constraints? 

A. Setup a OCI Storage Gateway to connect your data center and your VCN. Once the connection has been
established, upload all data to OCI using OCI Storage Gateway Cloud Sync tool. 

B. Setup a hybrid network by launching aIGbpsFastConnect virtual circuit between your data center and OCI. Use OCI
Object storage multipart upload tool to automate the migration of your data to OCI. 

C. Use multiple OCI Data Transfer Appliances to transfer data to OCI. 

D. Upload the data to OCI using OCI Object Storage multipart upload tool. 

E. Storage Gateway to connect your data center and your VCN. Once the connection has been established, upload all
data to OCI. 

Correct Answer: C 

Due to the network speed is not good enough and the connection is Intermittent due to the damages caused to the
electrical grid Oracle offers offline data transfer solutions that let you migrate data to Oracle Cloud Infrastructure. You
have 2 Options of Data Transfer DISK-BASED DATA TRANSFER You send your data as files on encrypted commodity
disk to an Oracle transfer site. Operators at the Oracle transfer site upload the files into your designated Object Storage
bucket in your tenancy. APPLIANCE-BASED DATA TRANSFER you send your data as files on secure, high-capacity,
Oracle-supplied storage appliances to an Oracle transfer site. Operators at the Oracle transfer site upload the data into
your designated Object Storage bucket in your tenancy. 

 

QUESTION 6

A company is running High Performance Computing workloads on Oracle Cloud Infrastructure and are 

using OCI bare metal compute shape. They have decided to create a custom image of the bare metal 
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instance\\'s boot disk and use it to launch other instances. 

Which of the following is a NOT a true statement? 

A. Before you create a custom image of an instance, you must disconnect all iSCSI attachments and remove all iscsid
node configurations from the instance. 

B. Editing custom Windows images is not supported due to hardware differences between shapes. 

C. Custom images do not include the data from any attached block volumes. 

D. You can create additional custom images of an instance while the instance is engaged in the image creation
process. 

Correct Answer: D 

 

QUESTION 7

An Oracle Cloud Infrastructure (OCI) Public Load Balancer\\'s SSL certificate is expiring soon. You noticed 

the Load Balancer is configured with SSL Termination only. When the certificate expires, data traffic can 

be interrupted and security compromised. 

What steps do you need to take to prevent this situation? 

A. Add the new SSL certificate to the Load Balancer, update backend servers to work with a new certificate and edit
listeners so they can use the new certificate bundle. 

B. Add the new SSL certificate to the Load Balancer, update listeners and backend sets so they can use the new
certificate bundle. 

C. Add the new SSL certificate to the Load Balancer and implement end to end SSL so it can encrypt the traffic from
clients all the way to the backend servers. 

D. Add the new SSL certificate to the Load Balancer and update backend servers to use the new certificate bundle. 

E. Add the new SSL certificate to the Load Balancer and update listeners to use the new certificate bundle. 

Correct Answer: A 

https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Tasks/managingcertificates.htm 

 

QUESTION 8

A hospital in Austin has hosted its web based medical records portal entirely In Oracle cloud Infrastructure (OCI) using
Compute Instances for its web-tier and DB system database for its data tier. To validate compliance with Health
Insurance Portability and Accountability (HIPAA), the security professional to check their systems it was found that there
are a lot of unauthorized coming requests coming from a set of IP addresses originating from a country in Southeast
Asia. Which option can mitigate this type of attack? 

A. Block the attacking IP address by creating by Network Security Group rule to deny access to the compute Instance
where the web server Is running 
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B. Block the attacking IP address by implementing a OCI Web Application Firewall policy using Access Control Rules 

C. Mitigate the attack by changing the Route fable to redirect the unauthorized traffic to a dummy Compute instance 

D. Block the attacking IP address by creating a Security List rule to deny access to the subnet where the web server Is
running 

Correct Answer: B 

WAF can protect any internet facing endpoint, providing consistent rule enforcement across a customer\\'s applications.
WAF provides you with the ability to create and manage rules for internet threats including Cross-Site Scripting (XSS),
SQL Injection and other OWASP-defined vulnerabilities. Unwanted bots can be mitigated while tactically allowed
desirable bots to enter. Access rules can limit based on geography or the signature of the request. As a WAF
administrator you can define explicit actions for requests that meet various conditions. Conditions use various
operations and regular expressions. A rule action can be set to log and allow, detect, or block requests 

 

QUESTION 9

A startup company is looking for a solution for processing of data transmitted by the IOT devices fitted to transport
vehicles that carry frozen foods. The data should be consumed and processed in real time. The processed data should
be archived to OCI Object Storage bucket. and use Autonomous Data warehouse (ADW) to handle analytics. Which
architecture will help you meet this requirement? 

A. Use OCI Streaming Service to collect the incoming biometric data. Use an open source Hadoop cluster to analyze
the data horn streaming service. Store the results to OCI Autonomous Data warehouse (ADW) to handle complex
analytics 

B. Use OCI Streaming Service to collect the incoming biometric data. Use Oracle Functions to process the date and
show the results on a real-time dashboard and store the results lo OCI Object Storage Store the data In OCI
Autonomous Data warehouse (ADW) to handle analytics. 

C. Create an OCI Object Storage bucket to collect the incoming biometric data from the smart pet collar Fetch the data
horn OC\ Object storage to OCI Autonomous Data Warehouse (ADW) every day and run analytics Jobs with it 

D. Launch an open source Hadoop cluster to collect the Incoming biometrics data Use an Open source Fluentd cluster
to analyze the- data me results to OCI Autonomous Transaction Processing (ADW)to handle complex analytics 

Correct Answer: B 

Real-time processing of high-volume streams of data 

-OCI Streaming service provides a fully managed, scalable, durable storage option for continuous, highvolume streams
of data that you can consume and process in real-time 

-Use cases Log and Event data collection Web/Mobile activity data ingestion IoT Data streaming for processing and
alerts Messaging: use streaming to decouple components of large systems 

-Oracle managed service with REST APIs (Create, Put, Get, Delete) 

-Integrated Monitoring 

 

QUESTION 10
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As part of planning the network design on Oracle Cloud Infrastructure, you have been asked to create an Oracle Cloud
Infrastructure Virtual Cloud Network (VCN) with 3 subnets, one in each Availability Domain. Each subnet needs to have
a minimum of 64 usable IP addresses. What is the smallest subnet and VCN size you should use to implement this
design? The requirements are static, so no growth is expected. 

A. 122 for the VCN; 124 for the subnets 

B. /23 for the VCN; /25 for the subnets 

C. /24 for the VCN; /24 for the subnets 

D. /22 for the VCN; /25 for the subnets 

Correct Answer: B 

 

QUESTION 11

Your customer recently ordered for a 1-Gbps Fast Connect connection In ap-tokyo-1 region of Oracle Cloud
Infrastructure (OCI). They will us this to one Virtual cloud Network (VCN) in their production (OC1) tenancy and VCN In
their development OC1 tenancy As a Solution Architect, how should yon configure and architect the connectivity
between on premises and VCNs In OCI? 

A. Create two private virtual circuits on the FastConnect link. Create two Dynamic Routing Gateways, one for each
VCNs. Attach the virtual circuits to the dynamic routing gateways. 

B. You cannot achieve connectivity using single FastConnect link as the production and the development VCNs-are in
separate tenancies. Request one more FastConnect connection. 

C. Create a single private virtual circuit over FastConnect and attach fastConnect to either of the VCN\\'s Dynamic
Routing Gateway. Use Remote Peering to peer production and development VCNs. 

D. Create a hub-VCN that uses Dynamic Routing Gateway (DRG) to communicate with on-premises network over
FastConnect. Connect the hub-VCN to the production VCN spoke and with development VCN spoke, each peered via
their respective local Peering Gateway (LPG) 

Correct Answer: D 

There\\'s an advanced routing scenario called transit routing that enables communication between an onpremises
network and multiple VCNs over a single Oracle Cloud Infrastructure FastConnect or IPSec VPN. The VCNs must be in
the same region and locally peered in a hub-and-spoke layout. As part of the scenario, the VCN that is acting as the hub
has a route table associated with each LPG (typically route tables are associated with a VCN\\'s subnets). 
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QUESTION 12

Which of the following is NOT a good use case for the Oracle Cloud Infrastructure (OCI) Streaming service? 

A. Meeting compliance requirements for data to remain unchanged over a long time, so that it can be retrieved for audit
purposes. 

B. Messaging with a pull-based communication model and the ability to feed multiple consumers with the same data
independently. 

C. Ingesting metric and log data to help make critical operational data more quickly available for indexing, analysis, and
visualization. 

D. Providing a unified entry point for cloud components to report their life cycle events for audit, accounting, and related
activities. 

Correct Answer: A 

 

QUESTION 13

All three Data Guard Configuration are fully supported on Oracle Cloud infrastructure (OCI). You want to deploy a
maximum availability architecture (MAA) for database workload. Which option should you consider while designing your
Data Guard configuration to ensure best RTO and PRO without causing any data loss? 

A. Configure "Maximum Protection" mode which provides zero data loss If the primary database fails. 

B. Configure "Maximum Performance" mode In SYNC mode between two availability domains (same region) which
provides, the highest level of data protection that is possible without affecting the performance of the primary database. 

C. Configure \\'\\'Maximum Scalability" mode which provides the highest level of scalability without compromising the
availability of the primary database. 

D. Configure \\'\\'Maximum Availability" mode in SYNC mode between two availability domains (same region), and use
the Maximum Availability mode in SYNC mode between two regions. 

Correct Answer: D 

https://docs.cloud.oracle.com/en-us/iaas/Content/Resources/Assets/whitepapers/best-practices- for-dr-onoci.pdf All
three Data Guard configurations are fully supported on Oracle Cloud Infrastructure. However, because of a high risk of
production outage, we don\\'t recommend using the maximum protection mode for your Data Guard configuration. We
recommend using the maximum availability mode in SYNC mode between two availability domains (same region), and
using the maximum availability mode in ASYNC mode between two regions. This architecture provides you the best
RTO and RPO without causing any data loss. We recommend building this architecture in daisy-chain mode: the
primary database ships redo logs to the first standby database in another availability domain in SYNC mode, and then
the first standby database ships the redo logs to another region in ASYNC mode. This method ensures that your
primary database is not doing the double work of shipping redo logs, which can cause performance impact on a
production workload. 
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This configuration offers the following benefits: No data loss within a region. No overhead on the production database to
maintain standbys in another region. Option to configure lagging on the DR site if needed for business reasons. Option
to configure multiple standbys in different regions without any additional overhead on the production database. A typical
use case is a CDN application Bottom of Form 

 

QUESTION 14

An online gaming application is deployed to multiple Availability Domains in the Oracle Cloud Infrastructure (OCI) us-
ashburn-1 region. Considering the high volume of traffic that the gaming application handles, the company has hired
you to ensure that the data stored by the application is scalable, highly available, and disaster resilient. In the event of
failure, the Recovery Time Objective (RTO) and Recovery Point Objective (RPO) must be less than 2 hours. Which
Disaster Recovery strategy should be used to achieve the RTO and RPO requirements in the event of a system failure? 

A. Configure hourly block volumes backups using the OCI Command Line Interface (CLI). 

B. Create a user defined backup policy with a schedule of generating daily backups for block volumes. 

C. Configure hourly block volumes backups through the OCI Storage Gateway service. 

D. Create a user defined backup policy with a schedule of generating hourly backups for block volumes. 

Correct Answer: A 
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QUESTION 15

Your company developed a function that needs to access the Oracle Database to inject some data to it at runtime. You
are tasked to move this function to the Oracle Cloud Infrastructure (OCI) and use Oracle Functions and access Oracle
Autonomous Database. You created a Dockerfile below to run this function, however, you are getting this error
"cx_Oracle.DatabaseError: ORA""12560: TNS:protocol adapter error". 

What should you do to make sure that Oracle Functions can run this Dockerfile properly? (Choose the best answer.) 

A. Add these two lines to your Dockerfile: groupadd """"gid 1000 fn andand \ adduser """"uid 1000 """"gid fn fn 

B. Use """"privileged flag while running the Docker container to add runtime privilege 

C. Use """"cap""add=ALL flag while running the Docker container to add runtime capability 

D. You ned to run this Container as root, so add this line: USER root 

Correct Answer: A 

https://docs.cloud.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsrunningasunprivileged.htm 
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