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QUESTION 1

A retail company runs their online shopping platform entirely on Oracle cloud Infrastructure (OCI). This is a 3-tier web
application that Includes a Mbps Load Balancer. Virtual Machine Instances for web and an Oracle DB Systems Virtual
Machine Due to unprecedented growth, they noticed an Increase in the Incoming traffic to their website and all users
start getting 503 (Service Unavailable) errors. What is the potential problem in this scenario? 

A. The Load Balancer health check status Indicates critical situation for half of the backend webservers 

B. All the web servers are too busy and not able to answer any request from users. 

C. The Database Is down hence users can not access the web site 

D. The Traffic Management Policy is not set to load Balancer the traffic to the web servers. 

E. You did not configure a Service Gateway to allow connection between web servers and load Balance 

Correct Answer: B 

A 503 Service Unavailable Error is an HTTP response status code indicating that a server is temporarily unable to
handle the request. This may be due to the server being overloaded or down for maintenance. 

 

QUESTION 2

Your organization is planning on using Oracle Cloud Infrastructure (OCI) File Storage Service (FSS). You will be
deploying multiple compute instance in Oracle Cloud Infrastructure (OCI) and mounting the file system to these compute
instances. The file system will hold payment data processed by a Database instance and utilized by compute instances
to create a overall inventory report. You need to restrict access to this data for specific compute instances and must be
allowed/blocked per compute instance\\'s CIDR block. Which option can you use to secure access? 

A. Use stateless Security List rule to restrict access from known IP addresses only. 

B. Create a new VCN security list, choose SOURCE TYPE as Service and SOURCE SERVICE as FSS. Add stateless
ingress and egress rules for specific P address and CIDR blocks. 

C. Use \\'Export option\\' feature of FSS to restrict access to the mounted file systems. 

D. Create and configure OCI Web Application Firewall service with built in DNS based intelligent routing. 

Correct Answer: C 

NFS export options enable you to create more granular access control than is possible using just security list rules to
limit VCN access. You can use NFS export options to specify access levels for IP addresses or CIDR blocks connecting
to file systems through exports in a mount target. Access can be restricted so that each client\\'s file system is
inaccessible and invisible to the other, providing better security controls in multi-tenant environments. Using NFS export
option access controls, you can limit clients\\' ability to connect to the file system and view or write data. For example, if
you want to allow clients to consume but not update resources in your file system, you can set access to Read Only.
You can also reduce client root access to your file systems and map specified User IDs (UIDs) and Group IDs (GIDs) to
an anonymous UID/GID of your choice. For more information about how NFS export options work with other security
layers 
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QUESTION 3

An OCI Architect is working on a solution consisting of analysis of data from clinical trials of a pharmaceutical company.
The data is being stored in OCI Autonomous Data Warehouse (ADW) having 8 CPU Cores and 70 TB of storage. The
architect is planning to setup autoscaling to respond to dynamic changes in the workload. Which of the following needs
to be considered while configuring auto scaling? Choose two 

A. Enabling auto scaling does not change the concurrency and parallelism settings 

B. Auto scaling also scales IO throughput linearly along with CPU 

C. The database memory SGA and PGA will not get affected by the changes in the number of CPUs during auto
scaling 

D. The maximum CPU cores that will be automatically allocated for this database is 16 CPUs 

Correct Answer: AB 

Auto scaling is enabled by default when you create an Autonomous Database instance or you can use Scale Up/Down
on the Oracle Cloud Infrastructure console to enable or disable auto scaling. With auto scaling enabled the database
can use up to three times more CPU and IO resources than specified by the number of OCPUs currently shown in the
Scale Up/Down dialog. When auto scaling is enabled, if your workload requires additional CPU and IO resources the
database automatically uses the resources without any manual intervention required. Enabling auto scaling does not
change the concurrency and parallelism settings for the predefined services IO throughput depends on the number of
CPUs you provision and scales linearly with the number of CPUs. 

 

QUESTION 4

A manufacturing company is planning to migrate their on-premises database to OCI and has hired you for 

the migration. Customer has provided following information regarding their existing onpremises database: 

Database version, host operating system and version, database character set, storage for data staging, 

acceptable length of system outage. 

What additional information do you need from customer in order to recommend a suitable migration 

method? Choose two 

A. Elapsed time since database was last patched 

B. On-premises host operating system and version 

C. Number of active connections 

D. Data types used in the on-premises database 

E. Top 5 longest running queries 

Correct Answer: BD 

Not all migration methods apply to all migration scenarios. Many of the migration methods apply only if specific
characteristics of the source and destination databases match or are compatible. Moreover, additional factors can affect
which method you choose for your migration from among the methods that are technically applicable to your migration
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scenario. Some of the characteristics and factors to consider when choosing a migration method are: On-premises
database version Database service database version On-premises host operating system and version On-premises
database character set Quantity of data, including indexes Data types used in the on-premises database Storage for
data staging Acceptable length of system outage Network bandwidth 

 

QUESTION 5

You are working with a customer who needs to attach an Oracle Cloud Infrastructure (OCI) block volume to a VM
instance with read/write access type. The customer wants to know if the number of IOPS and throughput performance
differs between the following two choices: ?Option A: attach a single 1 TB block volume to the VM instance ?Option B:
attach two separate 500 GB block volumes In a RAID 0 array configuration to the VM instance You can assume that the
customer is using iSCSI attachment type to attach the volumes to the instance. In addition, you can assume 1 MB block
size for throughput and 4 KB block size for IOPS consideration. 

How should you respond to the customer? 

A. Option B provides higher level of throughput, but lower level of IOPS performance. 

B. Both options provide the same number of IOPS and throughput performance. 

C. Option A provides better IOPS, but lower throughput performance. 

D. Option B provides better IOPS and throughput performance. 

Correct Answer: B 

 

QUESTION 6

An Oracle Cloud Infrastructure (OCI) Public Load Balancer\\'s SSL certificate is expiring soon. You noticed 

the Load Balancer is configured with SSL Termination only. When the certificate expires, data traffic can 

be interrupted and security compromised. 

What steps do you need to take to prevent this situation? 

A. Add the new SSL certificate to the Load Balancer, update backend servers to work with a new certificate and edit
listeners so they can use the new certificate bundle. 

B. Add the new SSL certificate to the Load Balancer, update listeners and backend sets so they can use the new
certificate bundle. 

C. Add the new SSL certificate to the Load Balancer and implement end to end SSL so it can encrypt the traffic from
clients all the way to the backend servers. 

D. Add the new SSL certificate to the Load Balancer and update backend servers to use the new certificate bundle. 

E. Add the new SSL certificate to the Load Balancer and update listeners to use the new certificate bundle. 

Correct Answer: A 
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QUESTION 7

A startup company is looking for a solution for processing of data transmitted by the IOT devices fitted to transport
vehicles that carry frozen foods. The data should be consumed and processed in real time. The processed data should
be archived to OCI Object Storage bucket. and use Autonomous Data warehouse (ADW) to handle analytics. Which
architecture will help you meet this requirement? 

A. Use OCI Streaming Service to collect the incoming biometric data. Use an open source Hadoop cluster to analyze
the data horn streaming service. Store the results to OCI Autonomous Data warehouse (ADW) to handle complex
analytics 

B. Use OCI Streaming Service to collect the incoming biometric data. Use Oracle Functions to process the date and
show the results on a real-time dashboard and store the results lo OCI Object Storage Store the data In OCI
Autonomous Data warehouse (ADW) to handle analytics. 

C. Create an OCI Object Storage bucket to collect the incoming biometric data from the smart pet collar Fetch the data
horn OC\ Object storage to OCI Autonomous Data Warehouse (ADW) every day and run analytics Jobs with it 

D. Launch an open source Hadoop cluster to collect the Incoming biometrics data Use an Open source Fluentd cluster
to analyze the- data me results to OCI Autonomous Transaction Processing (ADW)to handle complex analytics 

Correct Answer: B 

Real-time processing of high-volume streams of data 

- OCI Streaming service provides a fully managed, scalable, durable storage option for continuous, highvolume streams
of data that you can consume and process in real-time 

-Use cases Log and Event data collection Web/Mobile activity data ingestion IoT Data streaming for processing and
alerts Messaging: use streaming to decouple components of large systems 

- Oracle managed service with REST APIs (Create, Put, Get, Delete) 

-Integrated Monitoring 

 

QUESTION 8

An insurance company is storing critical financial data in the OCI block volume. This volume is currently encrypted using
oracle managed keys. Due to regulatory compliance, the customer wants to encrypt the data using the keys that they
can control and not the keys which are controlled by Oracle. What of the following series of tasks are required to encrypt
the block volume using customer managed keys? 

A. Create a vault, import your master encryption key into the vault, generate data encryption key, assign data encryption
key to the block volume 

B. Create a master encryption key, create a data encryption key, decrypt the block volume using existing oracle
managed keys, encrypt the block volume using the data encryption key 

C. Create a vault, create a master encryption key in the vault, assign this master encryption key to the block volume 

D. Create a master encryption key, create a new version of the encryption key, decrypt the block volume using existing
oracle managed keys and encrypt using new version of the encryption key 

Correct Answer: C 
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Oracle Cloud Infrastructure Vault lets you centrally manage the encryption keys that protect your data and the secret
credentials that you use to securely access resources. You can use the Vault service to create and manage the
following resources: Vaults Keys Secrets Vaults securely store master encryption keys and secrets that you might
otherwise store in configuration files or in code. The Vault service lets you create vaults in your tenancy as containers
for encryption keys and secrets. If needed, a virtual private vault provides you with a dedicated partition in a hardware
security module (HSM), offering a level of storage isolation for encryption keys that\\'s effectively equivalent to a virtual
independent HSM. 

 

QUESTION 9

An online Stock trading application is deployed to multiple Availability Domains in the us phoenix-1 region. Considering
the high volume of transactions that the trading application handles, the company has hired you to ensure that the data
stored by the application available, and disaster resilient. In the event of failure, the Recovery lime Objective (UK)) must
be less than 2 hours to meet regulator requirements. Which Disaster Recovery strategy should be used to achieve the
RTO requirement In the event of system failure? 

A. Configure hourly block volumes backups through the Storage Gateway service. 

B. Configure hourly block volumes backups using the Oracle Cloud Infrastructure (OCI) Command Line Interface (CLI) 

C. Store hourly block volumes backup to NVMe device under a compute instance and generate a custom Image every 5
minutes. 

D. Configure your application to use synchronous master slave data replication between Availability Domains. 

Correct Answer: B 

You can use the CLI, REST APIs, or the SDKs to automate, script, and manage volume backups and their lifecycle.
Planning Your Backup The primary use of backups is to support business continuity, disaster recovery, and long-term
archiving requirements. When determining a backup schedule, your backup plan and goals should consider the
following: Frequency: How often you want to back up your data. Recovery time: How long you can wait for a backup to
be restored and accessible to the applications that use it. The time for a backup to complete varies on several factors,
but it will generally take a few minutes or longer, depending on the size of the data being backed up and the amount of
data that has changed since your last backup. 

Number of stored backups: How many backups you need to keep available and the deletion schedule for those you no
longer need. You can only create one backup at a time, so if a backup is underway, it will need to complete before you
can create another one. For details about the number of backups you can store 

 

QUESTION 10

You are creating an Oracle Cloud Infrastructure Dynamic Group. To determine the members of this group 

you are defining a set of matching rules. 

Which of the following are the supported variables to define conditions in the matching rules? (Choose 

Two) 

A. iam.policy.id - the OCID of the IAM policy to apply to the group. 

B. instance.tenancy.id - the OCID of the tenancy where the instance resides. 
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C. tag...value - the tag namespace and tag key. 

D. instance.compartment.id - the OCID of the compartment where the instance resides. 

Correct Answer: CD 

You can define the members of the dynamic group based on the following: 

-compartment ID 

-instance ID 

-

tag namespace and tag key 

-

tag namespace, tag key, and tag value 

Supported variables are: 

instance.compartment.id - the OCID of the compartment where the instance resides instance.id - the OCID 

of the instance 

tag...value - the tag namespace and tag key. For example, 

tag.department.operations.value . 

tag...value=\\'\\' - the tag namespace, tag key, and tag value. For 

example, tag.department.operations.value=\\'45\\' 

 

QUESTION 11

A customer has a Virtual Machine instance running in their Oracle Cloud Infrastructure tenancy. They 

realized that they wrongly picked a smaller shape for their compute instance. They are reaching out to you 

to help them fix the issue. 

Which of the below options is best recommended to suggest to the customer? 

A. Delete the running instance and spin up a new instance with the desired shape. 

B. Change the shape of instance without reboot, but stop all the applications running on instance beforehand to prevent
data corruption. 

C. Change the shape of the virtual machine instance using the Change Shape feature available in the console. 

D. OCI doesn\\'t allow such an operation. 

Correct Answer: C 
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You can change the shape of a virtual machine (VM) instance without having to rebuild your instances or redeploy your
applications. This lets you scale up your Compute resources for increased performance, or scale down to reduce cost.
When you change the shape of an instance, you select a different processor, number of cores, amount of memory,
network bandwidth, and maximum number of VNICs for the instance. The instance\\'s public and private IP addresses,
volume attachments, and VNIC attachments remain the same. 

 

QUESTION 12

You have provisioned a new VM.DenseIO2.24 compute instance with local NVMe drives. The compute instance is
running production application. This is a write heavy application, with a significant Impact to the business it the
application goes down. What should you do to help maintain write performance and protect against NVMe devices
failure. 

A. NVMe drive have built in capability to recover themself so no other actions are required 

B. Configure RAID 6 for NVMe devices. 

C. Configure RAID 1 for NVMe devices. 

D. Configure RAID 10 for NVMe devices. 

Correct Answer: D 

VM.DeselO2.24 compute instance include locally attached NVMe devices. These devices provide extremely low
latency, high performance block storage that is ideal for big data, OLTP, and any other workload that can benefit from
high- performance block storage. A protected RAID array is the most recommended way to protect against an NVMe
device failure. There are three RAID levels that can be used for the majority of workloads: RAID 1: An exact copy (or
mirror) of a set of data on two or more disks; a classic RAID 1 mirrored pair 

 

QUESTION 13

Which three scenarios are suitable for the Oracle Infrastructure (OCI) Autonomous transaction Processing Server less
(ATP-S) deployment? 

A. well established, online auction marketplace is running an application where there is database usage 24? but also
has peaks of activity that the hard to predict when the peaks happen, the total activities may reach 3 times the normal
activity level 

B. A small startup is deploying a new application fen eCommerce and it requires database to store customers\\'
transactions the team b of what the load will look like since it is a new application. 

C. A midsize company is considering migrating its legacy on premises MongoDB database to Oracle Cloud
Infrastructure (OCI). The database has significantly higher workloads on weekends than weekdays 

D. A developer working on an Internal project needs to use a database during work hours but doesn\\'t need It during
nights or weekends. the project budget requires her to keep costs low. 

E. A manufacturing company is running Oracle E-Business Suite application on premises. They are looking to move this
application to OCI and they want to use a managed database offering for their database tier. 

Correct Answer: ABD 

MongoDB is a cross-platform document-oriented database program. Classified as a NoSQL database 
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QUESTION 14

You are working as a solution architect with a global automotive provider who is looking to create a multi-cloud solution
They want to run their application tier in Microsoft Azure while utilizing the Oracle DB Systems In the Oracle Cloud
Infrastructure (OCI). What is the most fault tolerant and secure solution for this customer? 

A. Create an Oracle database in OCI Virtual Cloud Network (VCN) and connect to the application tier running In
Microsoft Azure over the Internet. 

B. Create a FastConnect virtual circuit and choose Microsoft Azure from the list of providers available to setup Network
connectivity between application tier running in Microsoft Azure Virtual Network and Oracle Databases running In OCI
Virtual Cloud (VCN) 

C. Use OCI Virtual Cloud Network remote peering connection to create connectivity among application tier running in
Microsoft Azure Virtual Network and Oracle Databases running in OCI Virtual Cloud Network (VCN). 

D. Create a VPN connection between the application tie, running in Azure Virtual Network and Oracle Databases
running In OCI Virtual Cloud Network (VCN). 

Correct Answer: C 

Oracle and Microsoft have created a cross-cloud connection between Oracle Cloud Infrastructure and Microsoft Azure
in certain regions. This connection lets you set up cross-cloud workloads without the traffic between the clouds going
over the internet. you can connect your VNet and VCN so that traffic that uses private IP addresses goes over the
crosscloud connection. For example, the following diagram shows a VNet that is connected to a VCN. Resources in the
VNet are running a .NET application that access an Oracle database that runs on Database service resources in the
VCN. The traffic between the application and database uses a logical circuit that runs on the cross-cloud connection
between Azure and Oracle Cloud Infrastructure. The two virtual networks must belong to the same company and not
have overlapping CIDRs. The connection requires you to create an Azure ExpressRoute circuit and an Oracle Cloud
Infrastructure FastConnect virtual circuit. 

 

QUESTION 15

As a part of migration exercise for an existing on premises application to Oracle Cloud Infrastructure 

(OCT), yon ore required to transfer a 7 TB file to OCI Object Storage. You have decided to upload 

functionality of Object Storage. 

Which two statements are true? 

A. Active multipart upload can be checked by listing all parts that have been uploaded, however It Is not possible to list
information for individual object part in an active multipart upload 

B. It is possible to spill this fileInto multiple parts using the APIs provided by Object Storage. 

C. It is possible to split this file into multiple parts using rclone tool provided by Object Storage. 

D. After initiating a multipart upload by making a CreateMultlPartUpload RESI API Call, the upload remains active until
you explicitly commit it or abort. 

E. Contiguous numbers need to be assigned for each part so that Object Storage constructs the object by ordering, part
numbers in ascending order 
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Correct Answer: AD 

 

You can check on an active multipart upload by listing all parts that have been uploaded. (You cannot list information for
an individual object part in an active multipart upload.) After you finish creating object parts, initiate a multipart upload by
making a CreateMultipartUpload REST API call. Provide the object name and any object metadata. Object Storage
responds with a unique upload ID that you must include in any requests related to this multipart upload. Object Storage
also marks the upload as active. The upload remains active until you explicitly commit it or abort it. 
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