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QUESTION 1

Refer to the exhibit. 

Why is flash memory erased prior to upgrading the IOS image from the TFTP server? 

A. The router cannot verify that the Cisco IOS image currently in flash is valid. 

B. Flash memory on Cisco routers can contain only a single IOS image. 

C. Erasing current flash content is requested during the copy dialog. 

D. In order for the router to use the new image as the default, it must be the only IOS image in flash. 

Correct Answer: C 

During the copy process, the router asked "Erasing flash before copying? [confirm]" and the administrator confirmed (by
pressing Enter) so the flash was deleted. Note: In this case, the flash has enough space to copy a new IOS without
deleting the current one. The current IOS is deleted just because the administrator wants to do so. If the flash does not
have enough space you will see an error message like this: 

 

QUESTION 2

Refer to the exhibit. 
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What is the effect of the given configuration? 

A. It configures an inactive switch virtual interface. 

B. It configures an active management interface. 

C. It configures the native VLAN. 

D. It configures the default VLAN. 

Correct Answer: A 

 

QUESTION 3

Which statements describe the routing protocol OSPF? (Choose three.) 

A. It supports VLSM. 

B. It is used to route between autonomous systems. 

C. It confines network instability to one area of the network. 

D. It increases routing overhead on the network. 

E. It allows extensive control of routing updates. 

F. It is simpler to configure than RIP v2. 

Correct Answer: ACE 

The OSPF protocol is based on link-state technology, which is a departure from the Bellman-Ford vector based
algorithms used in traditional Internet routing protocols such as RIP. OSPF has introduced new concepts such as
authentication 

of routing updates, Variable Length Subnet Masks (VLSM), route summarization, and so forth. 

OSPF uses flooding to exchange link-state updates between routers. Any change in routing information is flooded to all
routers in the network. Areas are introduced to put a boundary on the explosion of link-state updates. Flooding and 

calculation of the Dijkstra algorithm on a router is limited to changes within an area. 

 

QUESTION 4

Which of the following describes the roles of devices in a WAN? (Choose three.) 
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A. A CSU/DSU terminates a digital local loop. 

B. A modem terminates a digital local loop. 

C. A CSU/DSU terminates an analog local loop. 

D. A modem terminates an analog local loop. 

E. A router is commonly considered a DTE device. 

F. A router is commonly considered a DCE device. 

Correct Answer: ADE 

The idea behind a WAN is to be able to connect two DTE networks together through a DCE network. The network\\'s
DCE device (includes CSU/DSU) provides clocking to the DTE-connected interface (the router\\'s serial interface). 

A modem modulates outgoing digital signals from a computer or other digital device to analog signals for a conventional
copper twisted pair telephone line and demodulates the incoming analog signal and converts it to a digital signal for the
digital device. A CSU/DSU is used between two digital lines For more explanation of answer D, in telephony the local
loop (also referred to as a subscriber line) is the physical link or circuit that connects from the demarcation point of the
customer premises to the edge of the carrier or telecommunications service provider\\'s network. Therefore a modem
terminates an analog local loop is correct. 

 

QUESTION 5

Which two statements about the tunnel mode ipv6ip command are true? (Choose two.) 

A. It enables the transmission of IPv6 packets within the configured tunnel. 

B. It specifies IPv4 as the encapsulation protocol. 
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C. It specifies IPv6 as the encapsulation protocol. 

D. It specifies IPv6 as the transport protocol. 

E. It specifies that the tunnel is a Teredo tunnel. 

Correct Answer: AB 

 

QUESTION 6

What are three reasons to collect Netflow data on a company network? (Choose three.) 

A. To identify applications causing congestion. 

B. To authorize user network access. 

C. To report and alert link up / down instances. 

D. To diagnose slow network performance, bandwidth hogs, and bandwidth utilization. 

E. To detect suboptimal routing in the network. 

F. To confirm the appropriate amount of bandwidth that has been allocated to each Class of Service. 

Correct Answer: ADF 

NetFlow facilitates solutions to many common problems encountered by IT professionals. 

+

 Analyze new applications and their network impact 

Identify new application network loads such as VoIP or remote site additions. 

+

 Reduction in peak WAN traffic 

Use NetFlow statistics to measure WAN traffic improvement from application-policy changes; understand who is utilizing
the network and the network top talkers. 

+

 Troubleshooting and understanding network pain points 

Diagnose slow network performance, bandwidth hogs and bandwidth utilization quickly with command line interface or
reporting tools. -> D is correct. 

+

 Detection of unauthorized WAN traffic 

Avoid costly upgrades by identifying the applications causing congestion. -> A is correct. 

+
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 Security and anomaly detection 

NetFlow can be used for anomaly detection and worm diagnosis along with applications such as Cisco CS-Mars. 

+

 Validation of QoS parameters 

Confirm that appropriate bandwidth has been allocated to each Class of Service (CoS) and that no CoS is over- or
under-subscribed.-> F is correct. 

 

QUESTION 7

Which two features can dynamically assign IPv6 addresses? (Choose two.) 

A. IPv6 stateless autoconfiguration 

B. DHCP 

C. NHRP 

D. IPv6 stateful autoconfiguration 

E. ISATAP tunneling 

Correct Answer: AB 

 

QUESTION 8

A network administrator is configuring ACLs on a Cisco router, to allow traffic from hosts on networks 192.168.146.0,
192.168.147.0, 192.168.148.0, and 192.168.149.0 only. Which two ACL statements, when combined, would you use to
accomplish this task? (Choose two.) 

A. access-list 10 permit ip 192.168.146.0 0.0.1.255 

B. access-list 10 permit ip 192.168.147.0 0.0.255.255 

C. access-list 10 permit ip 192.168.148.0 0.0.1.255 

D. access-list 10 permit ip 192.168.149.0 0.0.255.255 

E. access-list 10 permit ip 192.168.146.0 0.0.0.255 

F. access-list 10 permit ip 192.168.146.0 255.255.255.0 

Correct Answer: AC 

"access-list 10 permit ip 192.168.146.0 0.0.1.255" would allow only the 192.168.146.0 and 192.168.147.0 networks, and
"access-list 10 permit ip 192.168.148.0 0.0.1.255" would allow only the 192.168.148.0 and 192.168.149.0 networks. 

 

QUESTION 9
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What are two benefits of using NAT? (Choose two.) 

A. NAT facilitates end-to-end communication when IPsec is enabled. 

B. NAT eliminates the need to re-address all hosts that require external access. 

C. NAT conserves addresses through host MAC-level multiplexing. 

D. Dynamic NAT facilitates connections from the outside of the network. 

E. NAT accelerates the routing process because no modifications are made on the packets. 

F. NAT protects network security because private networks are not advertised. 

Correct Answer: BF 

By not revealing the internal IP addresses, NAT adds some security to the inside network -> F is correct. 

NAT has to modify the source IP addresses in the packets -> E is not correct. 

Connection from the outside of the network through a "NAT" network is more difficult than a more network because IP
addresses of inside hosts are hidden -> C is not correct. 

In order for IPsec to work with NAT we need to allow additional protocols, including Internet Key Exchange (IKE),
Encapsulating Security Payload (ESP) and Authentication Header (AH) -> more complex -> A is not correct. 

By allocating specific public IP addresses to inside hosts, NAT eliminates the need to re-address the inside hosts -> B is
correct. 

NAT does conserve addresses but not through host MAC-level multiplexing. It conserves addresses by allowing many
private IP addresses to use the same public IP address to go to the Internet -> C is not correct. 

 

QUESTION 10

Refer to the exhibit. 
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Which two statements are true of the interfaces on Switch1? (Choose two.) 

A. Multiple devices are connected directly to FastEthernet0/1. 

B. A hub is connected directly to FastEthernet0/5. 

C. FastEthernet0/1 is connected to a host with multiple network interface cards. 

D. FastEthernet0/5 has statically assigned MAC addresses. 

E. FastEthernet0/1 is configured as a trunk link. 

F. Interface FastEthernet0/2 has been disabled. 

Correct Answer: BE 

Carefully observe the information given after command show. Fa0/1 is connected to Switch2, seven MAC addresses
correspond to Fa0/1, and these MAC are in different VLAN. From this we know that Fa0/1 is the trunk interface. From
the information given by show cdp neighbors we find that there is no Fa0/5 in CDP neighbor. However, F0/5
corresponds to two MAC addresses in the same VLAN. Thus we know that Fa0/5 is connected to a Hub. 

Based on the output shown, there are multiple MAC addresses from different VLANs attached to the FastEthernet 0/1
interface. Only trunks are able to pass information from devices in multiple VLANs. 
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QUESTION 11

What are the possible trunking modes for a switch port? (Choose three.) 

A. transparent 

B. auto 

C. on 

D. desirable 

E. client 

F. forwarding 

Correct Answer: BCD 

These are the different types of trunk modes: 

ON: This mode puts the port into permanent trunk mode and negotiates to convert the link into a trunk link. The port
becomes a trunk port even if the adjacent port does not agree to the change. 

OFF: This mode puts the port into permanent non-trunk mode and negotiates to convert the link into a non-trunk link.
The port becomes a non-trunk port even if the adjacent port does not agree to the change. 

Desirable: This mode causes the port to actively attempt to convert the link into a trunk link. The port becomes a trunk
port if the adjacent port is set to on, desirable, or auto mode. 

Auto: This mode enables the port to convert the link into a trunk link. The port becomes a trunk port if the adjacent port
is set to on or desirable mode. This is the default mode for Fast and Gigabit Ethernet ports. 

Nonegotiate: This mode puts the port into permanent trunk mode, but does not allow the port to generate Dynamic
Trunking Protocol (DTP) frames. The adjacent port must be configured manually as a trunk port to establish a trunk
link. 

 

QUESTION 12

At which layer of the OSI model does PPP perform? 

A. Layer 2 

B. Layer 3 

C. Layer 4 

D. Layer 5 

Correct Answer: A 

The Point-to-Point Protocol (PPP) provides a standard method for transporting multi-protocol datagrams over point-to-
point links. PPP was originally emerged as an encapsulation protocol for transporting IP traffic between two peers. It is a
data link layer protocol (layer 2 in the OSI model) 
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