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QUESTION 1

What is a difference between SIEM and SOAR? 

A. SOAR predicts and prevents security alerts, while SIEM checks attack patterns and applies the mitigation. 

B. SlEM\\'s primary function is to collect and detect anomalies, while SOAR is more focused on security operations
automation and response. 

C. SIEM predicts and prevents security alerts, while SOAR checks attack patterns and applies the mitigation. 

D. SOAR\\'s primary function is to collect and detect anomalies, while SIEM is more focused on security operations
automation and response. 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/products/security/what-is-a-security- platform.html siem is log managment
soar is vulnerability managment that automat and response 

 

QUESTION 2

Which security technology guarantees the integrity and authenticity of all messages transferred to and from a web
application? 

A. Hypertext Transfer Protocol 

B. SSL Certificate 

C. Tunneling 

D. VPN 

Correct Answer: B 

 

QUESTION 3

DRAG DROP 

Drag and drop the definition from the left onto the phase on the right to classify intrusion events according to the Cyber
Kill Chain model. 

Select and Place: 
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Correct Answer: 

Delivery: This step involves transmitting the weapon to the target. Weaponization: In this step, the intruder creates a
malware weapon like a virus, worm or such in order to exploit the vulnerabilities of the target. Depending on the target
and the purpose of the attacker, this malware can exploit new, undetected vulnerabilities (also known as the zero-day
exploits) or it can focus on a combination of different vulnerabilities. Reconnaissance: In this step, the attacker / intruder
chooses their target. Then they conduct an in-depth research on this target to identify its vulnerabilities that can be
exploited. 

 

QUESTION 4

The SOC team has confirmed a potential indicator of compromise on an endpoint. The team has narrowed the
executable file\\'s type to a new trojan family. According to the NIST Computer Security Incident Handling Guide, what is
the next step in handling this event? 

A. Isolate the infected endpoint from the network. 

B. Perform forensics analysis on the infected endpoint. 

C. Collect public information on the malware behavior. 

D. Prioritize incident handling based on the impact. 

Correct Answer: C 

ference: https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf 
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QUESTION 5

Refer to the exhibit. 

In which Linux log file is this output found? 

A. /var/log/authorization.log 

B. /var/log/dmesg 

C. var/log/var.log 

D. /var/log/auth.log 

Correct Answer: D 

 

QUESTION 6

How does agentless monitoring differ from agent-based monitoring? 

A. Agentless can access the data via API. while agent-base uses a less efficient method and accesses log data through
WMI. 

B. Agent-based monitoring is less intrusive in gathering log data, while agentless requires open ports to fetch the logs 

C. Agent-based monitoring has a lower initial cost for deployment, while agentless monitoring requires resource-
intensive deployment. 

D. Agent-based has a possibility to locally filter and transmit only valuable data, while agentless has much higher
network utilization 

Correct Answer: B 

 

QUESTION 7

What is the practice of giving an employee access to only the resources needed to accomplish their job? 

A. principle of least privilege 

B. organizational separation 

C. separation of duties 

D. need to know principle 
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Correct Answer: A 

 

QUESTION 8

What is the difference between deep packet inspection and stateful inspection? 

A. Deep packet inspection is more secure than stateful inspection on Layer 4 

B. Stateful inspection verifies contents at Layer 4 and deep packet inspection verifies connection at Layer 7 

C. Stateful inspection is more secure than deep packet inspection on Layer 7 

D. Deep packet inspection allows visibility on Layer 7 and stateful inspection allows visibility on Layer 4 

Correct Answer: D 

 

QUESTION 9

Which system monitors local system operation and local network access for violations of a security policy? 

A. host-based intrusion detection 

B. systems-based sandboxing 

C. host-based firewall 

D. antivirus 

Correct Answer: A 

HIDS is capable of monitoring the internals of a computing system as well as the network packets on its network
interfaces. Host-based firewall is a piece of software running on a single Host that can restrict incoming and outgoing
Network activity for that host only. 

 

QUESTION 10

Which two elements of the incident response process are stated in NIST Special Publication 800-61 r2? (Choose two.) 

A. detection and analysis 

B. post-incident activity 

C. vulnerability management 

D. risk assessment 

E. vulnerability scoring 

Correct Answer: AB 

Reference: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 
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QUESTION 11

Refer to the exhibit. 

A workstation downloads a malicious docx file from the Internet and a copy is sent to FTDv. The FTDv sends the file
hash to FMC and the tile event is recorded What would have occurred with stronger data visibility? 

A. The traffic would have been monitored at any segment in the network. 

B. Malicious traffic would have been blocked on multiple devices 

C. An extra level of security would have been in place 

D. Detailed information about the data in real time would have been provided 

Correct Answer: B 

 

QUESTION 12

What is the difference between the ACK flag and the RST flag in the NetFlow log session? 

A. The RST flag confirms the beginning of the TCP connection, and the ACK flag responds when the data for the
payload is complete 

B. The ACK flag confirms the beginning of the TCP connection, and the RST flag responds when the data for the
payload is complete 

C. The RST flag confirms the receipt of the prior segment, and the ACK flag allows for the spontaneous termination of a
connection 

D. The ACK flag confirms the receipt of the prior segment, and the RST flag allows for the spontaneous termination of a
connection 

Correct Answer: D 
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QUESTION 13

What describes the impact of false-positive alerts compared to false-negative alerts? 

A. A false negative is alerting for an XSS attack. An engineer investigates the alert and discovers that an XSS attack
happened A false positive is when an XSS attack happens and no alert is raised 

B. A false negative is a legitimate attack triggering a brute-force alert. An engineer investigates the alert and finds out
someone intended to break into the system A false positive is when no alert and no attack is occurring 

C. A false positive is an event alerting for a brute-force attack An engineer investigates the alert and discovers that a
legitimate user entered the wrong credential several times A false negative is when a threat actor tries to brute-force
attack a system and no alert is raised. 

D. A false positive is an event alerting for an SQL injection attack An engineer investigates the alert and discovers that
an attack attempt was blocked by IPS A false negative is when the attack gets detected but succeeds and results in a
breach. 

Correct Answer: C 

 

QUESTION 14

An analyst received a ticket regarding a degraded processing capability for one of the HR department\\'s servers. On
the same day, an engineer noticed a disabled antivirus software and was not able to determine when or why it occurred.
According to the NIST Incident Handling Guide, what is the next phase of this investigation? 

A. Recovery 

B. Detection 

C. Eradication 

D. Analysis 

Correct Answer: B 

Reference: https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf 

 

QUESTION 15

An organization\\'s security team has detected network spikes coming from the internal network. An investigation has
concluded that the spike in traffic was from intensive network scanning How should the analyst collect the traffic to
isolate the suspicious host? 

A. by most active source IP 

B. by most used ports 

C. based on the protocols used 

D. based on the most used applications 
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Correct Answer: A 
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