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QUESTION 1

Refer to the exhibit. 

An engineer must check the admin rights of users on a database regularly and prepares the Python script to automate
the process. The script connects to the database and runs a query. What is a security issue about the secrets in the
code that relates to secret protection? 

A. They must be stored in configuration files if there is a possibility of leakage. 

B. They must be Base64-encoded if stored in the user database. 

C. They must be encrypted if stored in the user database. 

D. They must be stored in configuration files if no authentication will be used. 

Correct Answer: C 

Data at rest (storage) 
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Any data that is stored can be accessed digitally or physically. 

Encrypting data at rest protects it against physical theft of the file system storage devices, protects against unauthorized
access to data, and satisfies information security or regulatory requirements. 

Full disk encryption 

File system encryption 

Database encryption 

>>>>>>>>>>>>>>>>> 

Also look at this: https://spectralops.io/blog/where-your-code-secrets-hide-filetypes/ 

 

QUESTION 2

Refer to the exhibit. An engineer must add new users and set privileges for executing a few Python scripts. The
engineer prepares a Bash script to automate this task. The script adds a user and a group from the command-line
arguments, creates a directory, and copies the Python scripts to it. The script then changes to the directory and lists the
scripts. Based on the script workflow, which process is being automated within the loop by using the list of Python
scripts? 

A. assigning execution privileges to the owner, setting the user and group owner to the scripts that were initially created,
and storing the script names in a file 

B. creating a file with the content of all the files, assigning execution permissions to each script, and then changing
ownership to the initially created user and group 

C. removing the files that are not Python, listing the Python files, and assigning execution privileges to the initially
created user and group 

D. assigning execution privileges to everyone and changing the ownership to the initially created user and group 

Correct Answer: B 
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QUESTION 3

A function my_func() returns True when it executes normally. Which Python snippet tests my_func()? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

Reference: https://github.com/django/django/blob/master/tests/auth_tests/test_mixins.py 

 

QUESTION 4

What is the Git command to delete a local branch named "experiment" without a warning? 

A. git branch -rm experiment 

B. git branch -n experiment 

C. git branch -f experiment 

D. git branch -D experiment 

Correct Answer: D 

Reference: https://www.atlassian.com/git/tutorials/using-branches 
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QUESTION 5

DRAG DROP 

Drag and drop the Docker file instructions from the left onto the correct descriptions on the right. Not all options are
used. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 6

Which Cisco platform provides organization-wide automation, security, policy enforcement, any agility across wired and
wireless networks? 

A. Cisco ACI 

B. Cisco DNA Center 

C. Cisco Umbrella 

D. Cisco SD-WAN 
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Correct Answer: A 

Cisco ACI (Application Centric Infrastructure) is a platform that provides organization-wide automation, security, policy
enforcement, and agility across wired and wireless networks. Cisco ACI is a software-defined networking (SDN) solution
that allows administrators to manage network resources and policies through a centralized interface, simplifying network
management and enabling organizations to respond quickly to changing business needs. It provides a comprehensive
set of capabilities for automating and securing networks, including policy-based automation, network segmentation, and
security analytics. In the other hand, Cisco DNA Center is a network management platform that provides automation,
assurance, and analytics for Cisco enterprise networks. 

 

QUESTION 7

Which statement about authenticating a RESTCONF API session with a router that runs Cisco IOS XE Software is
true? 

A. No authentication is required. 

B. OAuth must be used. 

C. A token must be retrieved and the associated string must be embedded in the X-Auth-Token header. 

D. Basic authentication must be used. 

Correct Answer: D 

https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/restapi/restapi/RESTAPIclient.html 

 

QUESTION 8

What is the purpose of running tests before writing code in test-driven development? 

A. to find unexpected failures in the tests 

B. to demonstrate that the tests fail for expected reasons 

C. to ensure that the tests pass 

D. to provide proof of the work carried out 

Correct Answer: B 

In Test-Driven Development (TDD), developers write tests before writing code. The purpose of running the tests before
writing code is to demonstrate that the tests fail for expected reasons. This is because the tests are written to test the
functionality that the developer is about to add to the codebase, and since that functionality does not yet exist, the tests
should fail. This is an important step in the TDD process because it confirms that the tests are correctly identifying the
missing functionality and that they are not passing due to an error in the tests themselves. 

 

QUESTION 9

Which protocol runs over TCP port 22? 
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A. SSH 

B. NETCONF 

C. HTTP 

D. Telnet 

Correct Answer: A 

 

QUESTION 10

DRAG DROP 

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to complete the
function that adds a new global access rule that denies traffic using the Cisco ASA REST API. Not all options are used. 

Select and Place: 
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Correct Answer: 
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QUESTION 11

A developer is attempting to retrieve all the messages from a Cisco Webex space. The server responds by sending the
first 1,000 messages. The developer must make additional requests to retrieve the rest of the messages. Which API
constraint is described in this scenario? 

A. payload limiting 

B. throttling 
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C. pagination 

D. rate limiting 

Correct Answer: C 

https://developer.atlassian.com/server/confluence/pagination-in-the-rest-api/ 

 

QUESTION 12

DRAG DROP 

Drag and drop the requests from the left into the correct order on the right to create and check the path trace between
two devices using Cisco DNA center API. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 13

Several teams at a company are developing a new CRM solution to track customer interactions with a goal of improving
customer satisfaction and driving higher revenue. The proposed solution contains these components: 

1.
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 MySQL database that stores data about customers 

2.

 HTML5 and JavaScript UI that runs on Apache 

3.

 REST API written in Python 

What are two advantages of applying the MVC design pattern to the development of the solution? (Choose two.) 

A. to enable multiple views of the same data to be presented to different groups of users 

B. to provide separation between the view and the model by ensuring that all logic is separated out into the controller 

C. to ensure data consistency, which requires that changes to the view are also made to the model 

D. to ensure that only one instance of the data model can be created 

E. to provide only a single view of the data to ensure consistency 

Correct Answer: AB 

 

QUESTION 14

What should a CI/CD pipeline aim to achieve? 

A. to require minimal manual interaction 

B. to allow manual testing before deployment 

C. to support new deployments on a fixed monthly schedule 

D. to provide a documented process for feedback 

Correct Answer: A 

 

QUESTION 15

Which IP service synchronizes the time across devices? 

A. DNS 

B. NTP 

C. SNMP 

D. NAT 

Correct Answer: B 
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