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QUESTION 1

FILL BLANK 

Which doveadm sub-command displays a list of connections of Dovecot in the following format? (Specify ONLY the
command without any parameters.) 

Correct Answer: who 

Reference: https://wiki2.dovecot.org/Tools/Doveadm/Who 

 

QUESTION 2

What parameter in the sshd configuration file instructs sshd to permit only specific user names to log in to a system?
(Please specify the parameter only without settings) 

A. allowusers, AllowUsers 

Correct Answer: A 

 

 

QUESTION 3

Remote access to a CD-RW device on a machine on a LAN must be restricted to a selected user group. Select the
TWO correct alternatives that describe the possible solutions for this problem. 

A. The remote access to these devices can be allowed to users by changing the display manager configuration and
allowing sudo access for the user that will log in remotely 

B. The pam_console module allows access configuration to these devices via console, including simultaneous access
by many users 

C. The pam_console module can be used to control access to devices via console, allowing/denying access to these
devices in the user\\'s session 

D. If the pam_console module is used, it must be checked as required, because it is essential for user authentication 

E. Through the sudo configuration file, it is possible to set users that will have the power of the root user, so they can
access the devices. Besides that, it is important to configure the /etc/pam.d/su file, so the PAM modules can secure the
service 

Correct Answer: CE 

 

QUESTION 4

Which of the following organisations track and report on security related flaws in computer technology? (Please select
TWO answers) 
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A. Bugtraq 

B. CERT 

C. CSIS 

D. Freshmeat 

E. Kernel.org 

Correct Answer: AC 

 

QUESTION 5

When the default policy for the netfilter INPUT chain is set to DROP, why should a rule allowing traffic to localhost
exist? 

A. All traffic to localhost must always be allowed. 

B. It doesn\\'t matter; netfilter never affects packets addressed to localhost. 

C. Some applications use the localhost interface to communicate with other applications. 

D. syslogd receives messages on localhost. 

Correct Answer: C 

 

QUESTION 6

FILL BLANK 

Which option in the Postfix configuration makes Postfix pass email to external destinations to another SMTP-server?
(Specify ONLY the option name without any values.) 

Correct Answer: relay server 

Reference: https://www.linode.com/docs/email/postfix/postfix-smtp-debian7/ 

 

QUESTION 7

In a PAM configuration file, a sufficient control allows access: 

A. Immediately on success, if no previous required or requisite control failed 

B. Immediately on success, regardless of other controls 

C. After waiting if all other controls return success 

D. Immediately, but only if the user is root 

Correct Answer: A 
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QUESTION 8

What is the command to add another IP address to an interface that already has (at least) one IP address? 

A. ifconfig eth0:1 192.168.1.2 

B. ifconfig eth0 192.168.1.2 

C. ipconfig eth0:1 192.168.1.2 

D. ipconfig eth0 192.168.1.2 

Correct Answer: A 

 

QUESTION 9

A correctly-formatted entry has been added to /etc/hosts.allow to allow certain clients to connect to a service, but this is
having no effect. What would be the cause of this? 

A. tcpd needs to be sent the HUP signal. 

B. The service needs to be restarted. 

C. The machine needs to be restarted. 

D. There is a conflicting entry in /etc/hosts.deny . 

E. The service does not support tcpwrappers 

Correct Answer: E 

 

QUESTION 10

Which of the following lines in the sshd configuration file should, if present, be changed in order to increase the security
of the server? (Choose TWO correct answers.) 

A. Protocol 2, 1 

B. PermitEmptyPasswords no 

C. Port 22 

D. PermitRootLogin yes 

E. IgnoreRhosts yes 

Correct Answer: AD 

 

QUESTION 11
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A GRUB boot loader installed in the MBR was accidentally overwritten. After booting with a rescue CDROM, how can
the lost GRUB first stage loader be recovered? 

A. Use dd to restore a previous backup of the MBR 

B. Install LILO since there is no easy way to recover GRUB 

C. Running mformat will create a new MBR and fix GRUB using info from grub.conf 

D. Run grub-install after verifying that grub.conf is correct. 

E. Run fdisk --mbr /dev/had assuming that the boot harddisk is /dev/hda. 

Correct Answer: D 

 

QUESTION 12

In order to prevent all anonymous FTP users from listing uploaded file names, what security precaution can be taken
when creating an upload directory? 

A. The directory must not have the execute permission set. 

B. The directory must not have the read permission set. 

C. The directory must not have the read or execute permission set. 

D. The directory must not have the write permission set. 

E. The directory must not contain other directories. 

Correct Answer: B 

 

QUESTION 13

DNSSEC is used for? 

A. Encrypted DNS queries between nameservers. 

B. Cryptographic authentication of DNS zones. 

C. Secondary DNS queries for local zones. 

D. Defining a secure DNS section. 

E. Querying a secure DNS section. 

Correct Answer: B 

 

QUESTION 14

Which Apache directive allows the use of external configuration files defined by the directive AccessFileName? 
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A. AllowExternalConfig 

B. AllowAccessFile 

C. AllowConfig 

D. IncludeAccessFile 

E. AllowOverride 

Correct Answer: E 

 

QUESTION 15

Which of the following options are valid in /etc/exports? (Choose two.) 

A. rw 

B. ro 

C. rootsquash 

D. norootsquash 

E. uid 

Correct Answer: AB 
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