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QUESTION 1

A technician receives a call late in the evening that employees of a small business cannot access the company\\'s
remote access server. The technician cannot get a response from the server or the router at the site. Upon gaining
access to the physical site, the technician discovers the router unplugged from the power source. Which of the following
should be implemented to reduce the chance of this happening again? 

A. Plug the router into an uninterruptable power supply. 

B. Move the router to a physically secure location. 

C. Install security cameras to monitor the router. 

D. Outsource the remote access service to a third party. 

Correct Answer: B 

 

QUESTION 2

When comparing an ATX 20-pin power cable to an ATX 24-pin power cable, which of the following voltage values is
found on the four extra pins? 

A. +3.3v, +5v, and two grounds 

B. +3.3v, +5v, +12v, and ground 

C. +3.3v, -5v, +12v, and ground 

D. +5v, -5v, +12v, and ground 

Correct Answer: B 

 

QUESTION 3

A company recently had a security breach and is now required to ensure that all data is removed from a PC once it
leaves the building. Which of the following should the technician perform? 

A. A standard format 

B. Reset PC to factory default 

C. A quick format 

D. A low level format 

Correct Answer: D 

 

QUESTION 4
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Which of the following would remove all data from a drive and ensure that the drive was no longer readable? (Select
TWO). 

A. Electromagnet 

B. Overwriting 

C. Format 

D. Repartition E. Shredding 

Correct Answer: AE 

 

QUESTION 5

Joe, a technician, built a new computer for a customer. The computer has been setup with the appropriate operating
system, but when Joe boots the PC after configuration, he receives an invalid boot disk message. Which of the following
tools should he use to fix the issue? 

A. Safe Mode with command prompt 

B. Restore from a prior recovery point 

C. MSCONFIG to disable startup programs 

D. BIOS and change the boot order 

Correct Answer: D 

 

QUESTION 6

A user\\'s computer consistently shuts down several minutes after booting. When the technician reboots the computer, a
message stating "CPU fan failure" appears. Which of the following is the MOST likely reason the computer shuts
down? 

A. Overheating 

B. Power supply failure 

C. Faulty CPU 

D. High humidity 

Correct Answer: A 

 

QUESTION 7

Anne, an employee, stepped away from her workstation to deliver a report to her boss. When she came back,
confidential material was displayed on the screen that was not opened prior to her leaving. Which of the following could
have mitigated this from occurring? 
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A. Intrusion detection system 

B. Screensaver password 

C. Privacy filters 

D. RFID badges 

Correct Answer: B 

 

QUESTION 8

Which of the following areas of a file system should a standard user have restricted permissions to in order to promote a
security best practice? (Select TWO). 

A. Temporary Internet Files 

B. My Document Files 

C. Windows System Files 

D. Network Files 

E. Program Files 

Correct Answer: CE 

 

QUESTION 9

Ann, a technician, is taking apart a laptop to replace some components. Which of the following will allow Ann to put the
laptop back together properly and in a timely fashion? 

A. Have an identical laptop on hand to compare 

B. Label screws and their location 

C. Use a magnetic screwdriver 

D. Ask a fellow technician to help 

Correct Answer: B 

 

QUESTION 10

Which of the following boot methods receives the bootstrap files from a network server? 

A. IDS 

B. PAN 

C. PXE 
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D. NAT 

Correct Answer: C 

 

QUESTION 11

Which of the following helps to prevent virus infections from USB flash drives? 

A. Strong passwords 

B. Password protected screen savers 

C. Disabling the guest account 

D. Disabling the autorun feature 

Correct Answer: D 

 

QUESTION 12

A customer wants to use VoIP phones without having to plug them into an electrical outlet. Which of the following switch
features would a technician recommend? 

A. QoS 

B. Gigabit 

C. PoE 

D. Wake-on-LAN 

Correct Answer: C 

 

QUESTION 13

A corporate end user reports that random keys on their laptop are sticking. After taking the laptop in for repair a
technician discovers that soda has been spilled inside the keyboard, possibly reaching other components inside the
laptop. Which of the following should the technician do? 

A. Spray the sticky spots with compressed air and then scrape them off 

B. Let the end user know that they are responsible for replacing the keyboard 

C. Replace the keyboard and clean the interior of the laptop if necessary 

D. Run the keyboard through a dishwasher cycle and dry thoroughly 

Correct Answer: C 
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QUESTION 14

A PC is powering on but the only activity a technician can see is spinning fans. Which of the following components
would MOST likely be at fault for such a condition? (Select TWO). 

A. SATA controller 

B. CPU 

C. Memory 

D. Hard drive 

E. Sound card 

Correct Answer: BC 

 

QUESTION 15

A computer is showing the "No boot device found" message even though a technician has verified that the hard drive is
set as Device 1 in the BIOS boot order. Which of the following causes is MOST likely at play? 

A. A 40-pin cable was used instead of an 80-pin cable to connect the HDD. 

B. The hard drive is disconnected. 

C. The hard drive has corrupted sectors and needs a CHKDSK scan. 

D. Both PATA devices are incorrectly set to the master jumper setting. 

Correct Answer: D 
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