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QUESTION 1

An administrator would like to use the VMware Certificate Authority (VMCA) as an Intermediate Certificate Authority
(CA). The first two steps performed are: 

Replace the Root Certificate 

Replace Machine Certificates (Intermediate CA) 

Which two steps would need to be performed next? (Choose two.) 

A. Replace Solution User Certificates (Intermediate CA) 

B. Replace the VMware Directory Service Certificate (Intermediate CA) 

C. Replace the VMware Directory Service Certificate 

D. Replace Solution User Certificates 

Correct Answer: AC 

You can replace the VMCA root certificate with a third-party CA-signed certificate that includes VMCA in the certificate
chain. Going forward, all certificates that VMCA generates include the full chain. You can replace existing certificates
with newly generated certificates. This approach combines the security of third-party CA-signed certificate with the
convenience of automated certificate management. 

Reference: http://pubs.vmware.com/vsphere-60/index.jsp?topic=
%2Fcom.vmware.vsphere.security.doc%2FGUID-5FE583A2-3737-4B62- A905-5BB38D479AE0.html 

 

QUESTION 2

An administrator needs to configure a storage solution for a vSphere 6.x implementation with these characteristics: 

Snapshot support 

vMotion Capability 

Clustering across multiple ESXi hosts 

Database application with high transaction count 

vFlash Read Cache 

Which solution meets all of the stated requirements? 

A. A vmdk located on a Shared VMFS datastore 

B. A Physical Mode Raw Device Mapped LUN 

C. A Virtual Mode Raw Device Mapped LUN 

D. A Virtual SAN-based vmdk 
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Correct Answer: C 

 

 

QUESTION 3

An administrator has recently configured HA on a cluster. After reviewing the summary tab on one of the hosts, the
warning in Exhibit 1 is displayed: 

The administrator proceeds to view the management network port group data shown in Exhibit 2: The administrator then
views the management network vSwitch as shown in Exhibit 3: 

Based on the exhibits, which two steps should be taken to ensure redundancy on the management network? (Choose
two.) 

A. Move vmnic1 to Standby adapters. 

B. Add an additional vmknic to the Network Adapters and move it to Active adapters. 

C. Set the advanced HA configuration parameter das.ignoreRedundantNetWarning to True. 

D. Uncheck the Override Failover Checkbox on the management network port group. 

Correct Answer: AD 

Enabling redundancy is important for fault tolerance. Move vmnic1 to standby adapters and uncheck the override
failover checkbox on the management network port group. 
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QUESTION 4

Which two options are available in the Virtual Machine Component Protection (VMCP) setting Response for Datastore
with All Paths Down (APD)? (Choose two.) 

A. Issue Events 

B. Power off and restart virtual machines 

C. Reset virtual machines 

D. Leave Powered On 

Correct Answer: AB 

Reference: http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.avail.doc%2FGUID-
F01F7EB8-FF9D-45E2- A093-5F56A788D027.html 

 

QUESTION 5

When upgrading vCenter Server, an administrator notices that the upgrade fails at the vCenter Single Sign-On
installation. What must be done to allow the upgrade to complete? 

A. Verify that the VMware Directory service can stop by manually restarting it. 

B. Verify that the vCenter Single Sign-On service can stop by manually restarting it. 

C. Uninstall vCenter Single Sign-On service. 

D. Uninstall the VMware Directory service. 

Correct Answer: A 

To verify that the Vmware Directory Service is in a stable state and can stop, manually restart it. The Vmware Directory
service must stopped for the vCenter Server upgrade software to uninstall vCenter Single Sign-On during the upgrade
process. 

 

QUESTION 6

An administrator wants to clone the configuration of an existing ESXi 6.x host to a new group of hosts, but does not
want to clone storage specific settings. 

Which action would accomplish this? 

A. Uncheck sub-profile 

B. Remove sub-profile 

C. Revert profile 

D. Disable VM Storage Profile 
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Correct Answer: B 

 

 

QUESTION 7

Which password meets ESXi 6.x host password requirements? 

A. 8kMVnn2x! 

B. zNgtnJBA2 

C. Nvgt34kn44 

D. !b74wr 

Correct Answer: A 

A valid password requires a mix of upper and lower case letters, digits, and other characters. You can use a 7-character
long password with characters from at least three of these four classes, or a 6-character long password containing 

characters from all the classes. A password that begins with an upper case letter and ends with a numerical digit does
not count towards the number of character classes used. It is recommended that the password does not contain the 

username. 

A passphrase requires at least 3 words, can be 8 to 40 characters long, and must contain enough different characters. 

Reference: 

http://kb.vmware.com/selfservice/microsites/search.do?language=en_USandcmd=displayKC andexternalId=1012033 

 

QUESTION 8

When a Content Library is deleted, what happens to the files contained on the backing storage? 

A. The files will be unchanged. 

B. The files will be deleted. 

C. The files will remain and be marked as orphaned. 

D. The containing folder will be marked as orphaned. 

Correct Answer: B 

When the content library is deleted, the files in backup storage will also be deleted. 

 

QUESTION 9

Which statement is true for the Path Selection Plug-In VMW_PSP_MRU? 
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A. VMW_PSP_MRU is default for a majority of active-active and active-passive arrays. 

B. VMW_PSP_MRU will remain on the selected path even if the state were to change. 

C. VMW_PSP_MRU is recommended for Virtual SAN. 

D. VMW_PSP_MRU will have no preferred path setting for the Plug-In. 

Correct Answer: D 

The host selects the path that it used most recently. When the path becomes unavailable, the host selects an alternative
path. The host does not revert back to the original path when that path becomes available again. There is no preferred
path setting with the MRU policy. MRU is the default policy for active-passive storage devices. 

Reference: http://pubs.vmware.com/vsphere-60/index.jsp?topic=
%2Fcom.vmware.vcli.examples.doc%2Fcli_manage_storage.6.7.html 

 

QUESTION 10

Which two roles can be modified? (Choose two.) 

A. Administrator 

B. Network Administrator 

C. Datastore Consumer 

D. Read-Only 

Correct Answer: BC 

It is a common knowledge that you cannot modify Administrator role and grant whatever privileges you like. Same is the
case with read-only. This role is created solely for ready only purposes. So you are left with two viable options ?Network
administrator and Datastore consumer both of which can be modified to add or delete privileges according to your
specifications. 

 

QUESTION 11

An administrator is able to manage an ESXi 6.x host connected to vCenter Server using the vSphere Web Client but is
unable to connect to the host directly. Which action should the administrator take to correct this behavior? 

A. Restart management agents on the ESXi host. 

B. Disable Lockdown Mode on the ESXi host through vCenter Server. 

C. Disable the ESXi firewall with the command esxcli network firewall unload. 

D. Reboot the ESXi host. 

Correct Answer: B 

Disable lockdown mode through the DCUI and then enable it through the vCenter Server instead. The vCenter Server
does not keep track of lockdown mode state changes that initiated outside of the vCenter Server itself. Reference:
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http://kb.vmware.com/selfservice/microsites/search.do? language=en_USandcmd=displayKC andexternalId=2040768 

 

QUESTION 12

Which two conditions would prevent an administrator from upgrading an existing vCenter Appliance to vSphere 6.x?
(Choose two.) 

A. The appliance has been configured to use an external Single Sign-On server. 

B. The administrator did not export the appliance configuration. 

C. The administrator is using an appliance with an embedded Platform Services Controller. 

D. The ESXi Host that the appliance will run on has not been placed into Maintenance Mode. 

Correct Answer: AB 

 

QUESTION 13

An administrator wants to power on a virtual machine (VM) while connected to an ESXi host using SSH. The VM has
the following Name and ID: 

VM Name = SQL001 VMID = 12345 Which command would successfully power on the virtual machine? 

A. vim-cmd vmsvc/power.on 12345 

B. vim-cmd vmsvc/power.on SQL001 

C. vmware-vim-cmd vmsvc/power.on 12345 

D. vmware-vim-cmd vmsvc/power.on SQL001 

Correct Answer: A 

Reference: http://pingforinfo.com/cronjob-poweron-vm/ 

 

QUESTION 14

An administrator tries to capture network traffic for a virtual machine, but cannot see the expected traffic in the packet
capture tool. Which step can resolve the problem? 

A. Migrate the virtual machine to a Distributed Virtual Switch. 

B. Enable Promiscuous Mode on the relevant port group. 

C. Modify the default value of MAC Address changes. 

D. Enable Forged Transmits on the virtual machine. 

Correct Answer: B 
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Although it is not a good practice to enable promiscuous mode on a distributed virtual switch, you can enable it to solve
the problem of traffic stats in packet capture tool. 

 

QUESTION 15

Which two advanced features should be disabled for virtual machines that are only hosted on a vSphere system?
(Choose two.) 

A. isolation.tools.unity.push.update.disable 

B. isolation.tools.ghi.launchmenu.change 

C. isolation.tools.bbs.disable 

D. isolation.tools.hgfsServerSet.enable 

Correct Answer: AB 

Because VMware virtual machines run in many VMware products in addition to vSphere, some virtual machine
parameters do not apply in a vSphere environment. Although these features do not appear in vSphere user interfaces,
disabling them reduces the number of vectors through which a guest operating system could access a host. Use the
following .vmx setting to disable these features: 

isolation.tools.unity.push.update.disable = "TRUE" isolation.tools.ghi.l"unch"enu.change = "TRUE"
isolation.tools.ghi.a"tolo"on.disable = "TRUE" isolation.tools.hgfsS"rver"et.disable = "TRUE"
isolation.tools.memSc"edFa"eSampleStats.disable = "TRUE" isolation.tools.getCr"ds.d"sable = "TRUE" 

Reference: https://pubs.vmware.com/vsphere-51/index.jsp?topic=
%2Fcom.vmware.vmtools.install.doc%2FGUID-685722FA-9009-439C-9142-18A9E7C592EA.html 
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