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QUESTION 1

Refer to the exhibit. R5 should not receive any routes originated in the EIGRP domain. 

Which set of configuration changes removes the EIGRP routes from the R5 routing table to fix the issue? 

A. R4 route-map O2R deny 10 match tag 111 route-map O2R permit 20 ! router rip redistribute ospf 1 route-map O2R
metric 1 

B. R2 route-map E20 deny 20 R4 route-map O2R deny 10 match tag 111 ! router rip redistribute ospf 1 route-map O2R
metric 1 

C. R4 route-map O2R permit 10 match tag 111 route-map O2R deny 20 ! router rip redistribute ospf 1 route-map O2R
metric 1 

D. R4 route-map O2R deny 10 match tag 111 ! router rip redistribute ospf 1 route-map O2R metric 1 

Correct Answer: A 

 

QUESTION 2

Examine the following access list: 

Which statement is NOT designed to prevent IP spoofing attacks from packets that appear to be sourced from inside the
network, but are actually sourced from outside the network? 

A. access-list 110 deny ip 10.0.0.0 0.255.255.255 any 
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B. access-list 110 deny ip 172.16.0.0 0.15.255.255 any 

C. access-list 110 deny ip 192.168.0.0 0.0.255.255 any 

D. access-list 110 deny ip 208.0.0.0 0.255.255.255 any 

Correct Answer: D 

Infrastructure access control lists are designed to prevent spoofing attacks from packets that appear to be sourced from
inside the network when they are in fact sourced from outside the network. There are two groups of address that should
be blocked at the edge of the network: The private address space, which are called RFC 1918 addresses Certain
"special use addresses" as defined in RFC 3330 

The address 208.0.0.0 0.255.255.255 falls into neither of those categories. 

The RFC 1918 addresses that should be blocked are: 

10.0.0.0/24 172.16.0.0/16 192.168.0.0/16 

The RFC 3330 addresses that should be blocked are: 

0.0.0.0 127.0.0.0/8 192.0.2.0/24 224.0.0.0/4 

For more information about these special use addresses, see RFC 3330. 

Objective: 

Infrastructure Security 

Sub-Objective: 

Configure and verify router security features 

References: 

Home > Support > Technology Support > IP > IP addressing services > Technology information > Technology white
paper >Protecting Your Core: Infrastructure Protection Access Control Lists 

 

QUESTION 3
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Refer to the exhibit. An administrator is setting up above shown routers to enable MVPN with mGRE mode. What would
be the recommended interface configuration that must be done by the engineer to make it to work? 

A. interface Tunnel0 description mGRE - DMVPN Tunnel ip address 10.0.0.1 255.255.255.0 ip nhrp map multicast
dynamic ip nhrp network-id 1 tunnel source 10.0.0.1 tunnel mode IPSec multipoint 

B. interface Tunnel0 description mGRE - DMVPN Tunnel ip address 10.0.0.1 255.255.255.0 ip nhrp map multicast
dynamic ip nhrp network-id 1 tunnel source 10.0.0.1 tunnel mode gre multipoint 

C. interface Tunnel0 description mGRE - DMVPN Tunnel ip address 10.0.0.1 255.255.255.0 ip nhrp network-id 1 tunnel
source 172.17.0.1 tunnel mode IPsec multipoint 

D. interface Tunnel0 description mGRE - DMVPN Tunnel ip address 10.0.0.1 255.255.255.0 ip nhrp map multicast
dynamic ip nhrp network-id 1 

tunnel source 10.0.0.1 

tunnel destination 172.17.0.2 

tunnel mode IPsec multipoint 

Correct Answer: B 
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QUESTION 4

What is the purpose of an OSPF sham-link? 

A. to allow inter-area routing when OSPF is used as the PE-CE connection protocol in an MPLS VPN network 

B. to allow intra-area routing when OSPF is used as the PE-CE connection protocol in an MPLS VPN network 

C. to correct OSPF backdoor routing when OSPF is used as the PE-CE connection protocol in an MPLS VPN network 

D. to correct OSPF backdoor routing when OSPF is used as the PE-PE connection protocol in an MPLS VPN network 

Correct Answer: C 

 

 

QUESTION 5

What is a limitation of IPv6 RA Guard? 

A. It is not supported in hardware when TCAM is programmed 

B. It does not offer protection in environments where IPv6 traffic is tunneled. 

C. It cannot be configured on a switch port interface in the ingress direction 

D. Packets that are dropped by IPv6 RA Guard cannot be spanned 

Correct Answer: B 

Restrictions for IPv6 RA Guard 

The IPv6 RA Guard feature does not offer protection in environments where IPv6 traffic is tunneled. 

This feature is supported only in hardware when the ternary content addressable memory (TCAM) is programmed. 

This feature can be configured on a switch port interface in the ingress direction. 

This feature supports host mode and router mode. 

This feature is supported only in the ingress direction; it is not supported in the egress direction. 

This feature is not supported on EtherChannel and EtherChannel port members. 

This feature is not supported on trunk ports with merge mode. 

This feature is supported on auxiliary VLANs and private VLANs (PVLANs). In the case of PVLANs, primary VLAN
features are inherited and merged with port features. 

Packets dropped by the IPv6 RA Guard feature can be spanned. 

Reference: 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16-10/ip6f-xe-16- 10-book/ip6-ra-
guard.html#GUID-589AF00C-7499-439F-AD23-51005D61CAB7 
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QUESTION 6

Refer to the exhibit. 

Which action makes 10.1.3.2 the feasible successor to reach 10.200.1.0/24 for location S42T431E64F51? 

A. Increase path bandwidth higher than 10.1.1.2 and lower than 10.1.2.2 between RtrA and the destination. 

B. Increase path bandwidth lower than 10.1.1.2 and lower than 10.1.2.2 between RtrA and the destination. 

C. Increase path bandwidth higher than 10.1.2.2 and lower than 10.1.1.2 between RtrA and the destination. 

D. Increase path bandwidth higher than 10.1.2.2 and higher than 10.1.1.2 between RtrA and the destination. 

Correct Answer: D 

 

 

QUESTION 7

The following configuration is present on a router R1: 

300-410 VCE Dumps | 300-410 Practice Test | 300-410 Exam Questions                              6 / 16

https://www.lead4pass.com/300-410.html
https://www.lead4pass.com/300-410.html
https://www.lead4pass.com/300-410.html


https://www.lead4pass.com/300-410.html
2023 Latest lead4pass 300-410 PDF and VCE dumps Download

Which part of the configuration provides many-to-one access for all devices on the defined segments to share a single
IP address upon exiting the external interface? 

A. ip nat inside 

B. ip nat outside 

C. ip nat inside source list 7 serial0 overload 

D. access-list 7 permit 10.10.10.0 0.0.0.31 access-list 7 permit 10.10.20.0 0.0.0.31 

Correct Answer: C 

The command ip nat inside source list 7 serial0 overload specifies the following: 

The translation should occur in the interface specified as inside. It should only be done for inside IP addresses that are
specified in access list number 7. The IP address that inside addresses should be translated to belongs to the Serial0 

interface. The translated IP address should be shared by all, as indicated by the overload keyword. 

The command ip nat inside identifies the inside interface. In this case, it indicates the one on which translation will take
place. 

The command ip nat outside identifies the outside interface, which can be configured for translation. However, it has not
been configured for translation in this scenario. 

The commands below define the inside IP addresses that are allowed to be translated: 

access-list 7 permit 10.10.10.0 0.0.0.31 

access-list 7 permit 10.10.20.0 0.0.0.31 

Objective: 

Infrastructure Services 

Sub-Objective: 

Configure and verify IPv4 Network Address Translation (NAT) 

References: 

Home > Support >Troubleshooting Technotes > Configuring Network Address Translation: Getting Started Cisco >
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Cisco IOS IP Application Services Command Reference > ip nat inside source 

 

QUESTION 8

Refer to the exhibit. The administrator noticed that the connection was flapping between the two ISPs instead of
switching to ISP2 when the ISP1 failed. Which action resolves the issue? 

A. Include a valid source-interface keyword in the icmp-echo statement. 

B. Reference the track object 1 on the default route through ISP2 instead of ISP1. 

C. Modify the static routes to refer both to the next hop and the outgoing intertace. 

D. Modify the threshold to match the administrative distance of the ISP2 route. 

Correct Answer: A 

https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-ISP-Failover-withdefault-routes-using-I.html 

 

QUESTION 9

You are configuring a 6to4 tunnel. You want to translate the IPv4 address 192.168.50.4 to the IPv6 address for the
tunnel. 

What would be the correct translation? 

A. 2002:c0a8:3204::/16 

B. 2002:c0a8:9901::/48 

C. 2002:c0a8:3204::/48 

D. c0a8:3204:2002::/16 

Correct Answer: C 
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When implementing an automatic 6to4 tunnel, each IPv6 site receives a /48-bit prefix. The hexadecimal equivalent of
the IPv4 address of the edge router is appended to 0x2002 and followed with the prefix to identify each end of the
tunnel. In 

this case, if the edge router\\'s IPv4 address were 192.168.50.4, the hexadecimal equivalent of the address (c0a8:3204)
would be inserted between 0X2002 and the /48 prefix, resulting in 2002:c0a8:3204::/48 to arrive at the tunnel endpoint 

address. 

The correct address would not be 2002:c0a8:3204::/16. The prefix is 48, not 16. 

The correct address would not be 2002:c0a8:9901::/48. The hexadecimal equivalent of the address 192.168.50.4 is
c0a8:3204, not c0a8:9901. 

The correct address would not be c0a8:3204:2002::/16. It has an incorrect prefix (/16) and the values in the other
sections are out of order. 

Objective: 

Network Principles 

Sub-Objective: 

Recognize proposed changes to the network 

References: 

Cisco IPv6 Implementation Guide, Release 15.2MandT > Implementing Tunneling for IPv6 > Implementing Tunneling
for IPv6 > Configuration Examples for Implementing Tunneling for IPv6 

 

QUESTION 10

An associate of yours configured a PPPoE connection. You have been alerted by a vulnerability tester that by using a
sniffer, he was able to learn the connection credentials. 

What type of authentication must your associate have configured on the connection? 

A. PAP 

B. 802.1x 

C. CHAP 

D. IPsec 

Correct Answer: A 

The method used must have been Password Authentication Protocol (PAP). This method transmits the credentials in
clear text, which makes it a poor choice. 

There are only two methods available to authenticate a PPP connection, PAP and Challenge-Handshake Authentication
Protocol (CHAP). CHAP never sends the password across the link. Rather, the authenticating end of the connection 

sends random text and other information to the requester. The requester encrypts this data with its password and sends
it back. The authenticating end of the connection reverses the encryption using the same password and compares the 

300-410 VCE Dumps | 300-410 Practice Test | 300-410 Exam Questions                              9 / 16

https://www.lead4pass.com/300-410.html
https://www.lead4pass.com/300-410.html
https://www.lead4pass.com/300-410.html


https://www.lead4pass.com/300-410.html
2023 Latest lead4pass 300-410 PDF and VCE dumps Download

result with what was originally sent. If it matches, the authenticating end of the connection is assured that the requesting
end knows the password. 

The connection could not have used either 802.1x or IPsec, as neither method would transmit the credentials in clear
text. 

The connection could not have used CHAP. If it had, the credentials could not have been captured with a sniffer. 

Objective: 

Layer 2 Technologies 

Sub-Objective: 

Configure and verify PPP 

References: 

Cisco > Authentication, Authorization, and Accounting Configuration Guide, Cisco IOS Release 15MandT > Configuring
Authentication > Non-AAA Authentication Methods > Enabling CHAP or PAP Authentication Cisco > Authentication, 

Authorization, and Accounting Configuration Guide, Cisco IOS Release 15MandT (PDF) 

 

QUESTION 11

You are configuring BGP speakers RouterA and RouterB to authenticate one another. The following conditions exist: 

RouterA has an IP address of 192.168.5.3 

RouterB has an IP address of 192.168.5.2 

Both routers reside in AS 6550. 

Which of the following commands will result in successful authentication? 

A. neighbor 192.168.5.2 password routera executed on RouterA neighbor 192.168.5.3 password routerb executed on
RouterB 

B. neighbor 192.168.5.2 password routerb executed on RouterA neighbor 192.168.5.3 password routera executed on
RouterB 

C. neighbor 192.168.5.2 password routera executed on RouterA neighbor 192.168.5.3 password routera executed on
RouterB 

D. neighbor 192.168.5.2 password routera executed on RouterA 

E. neighbor 192.168.5.2 password routerb executed on RouterB 

Correct Answer: C 

The following command pair should be used to configure successful authentication: 

neighbor 192.168.5.2 password routera executed on RouterA 

neighbor 192.168.5.3 password routera executed on RouterB 
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When setting the keys for authentication, the keys must match. The keys do not need to be the names of either router,
and should be a combination of letters numbers and symbols. In this example, both keys are set to the value routera. 

The following two command pairs are incorrect because the keys do not match: 

neighbor 192.168.5.2 password routera executed on RouterA 

neighbor 192.168.5.3 password routerb executed on RouterB 

and 

neighbor 192.168.5.2 password routerb executed on RouterA 

neighbor 192.168.5.3 password routera executed on RouterB 

If you executed the debug ip bgp command to perform troubleshooting with either of these configurations in place, the
error message you would see would be as follows: 

%TCP-6-BADAUTH: Invalid MD5 digest from 192.168.5.3 (12293) to 192.168.5.2 (179) 

In the error message, the numbers in parentheses are the port numbers used for the attempted communication. 

The single commands would be incorrect because the key has only been configured on one end: 

neighbor 192.168.5.2 password routera executed on RouterA 

and 

neighbor 192.168.5.2 password routerb executed on RouterB 

If you executed the debug ip bgp command to troubleshoot with either of these configurations in place, you would see
the following message: 

%TCP-6-BADAUTH: No MD5 digest from 192.168.5.3 (12293) to 192.168.5.2 (179) 

Objective: 

Layer 3 Technologies 

Sub-Objective: 

Describe, configure, and verify BGP peer relationships and authentication 

References: 

Cisco IOS Master Command List, Release 12.4 > l through q > Cisco IOS IP Routing: BGP Command Reference >
neighbor password 

 

QUESTION 12

Refer to the exhibit. 
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The administrator is troubleshooting a BGP peering between PE1 and PE3 that is unable to establish Which action
resolves the issue? 

A. P2 must have a route to PE3 to establish a BGP session to PE1 

B. Disable sending ICMP unreachables on P2 to allow PE1 to establish a session with PE3 

C. Ensure that the PE3 loopback address is used as a source for BGP peering to PE1 

D. Remove the traffic filtering rules on P2 blocking the BGP communication between PE1 and PE3 

Correct Answer: C 

 

QUESTION 13

Refer to the exhibit. 
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An engineer identifier a Layer 2 loop using DNAC. Which command fixes the problem in the SF-D9300-1 switch? 

A. no spanning-tree uplinkfast 

B. spanning-tree loopguard default 

C. spanning-tree backbonesfast 

D. spanning-tree portfast bpduguard 

Correct Answer: D 

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-
andmanagement/dnacenter/tech_notes/b_dnac_sda_lan_automation_deployment.html 

 

QUESTION 14

An engineer creates a Cisco DNA Center cluster with three nodes, but all the services are running on one host node.
Which action resolves this issue? 
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A. Restore the link on the switch interface that is connected to a cluster link on the Cisco DNA Center 

B. Click the master host node with all the services and select services to be moved to other hosts 

C. Enable service distribution from the Systems 360 page. 

D. Click system updates, and upgrade to the latest version of Cisco DNA Center. 

Correct Answer: C 

To deploy Cisco DNA Center on a three-node cluster with High Availability (HA) enabled, complete the following
procedure: 

Step 1: Configure Cisco DNA Center on the first node in your cluster... 

Step 2: Configure Cisco DNA Center on the second node in your cluster... 

Step 3: Configure Cisco DNA Center on thethird node in your cluster... 

Step 4:Enable high availability on your cluster: 

a.

 In the Cisco DNA Center GUI, click and choose System Settings. The System 360tab is displayed by default. 

b.

 In the Hosts area, clickEnable Service Distribution. After you click Enable Service Distribution, Cisco DNA Center
enters into maintenance mode. In this mode, Cisco DNA Center is unavailable until the redistribution of services is
completed. 

You should take this into account when scheduling an HA deployment. 

Reference:https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automationand-
management/dna-center/1-3-3-0/ha_guide/b_cisco_dna_center_ha_guide_1_3_3_0.html Therefore we can choose
"Enable Service Distribution" to distribute services to other host nodes. 

 

QUESTION 15

Refer to the exhibit. Which configuration denies Telnet traffic to router 2 from 198A:0:200C::1/64? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 
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