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QUESTION 1

A customer asks an engineer to explain the concept of mobility domains and mobility groups. Which statement does the
engineer respond with? 

A. A mobility group does not constrain the distribution of security context of a client and also does not constrain AP fail-
over between controllers when the WLC are in the same mobility domain. 

B. If WLCs are in the same mobility domain, they communicate with each other but, if an anchor WLC is present it must
be in the same mobility domain for communication to be possible. 

C. If WLCs are in the same mobility domain, they communicate with each other. Mobility groups constrain the
distribution of security context of a client and also constrain AP fail-over between controllers. 

D. WLCs do not need to be in the same mobility domain to communicate with each other. Mobility groups constrain the
distribution of security context of a client and also constrain AP fail-over between controllers. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-
guide/b_cg80/b_cg80_chapter_010011.html 

 

QUESTION 2

An engineer must perform an assessment of a customer LAN for a future IEEE 802.11ac Wave 2 wireless deployment
All access switches are Fast Ethernet-Capable only, and the wired infrastructure between existing APs and access
switches is based on the CAT 6A standard. Which two actions provide maximum support of Cisco 3800 Series access
points? (Choose two.) 

A. Replace the existing switches with mGig switches. 

B. Replace the existing switches with gigabit switches with 10G uplinks. 

C. Ensure that cable distances between access switches and APs are not longer than 100 meters. 

D. Replace the existing wiring infrastructure with the CAT-7E wiring standard, 

E. Ensure that cable distances between access switches and APs are not longer than 55 meters. 

Correct Answer: AC 

 

 

QUESTION 3

A high-density wireless network is designed. Which Cisco WLC configuration setting must be incorporated in the design
to encourage clients to use the 5 GHz spectrum? 

A. RRM 

B. Cisco centralized key management 
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C. Band select 

D. Load balancing 

Correct Answer: C 

 

QUESTION 4

A customer is concerned about mesh backhaul link security. Which level of encryption does the backhaul link use? 

A. hash 

B. AES 

C. WEP 

D. 3DES 

Correct Answer: B 

Reference: 

 

QUESTION 5

An AP is receiving 802.11 packets on its 802.11a radio with an RSSI value of -77 dBm. The current AP is part of an AP
group that has been assigned an RF profile with RX-SOP set to Medium for 802.11a. Which action does the AP take
with the packets? 

A. All frames are classified as non-Wi-Fi frames and are not decoded by the 5 GHz radio. 

B. Frames are decoded by the 2.4 GHz radio. 

C. All frames are classified as non-Wi-Fi frames and are not decoded by the 2.4 GHz radio. 

D. Frames are decoded by the 5 GHz radio. 

Correct Answer: D 

 

 

QUESTION 6

An engineer is reducing the subnet size of the corporate WLAN by segmenting the VLAN into smaller subnets. Clients
will be assigned a subnet by location. Which type of groups can the engineer use to map the smaller subnets to the
corporate WLAN? 

A. WLC port groups 
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B. RF groups 

C. AP groups 

D. interface groups 

Correct Answer: C 

Reference: 

 

QUESTION 7

Which statement about creating a mobility group is true, excluding mobility anchors? 

A. Each WLC must use the same mobility name and be defined as a peer in each other\\'s static mobility members list. 

B. If WLCs with HA SSO are deployed, each WLC in the WLC HA pair considered separately as a mobility peer. 

C. The WLCs do not have to be of the same model or type to be a member of a mobility group, however each member
should be running different software versions. 

D. A mobility groups does not require all WLCs in the group to use the same virtual IP address. 

Correct Answer: B 

Reference: 
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QUESTION 8

An engineer Is trying to determine the most cost-effective way to deploy high availability for a campus enterprise
wireless network that currently leverages three wireless LAN controllers. Which architecture should the engineer
deploy? 

A. N+1 solution without SS0 

B. N+1 with SSO 

C. N+N solution without SSO 

D. N+N with SSO 

Correct Answer: B 

Reference: 

https://www.cisco.com/c/en/us/td/docs/wireless/technology/hi_avail/N1_High_Availability_Deploy
ment_Guide/N1_HA_Overview.html? 

 

QUESTION 9

A technician connects a Cisco Aironet 3700 Series access point to a switch and realizes that the AP is coming up with
3x3 MIMO. Which reason explains this behavior? 

A. A redundant power supply is unavailable on the switch. 

B. The switch is 802.3af capable. 

C. The AP is getting power from a power injector. 

D. The switch is PoE+ capable. 

Correct Answer: B 

Reference: 

 

QUESTION 10

A customer has determined that aesthetics is a primary concern for their upcoming guest deployment. Which design
consideration can be leveraged to address this concern? 

A. Paint the access point to cover the LED from being noticeable. 
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B. Use enclosures to hide the wireless infrastructure in the surrounding environment. 

C. Use AIR-AP-BRACKET-1 to allow for greater mounting locations 

D. Deploy environmentally friendly cabling components to blend into the environment. 

Correct Answer: B 

Reference: 

 

QUESTION 11

A customer is running a guest WLAN with a foreign/export-anchor setup. There is one anchor WLC in the US and two in
Europe. Anchor WLC priorities are used to prefer local anchors. During a routine network audit, it is discovered that a
large number of guest client sessions in the US are anchored to the WLCs in Europe. Which reason explains this
behavior? 

A. The foreign WLC failed and recovered. 

B. The US anchor WLC failed and recovered. 

C. The US anchor WLC is anchored to itself with a priority value of zero. 

D. The anchor WLC is in the same mobility group. 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1_Deployment_Guide/WirelessNetwork_GuestAccessService.html 

 

QUESTION 12

A network engineer is working on a design for a wireless network that must support data, voice, and location services.
To support these services, which access point placement must the engineer use? 

A. corner only 

B. perimeter and corner 

C. perimeter only 

D. indoor and outdoor 

Correct Answer: B 

Reference: 
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QUESTION 13

An engineer must ensure that the wireless network can accomplish fast secure roaming by way of caching keys on the
access points. Which key caching mechanism is enabled by default on a Cisco AireOS WLC? 

A. SKC 

B. OKC 

C. 802.11r 

D. CCKM 

Correct Answer: B 

Reference: 

 

QUESTION 14

During a post-deployment site Survey, issues are found with non wi-Fi interference. What should the engineer use to
identify the source of the Interference? 

A. Network analysis module 

B. Wireless intrusion prevention 

C. Wireshark 

D. Cisco spectrum expert 

Correct Answer: D 

 

 

QUESTION 15

An enterprise is using a Cisco AireOS controller and Wi-Fi 6 APs. The controller is installed in the head office, and the
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employees primarily use Apple OS devices. The APs broadcast WLAN ENT-WLAN406558520-1 for the employees and
a guest WLAN with similar naming. What needs to be enabled on the controller to optimize roaming? 

A. Aggregated Probe Response Optimization 

B. Fast SSID Changing 

C. Load Balancing Window 

D. Client Timers 

Correct Answer: B 
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