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QUESTION 1

An engineer is configuring a dedicated SSID for onboarding devices. Which SSID type accomplishes this configuration? 

A. dual 

B. hidden 

C. broadcast 

D. guest 

Correct Answer: A 

https://community.cisco.com/t5/security-documents/ise-byod-dual-vs-single-ssid-onboarding/ta-p/3641422 

https://www.youtube.com/watch?v=HH_Xasqd9k4andab_channel=CiscoISE-IdentityServicesEngine
http://www.labminutes.com/sec0053_ise_1_1_byod_wireless_onboarding_dual_ssid 

 

QUESTION 2

A network administrator is configuring client provisioning resource policies for client machines and must ensure that an
agent pop-up is presented to the client when attempting to connect to the network. Which configuration item needs to be
added to allow for this? 

A. a temporal agent that gets installed onto the system 

B. a remote posture agent proxying the network connection 

C. the client provisioning URL in the authorization policy 

D. an API connection back to the client 

Correct Answer: C 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_configure_client_provisi
oning.html#ID1405 It is mandatory to include the client provisioning URL in authorization policy to enable the agent to
popup in the client machines. This prevents request from any random clients and ensures that only clients with proper
redirect URL can request for posture assessment. 

 

QUESTION 3

What is a function of client provisioning? 

A. Client provisioning ensures that endpoints receive the appropriate posture agents. 

B. Client provisioning checks a dictionary attribute with a value. 

C. Client provisioning ensures an application process is running on the endpoint. 

D. Client provisioning checks the existence, date, and versions of the file on a client. 
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Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/security/ise/1-2/user_guide/ise_client_prov.html#:~:text=After%20Cisco%20ISE
%20classifies%20a,packages%20an d%20profiles%2C%20if%20necessary. 

 

QUESTION 4

In which two ways can users and endpoints be classified for TrustSec? 

(Choose Two.) 

A. VLAN 

B. SXP 

C. dynamic 

D. QoS 

E. SGACL 

Correct Answer: AE 

 

 

QUESTION 5

DRAG DROP 

An organization wants to implement 802.1X and is debating whether to use PEAP-MSCHAPv2 or PEAP-EAP-TLS for
authentication. Drag the characteristics on the left to the corresponding protocol on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 6

An administrator needs to give the same level of access to the network devices when users are logging into them using
TACACS+ However, the administrator must restrict certain commands based on one of three user roles that require
different commands 

How is this accomplished without creating too many objects using Cisco ISE? 
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A. Create one shell profile and multiple command sets. 

B. Create multiple shell profiles and multiple command sets. 

C. Create one shell profile and one command set. 

D. Create multiple shell profiles and one command set 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_ch
apter_0100010.html https://www.youtube.com/watch?v=IlZwB71Szogandab_channel=JasonMaynard 

 

QUESTION 7

An engineer needs to configure a new certificate template in the Cisco ISE Internal Certificate Authority to prevent
BYOD devices from needing to re-enroll when their MAC address changes. Which option must be selected in the
Subject Alternative Name field? 

A. Common Name and GUID 

B. MAC Address and GUID 

C. Distinguished Name 

D. Common Name 

Correct Answer: B 

The engineer needs to select the option of MAC Address and GUID in the Subject Alternative Name field when
configuring a new certificate template in the Cisco ISE Internal Certificate Authority to prevent BYOD devices from
needing to re-enroll when their MAC address changes. 

 

QUESTION 8

Which personas can a Cisco ISE node assume? 

A. policy service, gatekeeping, and monitoring 

B. administration, policy service, and monitoring 

C. administration, policy service, gatekeeping 

D. administration, monitoring, and gatekeeping 

Correct Answer: B 

https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html 

The persona or personas of a node determine the services provided by a node. An ISE node can assume any or all of
the following personas: Administration, Policy Service, and Monitoring. The menu options that are available through the
administrative user interface are dependent on the role and personas that an ISE node assumes. See Cisco ISE Nodes
and Available Menu Options for more information. 
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QUESTION 9

When planning for the deployment of Cisco ISE, an organization\\'s security policy dictates that they must use network
access authentication via RADIUS. It also states that the deployment provides an adequate amount of security and
visibility for the hosts on the network. Why should the engineer configure MAB in this situation? 

A. The Cisco switches only support MAB. 

B. MAB provides the strongest form of authentication available. 

C. The devices in the network do not have a supplicant. 

D. MAB provides user authentication. 

Correct Answer: C 

 

 

QUESTION 10

In a standalone Cisco ISE deployment, which two personas are configured on a node? (Choose two.) 

A. publisher 

B. administration 

C. primary 

D. policy service 

E. subscriber 

Correct Answer: BD 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_ch
apter_010.html 

 

QUESTION 11

Which interface-level command is needed to turn on 802 1X authentication? 

A. Dot1x pae authenticator 

B. dot1x system-auth-control 

C. authentication host-mode single-host 

D. aaa server radius dynamic-author 

Correct Answer: A  
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QUESTION 12

Users in an organization report issues about having to remember multiple usernames and passwords. The network
administrator wants the existing Cisco ISE deployment to utilize an external identity source to alleviate this issue. Which
two requirements must be met to implement this change? (Choose two.) 

A. Enable IPC access over port 80. 

B. Ensure that the NAT address is properly configured 

C. Establish access to one Global Catalog server. 

D. Provide domain administrator access to Active Directory. 

E. Configure a secure LDAP connection. 

Correct Answer: CD 

 

QUESTION 13

An administrator is configuring sponsored guest access using Cisco ISE Access must be restricted to the sponsor portal
to ensure that only necessary employees can issue sponsored accounts and employees must be classified to do so 

What must be done to accomplish this task? 

A. Configure an identity-based access list in Cisco ISE to restrict the users allowed to login 

B. Edit the sponsor portal to only accept members from the selected groups 

C. Modify the sponsor groups assigned to reflect the desired user groups 

D. Create an authorization rule using the Guest Flow condition to authorize the administrators 

Correct Answer: C 

 

QUESTION 14

DRAG DROP 

Drag the Cisco ISE node types from the left onto the appropriate purposes on the right. 

Select and Place: 
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Correct Answer: 

Monitoring = provides advanced monitoring and troubleshooting tools that you can use to effectively manage your
network and resources 

Policy Service = provides network access, posture, guest access, client provisioning, and profiling services. 

This persona evaluates the policies and makes all the decisions. 

Administration = manages all system-related configuration and configurations that relate to functionality such as
authentication, authorization, auditing, and so on pxGrid = shares context-sensitive information from Cisco ISE to
subscribers 

https://www.cisco.com/c/en/us/td/docs/security/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_0
11.html#ID57 

 

QUESTION 15

While configuring Cisco TrustSec on Cisco IOS devices the engineer must set the CTS device ID and password in order
for the devices to authenticate with each other. However after this is complete the devices are not able to property
authenticate 

What issue would cause this to happen even if the device ID and passwords are correct? 
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A. The device aliases are not matching 

B. The 5GT mappings have not been defined 

C. The devices are missing the configuration cts credentials trustsec verify 1 

D. EAP-FAST is not enabled 

Correct Answer: B 
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