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QUESTION 1

What effect does the configuration SSLStrictSNlVHostCheck on have on an Apache HTTPD virtual host? 

A. The clients connecting to the virtual host must provide a client certificate that was issued by the same CA that issued
the server\\'s certificate. 

B. The virtual host is served only to clients that support SNl. 

C. All of the names of the virtual host must be within the same DNS zone. 

D. The virtual host is used as a fallback default for all clients that do not support SNl. 

E. Despite its configuration, the virtual host is served only on the common name and Subject Alternative Names of
theserver certificates. 

Correct Answer: B 

 

QUESTION 2

Which of the following statements describes the purpose of ndpmon? 

A. It monitors the network for neighbor discovery messages from new lPv6 hosts and routers. 

B. It monitors remote hosts by periodically sending echo requests to them. 

C. It monitors the availability of a network link by querying network interfaces. 

D. lt monitors the network for lPv4 nodes that have not yet migrated to lPv6. 

E. lt monitors log files for failed login attempts in order to block traffic from offending network nodes. 

Correct Answer: A 

 

QUESTION 3

What happens when the command getfattr a file is run while the file afile has no extended attributes set? 

A. getfattr prints a warning and exits with a values of 0. 

B. getfattr prints a warning and exits with a value of 1. 

C. No output is produced and getfattr exits with a value of 0. 

D. No outputs is produced and getfattr exits with a value of 1 

Correct Answer: C 

 

QUESTION 4
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Which option of the openvpn command should be used to ensure that ephemeral keys are not written to the swap
space? 

A. --mlock 

B. --no-swap 

C. --root-swap 

D. --keys-no-swap 

Correct Answer: A 

 

QUESTION 5

What effect does the following command have on TCP packets? iptables- A lNPUT -d 10 142 232.1 -p tcp -dport 20:21
-j ACCEPT 

A. Forward all TCP traffic not on port 20 or 21 to the lP address 10.142 232.1 

B. Drop all TCP traffic coming from 10 142 232.1 destined for port 20 or 21. 

C. Accept only TCP traffic from 10.142 232.1 destined for port 20 or 21. 

D. Accept all TCP traffic on port 20 and 21 for the lP address 10.142.232.1 

Correct Answer: D 

 

QUESTION 6

Which of the following types can be specified within the Linux Audit system? (Choose THREE correct answers) 

A. Control rules 

B. File system rules 

C. Network connection rules 

D. Console rules 

E. System call rules 

Correct Answer: ABE 

 

QUESTION 7

Which of the following stanzas is a valid client configuration for FreeRADlUS? 

A. client pnvate-network-1 { ipaddr = 192 0 2.0/24 password = testing123-1 } 

B. client private-network-1 { ip= 192.0.2.0/24 password-testing123-1 } 
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C. client private-network-1 { ip = 192 0 2.0/24 passwd = testing123-1 } 

D. client private-network-1 { ip = 192 0.2.0/24 secret = testing123-1 } 

E. client private-network-1 { ipaddr = 192 0 2.0/24 secret = testing 123-1} 

Correct Answer: E 

 

QUESTION 8

When OpenVPN sends a control packet to its peer, it expects an acknowledgement in 2 seconds by default. Which of
the following options changes the timeout period to 5 seconds? 

A. -tls-timeout 5 

B. -tls- timeout 500 

C. -tls- timer 5 

D. -tls- timer 500 

Correct Answer: A 

 

QUESTION 9

Which of the following commands changes the source lP address to 192.o.2.11 for all lPv4 packets which go through
the network interface etho? 

A. iptables ~t nat -A POSTROUTlNG ~o etho -j SNAT -to-source 192.0.2.11 

B. iptables ~t nat -A PREROUT1NG -\ etho -j SNAT -to-source 192.0.2.11 

C. iptables -t nat -A POSTROUTlNG H etho -j DNAT -to-source 192.0.2.11 

D. iptables -t mangle -A POSTROUTlNG -i etho -j SNAT -to-source 192.0.2.11 

E. iptables -t mangle -A POSTROUTlNG -o etho -j SNAT -to-source 192.0.2.11 

Correct Answer: A 

 

QUESTION 10

What command is used to update NVTs from the OpenVAS NVT feed? (Specify ONLY the command without any path
or parameters). 

Correct Answer: openvas-nvtsync 
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