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QUESTION 1

An attacker uses different types of password cracking techniques to crack the password and gain unauthorized access
to a system. An attacker uses a file containing a list of commonly used passwords. They then upload this file into the
cracking application that runs against the user accounts. Which of the following password cracking techniques is the
attacker trying? 

A. Hybrid 

B. Rainbow table 

C. Dictionary 

D. Bruteforce 

Correct Answer: C 

 

QUESTION 2

Which of the following is a computer network protocol used by the hosts to apply for the tasks the IP address and other
configuration information? 

A. DHCP 

B. ARP 

C. Telnet 

D. None 

E. SNMP 

Correct Answer: A 

 

 

QUESTION 3

Which of the following IEEE standards provides specifications for wireless ATM systems? 

A. 802.1 

B. 802.5 

C. 802.3 

D. 802.11a 

Correct Answer: D 
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QUESTION 4

Which of the following steps of the OPSEC process examines each aspect of the planned operation to identify OPSEC
indicators that could reveal critical information and then compare those indicators with the adversary\\'s intelligence
collection capabilities identified in the previous action? 

A. Analysis of Threats 

B. Application of Appropriate OPSEC Measures 

C. Identification of Critical Information 

D. Analysis of Vulnerabilities 

E. Assessment of Risk 

Correct Answer: D 

OPSEC is a 5-step process that helps in developing protection mechanisms in order to safeguard sensitive information
and preserve essential secrecy. 

The OPSEC process has five steps, which are as follows: 

1.Identification of Critical Information: This step includes identifying information vitally needed by an adversary, which
focuses the remainder of the OPSEC process on protecting vital information, rather than attempting to protect all
classified 

or sensitive unclassified information. 

2.Analysis of Threats: This step includes the research and analysis of intelligence, counter-intelligence, and open
source information to identify likely adversaries to a planned operation. 3.Analysis of Vulnerabilities: It includes
examining each 

aspect of the planned operation to identify OPSEC indicators that could reveal critical information and then comparing
those indicators with the adversary\\'s intelligence collection capabilities identified in the previous action. 

4.Assessment of Risk: Firstly, planners analyze the vulnerabilities identified in the previous action and identify possible
OPSEC measures for each vulnerability. Secondly, specific OPSEC measures are selected for execution based upon a 

risk assessment done by the commander and staff. 

5.Application of Appropriate OPSEC Measures: The command implements the OPSEC measures selected in the
assessment of risk action or, in the case of planned future operations and activities, includes the measures in specific
OPSEC 

plans. 

 

QUESTION 5

You work as the network administrator for uCertify Inc. The company has planned to add the support for IPv6
addressing. The initial phase deployment of IPv6 requires support from some IPv6-only devices. These devices need to
access servers that support only IPv4. Which of the following tools would be suitable to use? 

A. Multipoint tunnels 
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B. NAT-PT 

C. Point-to-point tunnels 

D. Native IPv6 

Correct Answer: B 

NAT-PT (Network address translation-Protocol Translation) is useful when an IPv4-only host needs to communicate
with an IPv4-only host. NAT-PT (Network Address Translation-Protocol Translation) is an implementation of RFC 2766
as specified by the IETF. NAT-PT was designed so that it can be run on low-end, commodity hardware. NAT-PT runs in
user space, capturing and translating packets between the IPv6 and IPv4 networks (and vice-versa). NAT-PT uses the
Address Resolution Protocol (ARP) and Neighbor Discovery (ND) on the IPv4 and IPv6 network systems, respectively. 

NAT-Protocol Translation can be used to translate both the source and destination IP addresses. 

Answer option D is incorrect. Native IPv6 is of use when the IPv6 deployment is pervasive, with heavy traffic loads. 

Answer option C is incorrect. Point-to-point tunnels work well when IPv6 is needed only in a subset of sites. These point-
to-point tunnels act as virtual point-to-point serial link. These are useful when the traffic is of very high volume. Answer 

option A is incorrect. The multipoint tunnels are used for IPv6 deployment even when IPv6 is needed in a subset of sites
and is suitable when the traffic is infrequent and of less predictable volume. 

 

QUESTION 6
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Elden is working as a network administrator at an IT company. His organization opted for a virtualization technique in
which the guest OS is aware of the virtual environment in which it is running and communicates with the host machines
for requesting resources. Identify the virtualization technique implemented by Elden\\'s organization. 

A. Hybrid virtualization 

B. Hardware-assisted virtualization 

C. Full virtualization 

D. Para virtualization 

Correct Answer: B 

 

QUESTION 7

Which of the following is a session layer protocol? 

A. RPC 

B. SLP 

C. RDP 

D. ICMP 

Correct Answer: A 

 

QUESTION 8

Which of the following is a physical security device designed to entrap a person on purpose? 

A. Mantrap 

B. Trap 

C. War Flying 

D. War Chalking 

Correct Answer: A 

 

QUESTION 9

CSMA/CD is specified in which of the following IEEE standards? 

A. 802.3 

B. 802.2 

C. 802.1 
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D. 802.15 

Correct Answer: A 

 

QUESTION 10

Which of the following is the full form of SAINT? 

A. System Automated Integrated Network Tool 

B. Security Admin Integrated Network Tool 

C. System Admin Integrated Network Tool 

D. System Administrators Integrated Network Tool 

Correct Answer: D 

 

QUESTION 11

Which of the following are the common security problems involved in communications and email? Each correct answer
represents a complete solution. Choose all that apply. 

A. False message 

B. Message digest 

C. Message replay 

D. Message repudiation 

E. Message modification 

F. Eavesdropping 

G. Identity theft 

Correct Answer: ACDEFG 

Following are the common security problems involved in communications and email: 

Eavesdropping: It is the act of secretly listening to private information through telephone lines, e-mail, instant
messaging, and any other method of communication considered private. Identity theft: It is the act of obtaining
someone\\'s username 

and password to access his/her email servers for reading email and sending false email messages. These credentials
can be obtained by eavesdropping on SMTP, POP, IMAP, or Webmail connections. 

Message modification: The person who has system administrator permission on any of the SMTP servers can visit
anyone\\'s message and can delete or change the message before it continues on to its destination. The recipient has
no way 

of telling that the email message has been altered. 
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False message: It the act of constructing messages that appear to be sent by someone else. 

Message replay: In a message replay, messages are modified, saved, and re-sent later. 

Message repudiation: In message repudiation, normal email messages can be forged. There is no way for the receiver
to prove that someone had sent him/her a particular message. This means that even if someone has sent a message,
he/ 

she can successfully deny it. 

Answer option B is incorrect. A message digest is a number that is created algorithmically from a file and represents that
file uniquely. 

 

QUESTION 12

John, a network administrator, is configuring Amazon EC2 cloud service for his organization. Identify the type of cloud
service modules his organization adopted. 

A. Software-as-a-Service (SaaS) 

B. Infrastructure-as-a-Service (IaaS) 

C. Platform-as-a-Service (PaaS) 

D. Storage-as-a-Service (SaaS) 

Correct Answer: B 

 

QUESTION 13

Daniel who works as a network administrator has just deployed an IDS in his organization\\'s network. He wants to
calculate the False Positive rate for his implementation. Which of the following formulas will he use, to calculate the
False Positive rate? 

A. False Negative/True Negative+True Positive 

B. False Positive/False Positive+True Negative 

C. True Negative/False Negative+True Positive 

D. False Negative/False Negative+True Positive 

Correct Answer: B 

 

QUESTION 14

Fill in the blank with the appropriate term. A is a set of tools that take Administrative control of a computer system
without authorization by the computer owners and/or legitimate managers. 

Correct Answer: rootkit 
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A rootkit is a set of tools that take Administrative control of a computer system without authorization by the computer
owners and/or legitimate managers. A rootkit requires root access to be installed in the Linux operating system, but
once 

installed, the attacker can get root access at any time. Rootkits have the following features: 

They allow an attacker to run packet sniffers secretly to capture passwords. 

They allow an attacker to set a Trojan into the operating system and thus open a backdoor for anytime access. 

They allow an attacker to replace utility programs that can be used to detect the attacker\\'s activity. 

They provide utilities for installing Trojans with the same attributes as legitimate programs. 

 

QUESTION 15

Fill in the blank with the appropriate term. 

A is a translation device or service that is often controlled by a separate Media Gateway Controller, which provides the
call control and signaling functionality. 

Correct Answer: Media gateway 

 A Media gateway is a translation device or service that converts digital media streams between disparate
telecommunications networks such as PSTN, SS7, Next Generation Networks (2G, 2.5G and 3G radio access
networks) or PBX. Media gateways enable multimedia communications across Next Generation Networks over multiple
transport protocols such as Asynchronous Transfer Mode (ATM) and Internet Protocol (IP). Because the media gateway
connects different types of networks, one of its main functions is to convert between different transmission and coding
techniques. Media streaming functions such as echo cancellation, DTMF, and tone sender are also located in the media
gateway. Media gateways are often controlled by a separate Media Gateway Controller, which provides the call control
and signaling functionality. 
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