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QUESTION 1

BMP (Bitmap) is a standard file format for computers running the Windows operating system. BMP images can range
from black and white (1 bit per pixel) up to 24 bit color (16.7 million colors). Each bitmap file contains header, the
RGBQUAD array, information header, and image data. Which of the following element specifies the dimensions,
compression type, and color format for the bitmap? 

A. Header 

B. The RGBQUAD array 

C. Information header 

D. Image data 

Correct Answer: B 

 

QUESTION 2

Which of the following approaches checks and compares all the fields systematically and intentionally for positive and
negative correlation with each other to determine the correlation across one or multiple fields? 

A. Graph-based approach 

B. Neural network-based approach 

C. Rule-based approach 

D. Automated field correlation approach 

Correct Answer: D 

 

QUESTION 3

Which of the following statements is incorrect related to acquiring electronic evidence at crime scene? 

A. Sample banners are used to record the system activities when used by the unauthorized user 

B. In warning banners, organizations give clear and unequivocal notice to intruders that by signing onto the system they
are expressly consenting to such monitoring 

C. The equipment is seized which is connected to the case, knowing the role of the computer which will indicate what
should be taken 

D. At the time of seizing process, you need to shut down the computer immediately 

Correct Answer: D 

 

QUESTION 4
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Digital evidence validation involves using a hashing algorithm utility to create a binary or hexadecimal number that
represents the uniqueness of a data set, such as a disk drive or file. Which of the following hash algorithms produces a
message digest that is 128 bits long? 

A. CRC-32 

B. MD5 

C. SHA-1 

D. SHA-512 

Correct Answer: B 

 

QUESTION 5

Which Is a Linux journaling file system? 

A. Ext3 

B. HFS 

C. FAT 

D. BFS 

Correct Answer: A 

 

QUESTION 6

Which of the following statement is not correct when dealing with a powered-on computer at the crime scene? 

A. If a computer is switched on and the screen is viewable, record the programs running on screen and photograph the
screen 

B. If a computer is on and the monitor shows some picture or screen saver, move the mouse slowly without depressing
any mouse button and take a photograph of the screen and record the information displayed 

C. If a monitor is powered on and the display is blank, move the mouse slowly without depressing any mouse button
and take a photograph 

D. If the computer is switched off. power on the computer to take screenshot of the desktop 

Correct Answer: D 

 

QUESTION 7

Which one of the following is not a consideration in a forensic readiness planning checklist? 

A. Define the business states that need digital evidence 
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B. Identify the potential evidence available 

C. Decide the procedure for securely collecting the evidence that meets the requirement fn a forensically sound manner 

D. Take permission from all employees of the organization 

Correct Answer: D 

 

QUESTION 8

When collecting evidence from the RAM, where do you look for data? 

A. Swap file 

B. SAM file 

C. Data file 

D. Log file 

Correct Answer: A 

 

QUESTION 9

The need for computer forensics is highlighted by an exponential increase in the number of cybercrimes and litigations
where large organizations were involved. Computer forensics plays an important role in tracking the cyber criminals.
The main role of computer forensics is to: 

A. Maximize the investigative potential by maximizing the costs 

B. Harden organization perimeter security 

C. Document monitoring processes of employees of the organization 

D. Extract, process, and interpret the factual evidence so that it proves the attacker\\'s actions in the court 

Correct Answer: D 

 

QUESTION 10

Task list command displays a list of applications and services with their Process ID (PID) for all tasks running on either a
local or a remote computer. 

Which of the following task list commands provides information about the listed processes, including the image name,
PID, name, and number of the session for the process? 

A. tasklist/s 

B. tasklist/u 

C. tasklist/p 
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D. tasklist/V 

Correct Answer: D 

 

QUESTION 11

When collecting electronic evidence at the crime scene, the collection should proceed from the most volatile to the least
volatile 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 12

Data files from original evidence should be used for forensics analysis 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 13

Which of the following is not a part of data acquisition forensics Investigation? 

A. Permit only authorized personnel to access 

B. Protect the evidence from extremes in temperature 

C. Work on the original storage medium not on the duplicated copy 

D. Disable all remote access to the system 

Correct Answer: C 

 

QUESTION 14

What is a chain of custody? 

A. A legal document that demonstrates the progression of evidence as it travels from the original evidence location to
the forensic laboratory 

B. It is a search warrant that is required for seizing evidence at a crime scene 

C. It Is a document that lists chain of windows process events 
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D. Chain of custody refers to obtaining preemptive court order to restrict further damage of evidence in electronic
seizures 

Correct Answer: A 

 

QUESTION 15

Which of the following network attacks refers to sending huge volumes of email to an address in an attempt to overflow
the mailbox, or overwhelm the server where the email address is hosted, to cause a denial-of-service attack? 

A. Email spamming 

B. Mail bombing 

C. Phishing 

D. Email spoofing 

Correct Answer: B 
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