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QUESTION 1

Which type of Nmap scan is the most reliable, but also the most visible, and likely to be picked up by and IDS? 

A. SYN scan 

B. ACK scan 

C. RST scan 

D. Connect scan 

E. FIN scan 

Correct Answer: D 

 

QUESTION 2

Which of the following is the successor of SSL? 

A. TLS 

B. RSA 

C. GRE 

D. IPSec 

Correct Answer: A 

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), both of which are frequently referred
to as \\'SSL\\', are cryptographic protocols that provide communications security over a computer network. References:
https://en.wikipedia.org/wiki/Transport_Layer_Security 

 

QUESTION 3

What would you enter, if you wanted to perform a stealth scan using Nmap? 

A. nmap -sU 

B. nmap -sS 

C. nmap -sM 

D. nmap -sT 

Correct Answer: B 

 

QUESTION 4
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While testing the company\\'s web applications, a tester attempts to insert the following test script into the search area
on the company\\'s web site: 

alert(" Testing Testing Testing ") 

Afterwards, when the tester presses the search button, a pop-up box appears on the screen with the text: "Testing
Testing Testing". Which vulnerability has been detected in the web application? 

A. Buffer overflow 

B. Cross-site request forgery 

C. Distributed denial of service 

D. Cross-site scripting 

Correct Answer: D 

 

QUESTION 5

An attacker is using nmap to do a ping sweep and a port scanning in a subnet of 254 addresses. 

In which order should he perform these steps? 

A. The sequence does not matter. Both steps have to be performed against all hosts. 

B. First the port scan to identify interesting services and then the ping sweep to find hosts responding to icmp echo
requests. 

C. First the ping sweep to identify live hosts and then the port scan on the live hosts. This way he saves time. 

D. The port scan alone is adequate. This way he saves time. 

Correct Answer: C 

 

QUESTION 6

Bob is going to perform an active session hijack against Brownies Inc. He has found a target that allows session
oriented connections (Telnet) and performs the sequence prediction on the target operating system. He manages to find
an active session due to the high level of traffic on the network. What is Bob supposed to do next? 

A. Take over the session 

B. Reverse sequence prediction 

C. Guess the sequence numbers 

D. Take one of the parties offline 

Correct Answer: C 
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QUESTION 7

What results will the following command yield: \\'NMAP -sS -O -p 123-153 192.168.100.3\\'? 

A. A stealth scan, opening port 123 and 153 

B. A stealth scan, checking open ports 123 to 153 

C. A stealth scan, checking all open ports excluding ports 123 to 153 

D. A stealth scan, determine operating system, and scanning ports 123 to 153 

Correct Answer: D 

 

QUESTION 8

Study the snort rule given below and interpret the rule. alert tcp any any --> 192.168.1.0/24 (content:"|00 01 86 a5|";
msG. "mountd access";) 

A. An alert is generated when a TCP packet is generated from any IP on the 192.168.1.0 subnet and destined to any IP
on port 111 

B. An alert is generated when any packet other than a TCP packet is seen on the network and destined for the
192.168.1.0 subnet 

C. An alert is generated when a TCP packet is originated from port 111 of any IP address to the 

192.168.1.0 subnet 

D. An alert is generated when a TCP packet originating from any IP address is seen on the network and destined for
any IP address on the 192.168.1.0 subnet on port 111 

Correct Answer: D 

 

QUESTION 9

Which is the first step followed by Vulnerability Scanners for scanning a network? 

A. TCP/UDP Port scanning 

B. Firewall detection 

C. OS Detection 

D. Checking if the remote host is alive 

Correct Answer: D 

 

QUESTION 10

Which solution can be used to emulate computer services, such as mail and ftp, and to capture information related to
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logins or actions? 

A. Firewall 

B. Honeypot 

C. Core server 

D. Layer 4 switch 

Correct Answer: B 

 

QUESTION 11

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal
network. You intend to retrieve all DNS records for the internal domain, if the DNS server is at 

192.168.10.2 and the domain name is abccorp.local, what command would you type at the nslookup prompt to attempt
a zone transfer? 

A. list server=192.168.10.2 type=all 

B. is-d abccorp.local 

C. Iserver 192.168.10.2-t all 

D. List domain=Abccorp.local type=zone 

Correct Answer: B 

 

QUESTION 12

What is the main advantage that a network-based IDS/IPS system has over a host-based solution? 

A. They do not use host system resources. 

B. They are placed at the boundary, allowing them to inspect all traffic. 

C. They are easier to install and configure. 

D. They will not interfere with user interfaces. 

Correct Answer: A 

 

QUESTION 13

A company\\'s policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect
some employees are still performing file transfers using unencrypted protocols because the employees do not like
changes. You have positioned a network sniffer to capture traffic from the laptops used by employees in the data ingest
department. Using Wire shark to examine the captured traffic, which command can be used as a display filter to find
unencrypted file transfers? 
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A. tcp.port != 21 

B. tcp.port = 23 

C. tcp.port ==21 

D. tcp.port ==21 || tcp.port ==22 

Correct Answer: C 

 

QUESTION 14

How does a denial-of-service attack work? 

A. A hacker prevents a legitimate user (or group of users) from accessing a service 

B. A hacker uses every character, word, or letter he or she can think of to defeat authentication 

C. A hacker tries to decipher a password by using a system, which subsequently crashes the network 

D. A hacker attempts to imitate a legitimate user by confusing a computer or even another person 

Correct Answer: A 

 

QUESTION 15

An IT security engineer notices that the company\\'s web server is currently being hacked. What should the engineer do
next? 

A. Unplug the network connection on the company\\'s web server. 

B. Determine the origin of the attack and launch a counterattack. 

C. Record as much information as possible from the attack. 

D. Perform a system restart on the company\\'s web server. 

Correct Answer: C 
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