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QUESTION 1

SSL has been seen as the solution to a lot of common security problems. Administrator will often time make use of SSL
to encrypt communications from points A to point B. Why do you think this could be a bad idea if there is an Intrusion
Detection System deployed to monitor the traffic between point A and B? 

A. SSL is redundant if you already have IDS\\'s in place 

B. SSL will trigger rules at regular interval and force the administrator to turn them off 

C. SSL will slow down the IDS while it is breaking the encryption to see the packet content 

D. SSL will blind the content of the packet and Intrusion Detection Systems will not be able to detect them 

Correct Answer: D 

 

QUESTION 2

Which Windows system tool checks integrity of critical files that has been digitally signed by Microsoft? 

A. signverif.exe 

B. sigverif.exe 

C. msverif.exe 

D. verifier.exe 

Correct Answer: B 

 

QUESTION 3

SNMP is a connectionless protocol that uses UDP instead of TCP packets (True or False) 

A. true 

B. false 

Correct Answer: A 

 

QUESTION 4

A security consultant is trying to bid on a large contract that involves penetration testing and reporting. The company
accepting bids wants proof of work so the consultant prints out several audits that have been performed. Which of the
following is likely to occur as a result? 

A. The consultant will ask for money on the bid because of great work. 

B. The consultant may expose vulnerabilities of other companies. 
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C. The company accepting bids will want the same type of format of testing. 

D. The company accepting bids will hire the consultant because of the great work performed. 

Correct Answer: B 

 

QUESTION 5

You are trying to package a RAT Trojan so that Anti-Virus software will not detect it. Which of the listed technique will
NOT be effective in evading Anti-Virus scanner? 

A. Convert the Trojan.exe file extension to Trojan.txt disguising as text file 

B. Break the Trojan into multiple smaller files and zip the individual pieces 

C. Change the content of the Trojan using hex editor and modify the checksum 

D. Encrypt the Trojan using multiple hashing algorithms like MD5 and SHA-1 

Correct Answer: A 

 

QUESTION 6

Which United States legislation mandates that the Chief Executive Officer (CEO) and the Chief Financial Officer (CFO)
must sign statements verifying the completeness and accuracy of financial reports? 

A. Sarbanes-Oxley Act (SOX) 

B. Gramm-Leach-Bliley Act (GLBA) 

C. Fair and Accurate Credit Transactions Act (FACTA) 

D. Federal Information Security Management Act (FISMA) 

Correct Answer: A 

 

QUESTION 7

You run nmap port Scan on 10.0.0.5 and attempt to gain banner/server information from services running on ports 21,
110 and 123. 

Here is the output of your scan results: 
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Which of the following nmap command did you run? 

A. nmap -A -sV -p21,110,123 10.0.0.5 

B. nmap -F -sV -p21,110,123 10.0.0.5 

C. nmap -O -sV -p21,110,123 10.0.0.5 

D. nmap -T -sV -p21,110,123 10.0.0.5 

Correct Answer: C 

 

QUESTION 8

You have chosen a 22 character word from the dictionary as your password. How long will it take to crack the password
by an attacker? 

A. 16 million years 

B. 5 minutes 

C. 23 days 

D. 200 years 

Correct Answer: B 

 

QUESTION 9

The network administrator for a company is setting up a website with e-commerce capabilities. Packet sniffing is a
concern because credit card information will be sent electronically over the Internet. Customers visiting the site will need
to encrypt the data with HTTPS. Which type of certificate is used to encrypt and decrypt the data? 

A. Asymmetric 

B. Confidential 

C. Symmetric 
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D. Non-confidential 

Correct Answer: A 

 

QUESTION 10

For messages sent through an insecure channel, a properly implemented digital signature gives the receiver reason to
believe the message was sent by the claimed sender. While using a digital signature, the message digest is encrypted
with which key? 

A. Sender\\'s public key 

B. Receiver\\'s private key 

C. Receiver\\'s public key 

D. Sender\\'s private key 

Correct Answer: D 

 

QUESTION 11

What are the three types of compliance that the Open Source Security Testing Methodology Manual (OSSTMM)
recognizes? 

A. Legal, performance, audit 

B. Audit, standards based, regulatory 

C. Contractual, regulatory, industry 

D. Legislative, contractual, standards based 

Correct Answer: D 

 

QUESTION 12

Wayne is the senior security analyst for his company. Wayne is examining some traffic logs on a server and came
across some inconsistencies. Wayne finds some IP packets from a computer purporting to be on the internal network.
The packets originate from 192.168.12.35 with a TTL of 15. The server replied to this computer and received a
response from 192.168.12.35 with a TTL of 21. What can Wayne infer from this traffic log? 

A. The initial traffic from 192.168.12.35 was being spoofed. 

B. The traffic from 192.168.12.25 is from a Linux computer. 

C. The TTL of 21 means that the client computer is on wireless. 

D. The client computer at 192.168.12.35 is a zombie computer. 

Correct Answer: A 
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QUESTION 13

Which of the following problems can be solved by using Wireshark? 

A. Tracking version changes of source code 

B. Checking creation dates on all webpages on a server 

C. Resetting the administrator password on multiple systems 

D. Troubleshooting communication resets between two systems 

Correct Answer: D 

 

QUESTION 14

Which of the following conditions must be given to allow a tester to exploit a Cross-Site Request Forgery (CSRF)
vulnerable web application? 

A. The victim user must open the malicious link with an Internet Explorer prior to version 8. 

B. The session cookies generated by the application do not have the HttpOnly flag set. 

C. The victim user must open the malicious link with a Firefox prior to version 3. 

D. The web application should not use random tokens. 

Correct Answer: D 

 

QUESTION 15

When an alert rule is matched in a network-based IDS like snort, the IDS does which of the following? 

A. Drops the packet and moves on to the next one 

B. Continues to evaluate the packet until all rules are checked 

C. Stops checking rules, sends an alert, and lets the packet continue 

D. Blocks the connection with the source IP address in the packet 

Correct Answer: B 
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