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QUESTION 1

While examining audit logs, you discover that people are able to telnet into the SMTP server on port 25. You would like
to block this, though you do not see any evidence of an attack or other wrong doing. However, you are concerned about
affecting the normal functionality of the email server. From the following options choose how best you can achieve this
objective? 

A. Block port 25 at the firewall. 

B. Shut off the SMTP service on the server. 

C. Force all connections to use a username and password. 

D. Switch from Windows Exchange to UNIX Sendmail. 

E. None of the above. 

Correct Answer: E Section: (none)

 

QUESTION 2

What network security concept requires multiple layers of security controls to be placed throughout an IT infrastructure,
which improves the security posture of an organization to defend against malicious attacks or potential vulnerabilities? 

A. Security through obscurity 

B. Host-Based Intrusion Detection System 

C. Defense in depth 

D. Network-Based Intrusion Detection System 

Correct Answer: C Section: (none)

 

QUESTION 3

Backing up data is a security must. However, it also have certain level of risks when mishandled. Which of the following
is the greatest threat posed by backups? 

A. A backup is the source of Malware or illicit information 

B. A backup is incomplete because no verification was performed 

C. A backup is unavailable during disaster recovery 

D. An unencrypted backup can be misplaced or stolen 

Correct Answer: D Section: (none)
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QUESTION 4

Under the "Post-attack Phase and Activities", it is the responsibility of the tester to restore the systems to a pre-test
state. 

Which of the following activities should not be included in this phase? (see exhibit) 

Exhibit: 

A. III 

B. IV 

C. III and IV 

D. All should be included. 

Correct Answer: A Section: (none)

The post-attack phase revolves around returning any modified system(s) to the pretest state. Examples of such
activities: Removal of any files, tools, exploits, or other test-created objects uploaded to the system during testing 

Removal or reversal of any changes to the registry made during system testing 

References: Computer and Information Security Handbook, John R. Vacca (2012), page 531 

 

QUESTION 5

A company recently hired your team of Ethical Hackers to test the security of their network systems. The 

company wants to have the attack be as realistic as possible. They did not provide any information besides 

the name of their company. 

What phase of security testing would your team jump in right away? 

A. Scanning 

B. Reconnaissance 

C. Escalation 
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D. Enumeration 

Correct Answer: B Section: (none)

 

QUESTION 6

Which of the following describes the characteristics of a Boot Sector Virus? 

A. Moves the MBR to another location on the RAM and copies itself to the original location of the MBR 

B. Moves the MBR to another location on the hard disk and copies itself to the original location of the MBR 

C. Modifies directory table entries so that directory entries point to the virus code instead of the actual program 

D. Overwrites the original MBR and only executes the new virus code 

Correct Answer: B Section: (none)

A boot sector virus is a computer virus that infects a storage device\\'s master boot record (MBR). The virus moves the
boot sector to another location on the hard drive. 

References: https://www.techopedia.com/definition/26655/boot-sector-virus 

 

QUESTION 7

What are the three types of authentication? 

A. Something you: know, remember, prove 

B. Something you: have, know, are 

C. Something you: show, prove, are 

D. Something you: show, have, prove 

Correct Answer: B Section: (none)

 

QUESTION 8

A regional bank hires your company to perform a security assessment on their network after a recent data breach. The
attacker was able to steal financial data from the bank by compromising only a single server. 

Based on this information, what should be one of your key recommendations to the bank? 

A. Place a front-end web server in a demilitarized zone that only handles external web traffic 

B. Require all employees to change their passwords immediately 

C. Move the financial data to another server on the same IP subnet 

D. Issue new certificates to the web servers from the root certificate authority 
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Correct Answer: A Section: (none)

A DMZ or demilitarized zone (sometimes referred to as a perimeter network) is a physical or logical subnetwork that
contains and exposes an organization\\'s external-facing services to a larger and untrusted network, usually the Internet.
The purpose of a DMZ is to add an additional layer of security to an organization\\'s local area network (LAN); an
external network node only has direct access to equipment in the DMZ, rather than any other part of the network. 

References: https://en.wikipedia.org/wiki/DMZ_(computing) 

 

QUESTION 9

Which of the following cryptography attack methods is usually performed without the use of a computer? 

A. Ciphertext-only attack 

B. Chosen key attack 

C. Rubber hose attack 

D. Rainbow table attack 

Correct Answer: C Section: (none)

 

QUESTION 10

What is the role of test automation in security testing? 

A. It can accelerate benchmark tests and repeat them with a consistent test setup. But it cannot replace manual testing
completely. 

B. It is an option but it tends to be very expensive. 

C. It should be used exclusively. Manual testing is outdated because of low speed and possible test setup
inconsistencies. 

D. Test automation is not usable in security due to the complexity of the tests. 

Correct Answer: A Section: (none)

 

QUESTION 11

An attacker attaches a rogue router in a network. He wants to redirect traffic to a LAN attached to his router as part of a
man-in-the-middle attack. What measure on behalf of the legitimate admin can mitigate this attack? 

A. Only using OSPFv3 will mitigate this risk. 

B. Make sure that legitimate network routers are configured to run routing protocols with authentication. 

C. Redirection of the traffic cannot happen unless the admin allows it explicitly. 

D. Disable all routing protocols and only use static routes. 
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Correct Answer: B Section: (none)

 

QUESTION 12

A hacker is attempting to use nslookup to query Domain Name Service (DNS). The hacker uses the nslookup interactive
mode for the search. Which command should the hacker type into the command shell to request the appropriate
records? 

A. Locate type=ns 

B. Request type=ns 

C. Set type=ns 

D. Transfer type=ns 

Correct Answer: C Section: (none)

 

QUESTION 13

A security consultant is trying to bid on a large contract that involves penetration testing and reporting. The company
accepting bids wants proof of work so the consultant prints out several audits that have been performed. Which of the
following is likely to occur as a result? 

A. The consultant will ask for money on the bid because of great work. 

B. The consultant may expose vulnerabilities of other companies. 

C. The company accepting bids will want the same type of format of testing. 

D. The company accepting bids will hire the consultant because of the great work performed. 

Correct Answer: B Section: (none)

 

QUESTION 14

Which specific element of security testing is being assured by using hash? 

A. Authentication 

B. Integrity 

C. Confidentiality 

D. Availability 

Correct Answer: B Section: (none)

 

QUESTION 15
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What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your
network is comprised of Windows NT, 2000, and XP? 

A. 110 

B. 135 

C. 139 

D. 161 

E. 445 

F. 1024 

Correct Answer: BCE Section: (none)
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