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QUESTION 1

Employees receive an email from an executive within the organization that summarizes a recent security breach and
requests that employees verify their credentials through a provided link. Several employees report the email as
suspicious, and a security analyst is investigating the reports. Which two steps should the analyst take to begin this
investigation? (Choose two.) 

A. Evaluate the intrusion detection system alerts to determine the threat source and attack surface. 

B. Communicate with employees to determine who opened the link and isolate the affected assets. 

C. Examine the firewall and HIPS configuration to identify the exploited vulnerabilities and apply recommended
mitigation. 

D. Review the mail server and proxy logs to identify the impact of a potential breach. 

E. Check the email header to identify the sender and analyze the link in an isolated environment. 

Correct Answer: CE 

 

 

QUESTION 2

Refer to the exhibit. An engineer received a report that an attacker has compromised a workstation and gained access
to sensitive customer data from the network using insecure protocols. Which action prevents this type of attack in the
future? 

A. Use VLANs to segregate zones and the firewall to allow only required services and secured protocols 

B. Deploy a SOAR solution and correlate log alerts from customer zones 

C. Deploy IDS within sensitive areas and continuously update signatures 

D. Use syslog to gather data from multiple sources and detect intrusion logs for timely responses 

Correct Answer: A 
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QUESTION 3

An engineer has created a bash script to automate a complicated process. During script execution, this error occurs:
permission denied. Which command must be added to execute this script? 

A. chmod +x ex.sh 

B. source ex.sh 

C. chroot ex.sh 

D. sh ex.sh 

Correct Answer: A 

Reference: https://www.redhat.com/sysadmin/exit-codes-demystified 

 

QUESTION 4

An engineer implemented a SOAR workflow to detect and respond to incorrect login attempts and anomalous user
behavior. Since the implementation, the security team has received dozens of false positive alerts and negative
feedback from system administrators and privileged users. Several legitimate users were tagged as a threat and their
accounts blocked, or credentials reset because of unexpected login times and incorrectly typed credentials. 

How should the workflow be improved to resolve these issues? 

A. Meet with privileged users to increase awareness and modify the rules for threat tags and anomalous behavior alerts 

B. Change the SOAR configuration flow to remove the automatic remediation that is increasing the false positives and
triggering threats 

C. Add a confirmation step through which SOAR informs the affected user and asks them to confirm whether they made
the attempts 

D. Increase incorrect login tries and tune anomalous user behavior not to affect privileged accounts 

Correct Answer: B 

 

 

QUESTION 5

How is a SIEM tool used? 

A. To collect security data from authentication failures and cyber attacks and forward it for analysis 

B. To search and compare security data against acceptance standards and generate reports for analysis 

C. To compare security alerts against configured scenarios and trigger system responses 

D. To collect and analyze security data from network devices and servers and produce alerts 
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Correct Answer: D 

Reference: https://www.varonis.com/blog/what-is-siem/ 

 

QUESTION 6

DRAG DROP 

Drag and drop the mitigation steps from the left onto the vulnerabilities they mitigate on the right. 

Select and Place: 

Correct Answer: 
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QUESTION 7

Refer to the exhibit. An engineer is analyzing this Vlan0386-int12-117.pcap file in Wireshark after detecting a suspicious
network activity. The origin header for the direct IP connections in the packets was initiated by a google chrome
extension on a WebSocket protocol. The engineer checked message payloads to determine what information was being
sent off-site but the payloads are obfuscated and unreadable. 
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What does this STIX indicate? 

A. The extension is not performing as intended because of restrictions since ports 80 and 443 should be accessible 

B. The traffic is legitimate as the google chrome extension is reaching out to check for updates and fetches this
information 

C. There is a possible data leak because payloads should be encoded as UTF-8 text 

D. There is a malware that is communicating via encrypted channels to the command and control server 

Correct Answer: C 

 

 

QUESTION 8

A SIEM tool fires an alert about a VPN connection attempt from an unusual location. The incident response team
validates that an attacker has installed a remote access tool on a user\\'s laptop while traveling. The attacker has the
user\\'s credentials and is attempting to connect to the network. 

What is the next step in handling the incident? 

A. Block the source IP from the firewall 

B. Perform an antivirus scan on the laptop 

C. Identify systems or services at risk 

D. Identify lateral movement 

Correct Answer: C 

 

QUESTION 9

A company launched an e-commerce website with multiple points of sale through internal and external e-stores.
Customers access the stores from the public website, and employees access the stores from the intranet with an SSO.
Which action is needed to comply with PCI standards for hardening the systems? 

A. Mask PAN numbers 

B. Encrypt personal data 

C. Encrypt access 

D. Mask sales details 

Correct Answer: B 
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QUESTION 10

A company\\'s web server availability was breached by a DDoS attack and was offline for 3 hours because it was not
deemed a critical asset in the incident response playbook. Leadership has requested a risk assessment of the asset. An
analyst conducted the risk assessment using the threat sources, events, and vulnerabilities. 

Which additional element is needed to calculate the risk? 

A. assessment scope 

B. event severity and likelihood 

C. incident response playbook 

D. risk model framework 

Correct Answer: D 

 

 

QUESTION 11

How does Wireshark decrypt TLS network traffic? 

A. with a key log file using per-session secrets 

B. using an RSA public key 

C. by observing DH key exchange 

D. by defining a user-specified decode-as 

Correct Answer: A 

Reference: https://wiki.wireshark.org/TLS 

 

QUESTION 12

An organization had several cyberattacks over the last 6 months and has tasked an engineer with looking for patterns or
trends that will help the organization anticipate future attacks and mitigate them. Which data analytic technique should
the engineer use to accomplish this task? 

A. diagnostic 

B. qualitative 

C. predictive 

D. statistical 

Correct Answer: C 

Reference: https://insights.principa.co.za/4-types-of-data-analytics-descriptive-diagnostic-predictive-prescriptive 
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QUESTION 13

Refer to the exhibit. Which data format is being used? 

A. JSON 

B. HTML 

C. XML 

D. CSV 

Correct Answer: B 

 

QUESTION 14

A SOC analyst detected a ransomware outbreak in the organization coming from a malicious email attachment. Affected
parties are notified, and the incident response team is assigned to the case. According to the NIST incident response
handbook, what is the next step in handling the incident? 

A. Create a follow-up report based on the incident documentation. 

B. Perform a vulnerability assessment to find existing vulnerabilities. 

C. Eradicate malicious software from the infected machines. 

D. Collect evidence and maintain a chain-of-custody during further analysis. 

Correct Answer: D 

 

 

QUESTION 15
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Refer to the exhibit. An engineer notices a significant anomaly in the traffic in one of the host groups in Cisco Secure
Network Analytics (Stealthwatch) and must analyze the top data transmissions. Which tool accomplishes this task? 

A. Top Peers 

B. Top Hosts 

C. Top Conversations 

D. Top Ports 

Correct Answer: B 

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3014.pdf 
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