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QUESTION 1

Frank is working on a vulnerability assessment for a company on the West coast. The company hired Frank to assess
its network security through scanning, pen tests, and vulnerability assessments. After discovering numerous known
vulnerabilities detected by a temporary IDS he set up, he notices a number of items that show up as unknown but
questionable in the logs. He looks up the behavior on the Internet, but cannot find anything related. What organization
should Frank submit the log to find out if it is a new vulnerability or not? 

A. RIPE 

B. CVE 

C. IANA 

D. APIPA 

Correct Answer: B 

 

QUESTION 2

In a computer forensics investigation, what describes the route that evidence takes from the time you find it until the
case is closed or goes to court? 

A. rules of evidence 

B. law of probability 

C. chain of custody 

D. policy of separation 

Correct Answer: C 

 

QUESTION 3

Harold wants to set up a firewall on his network but is not sure which one would be the most appropriate. He knows he
needs to allow FTP traffic to one of the servers on his network, but he wants to only allow FTP-PUT. Which firewall
would be most appropriate for Harold? needs? 

A. Application-level proxy firewall 

B. Data link layer firewall 

C. Packet filtering firewall 

D. Circuit-level proxy firewall 

Correct Answer: A 
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QUESTION 4

When examining the log files from a Windows IIS Web Server, how often is a new log file created? 

A. the same log is used at all times 

B. a new log file is created everyday 

C. a new log file is created each week 

D. a new log is created each time the Web Server is started 

Correct Answer: A 

 

QUESTION 5

When obtaining a warrant it is important to: 

A. particularlydescribe the place to be searched and particularly describe the items to be seized 

B. generallydescribe the place to be searched and particularly describe the items to be seized 

C. generallydescribe the place to be searched and generally describe the items to be seized 

D. particularlydescribe the place to be searched and generally describe the items to be seized 

Correct Answer: A 

 

QUESTION 6

Which legal document allows law enforcement to search an office, place of business, or other locale for evidence
relating to an alleged crime? 

A. bench warrant 

B. wire tap 

C. subpoena 

D. search warrant 

Correct Answer: D 

 

QUESTION 7

When investigating a network that uses DHCP to assign IP addresses, where would you look to determine which
system (MAC address) had a specific IP address at a specific time? 

A. on the individual computer s ARP cache 

B. in the Web Server log files 
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C. in the DHCP Server log files 

D. there is no way to determine the specific IP address 

Correct Answer: C 

 

QUESTION 8

If an attacker\\'s computer sends an IPID of 31400 to a zombie computer on an open port in IDLE scanning, what will be
the response? 

A. 31401 

B. The zombie will not send a response 

C. 31402 

D. 31399 

Correct Answer: A 

 

QUESTION 9

Jason has set up a honeypot environment by creating a DMZ that has no physical or logical access to his production
network. In this honeypot, he has placed a server running Windows Active Directory. He has also placed a Web server
in the DMZ that services a number of web pages that offer visitors a chance to download sensitive information by
clicking on a button. A week later, Jason finds in his network logs how an intruder accessed the honeypot and
downloaded 

sensitive information. Jason uses the logs to try and prosecute the intruder for stealing sensitive corporate information.
Why will this not be viable? 

A. Intruding into a honeypot is not illegal 

B. Entrapment 

C. Intruding into a DMZ is not illegal 

D. Enticement 

Correct Answer: B 

 

QUESTION 10

Tyler is setting up a wireless network for his business that he runs out of his home. He has followed all the directions
from the ISP as well as the wireless router manual. He does not have any encryption set and the SSID is being
broadcast. On his laptop, he can pick up the wireless signal for short periods of time, but then the connection drops and
the signal goes away. Eventually the wireless signal shows back up, but drops intermittently. What could be Tyler issue
with his home wireless network? 

A. 2.4 Ghz Cordless phones 
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B. Satellite television 

C. CB radio 

D. Computers on his wired network 

Correct Answer: A 

 

QUESTION 11

You are a security analyst performing a penetration tests for a company in the Midwest. After some initial
reconnaissance, you discover the IP addresses of some Cisco routers used by the company. You type in the following
URL that includes the IP address of one of the routers: 

http://172.168.4.131/level/99/exec/show/config 

After typing in this URL, you are presented with the entire configuration file for that router. What have you discovered? 

A. URL Obfuscation Arbitrary Administrative Access Vulnerability 

B. Cisco IOS Arbitrary Administrative Access Online Vulnerability 

C. HTTP Configuration Arbitrary Administrative Access Vulnerability 

D. HTML Configuration Arbitrary Administrative Access Vulnerability 

Correct Answer: C 

 

QUESTION 12

Which of the following should a computer forensics lab used for investigations have? 

A. isolation 

B. restricted access 

C. open access 

D. an entry log 

Correct Answer: B 

 

QUESTION 13

You work as an IT security auditor hired by a law firm in Boston to test whether you can gain access to sensitive
information about the company clients. You have rummaged through their trash and found very little information. You do
not want to set off any alarms on their network, so you plan on performing passive footprinting against their Web
servers. What tool should you use? 

A. Nmap 
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B. Netcraft 

C. Ping sweep 

D. Dig 

Correct Answer: B 

 

QUESTION 14

Lance wants to place a honeypot on his network. Which of the following would be your recommendations? 

A. Use a system that has a dynamic addressing on the network 

B. Use a system that is not directlyinteracing with the router 

C. Use it on a system in an external DMZ in front of the firewall 

D. It doesn t matter as all replies are faked 

Correct Answer: D 

 

QUESTION 15

What is the advantage in encrypting the communication between the agent and the monitor in an Intrusion Detection
System? 

A. Encryption of agent communications will conceal the presence of the agents 

B. Alerts are sent to the monitor when a potential intrusion is detected 

C. An intruder could intercept and delete data or alerts and the intrusion can go undetected 

D. The monitor will know if counterfeit messages are being generated because they will not be encrypted 

Correct Answer: D 
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