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QUESTION 1

Which one of the following is a command line tool used for capturing data from the live network and copying those
packets to a file? 

A. Wireshark: Capinfos 

B. Wireshark: Tcpdump 

C. Wireshark: Text2pcap 

D. Wireshark: Dumpcap 

Correct Answer: D 

 

QUESTION 2

Port numbers are used to keep track of different conversations crossing the network at the same time. Both TCP and
UDP use port (socket) numbers to pass information to the upper layers. Port numbers have the assigned ranges. The
port numbers above 1024 are considered as which one of the following? (Select all that apply) 

A. Well-known port numbers 

B. Dynamically assigned port numbers 

C. Unregistered port numbers 

D. Statically assigned port numbers 

Correct Answer: B 

 

QUESTION 3

John, the penetration tester in a pen test firm, was asked to find whether NTP services are opened on the target
network (10.0.0.7) using Nmap tool. 
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Which one of the following Nmap commands will he use to find it? 

A. nmap -sU -p 389 10.0.0.7 

B. nmap -sU -p 123 10.0.0.7 

C. nmap -sU -p 161 10.0.0.7 

D. nmap -sU -p 135 10.0.0.7 

Correct Answer: B 

 

 

QUESTION 4

Mason is footprinting an organization to gather competitive intelligence. He visits the company\\'s website for contact
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information and telephone numbers but does not find any. He knows the entire staff directory was listed on their website
12 months. How can he find the directory? 

A. Visit Google\\'s search engine and view the cached copy 

B. Crawl and download the entire website using the Surfoffline tool and save them to his computer 

C. Visit the company\\'s partners\\' and customers\\' website for this information 

D. Use WayBackMachine in Archive.org web site to retrieve the Internet archive 

Correct Answer: D 

 

QUESTION 5

In the context of penetration testing, what does blue teaming mean? 

A. A penetration test performed with the knowledge and consent of the organization\\'s IT staff 

B. It is the most expensive and most widely used 

C. It may be conducted with or without warning 

D. A penetration test performed without the knowledge of the organization\\'s IT staff but with permission from upper
management 

Correct Answer: A 

Reference: https://www.sypriselectronics.com/information-security/cyber-security- solutions/computernetwork-defense/ 

 

QUESTION 6

Traceroute is a computer network diagnostic tool for displaying the route (path) and measuring transit delays of packets
across an Internet Protocol (IP) network. It sends a sequence of three Internet Control Message Protocol (ICMP) echo
request packets addressed to a destination host. 

The time-to-live (TTL) value, also known as hop limit, is used in determining the intermediate routers being traversed
towards the destination. 
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During routing, each router reduces packets\\' TTL value by 

B. 1 

C. 4 

D. 2 

Correct Answer: B 

Reference: http://www.packetu.com/2009/10/09/traceroute-through-the-asa/ 

 

QUESTION 7

War Driving is the act of moving around a specific area, mapping the population of wireless access points for statistical
purposes. These statistics are then used to raise awareness of the security problems associated with these types of
networks. Which one of the following is a Linux based program that exploits the weak IV (Initialization Vector) problem
documented with static WEP? 

A. Airsnort 

B. Aircrack 

C. WEPCrack 

D. Airpwn 

412-79V10 VCE Dumps | 412-79V10 Study Guide | 412-79V10 Exam Questions                              5 / 11

https://www.lead4pass.com/412-79v10.html
https://www.lead4pass.com/412-79v10.html
https://www.lead4pass.com/412-79v10.html


https://www.lead4pass.com/412-79v10.html
2023 Latest lead4pass 412-79V10 PDF and VCE dumps Download

Correct Answer: A 

 

QUESTION 8

Metasploit framework in an open source platform for vulnerability research, development, and penetration testing. Which
one of the following metasploit options is used to exploit multiple systems at once? 

A. NinjaDontKill 

B. NinjaHost 

C. RandomNops 

D. EnablePython 

Correct Answer: A 

 

QUESTION 9

Which one of the following is a useful formatting token that takes an int * as an argument, and writes the number of
bytes already written, to that location? 

A. "%n" 

B. "%s" 

C. "%p" 

D. "%w" 

Correct Answer: A 

 

QUESTION 10

Identify the type of authentication mechanism represented below: 

412-79V10 VCE Dumps | 412-79V10 Study Guide | 412-79V10 Exam Questions                              6 / 11

https://www.lead4pass.com/412-79v10.html
https://www.lead4pass.com/412-79v10.html
https://www.lead4pass.com/412-79v10.html


https://www.lead4pass.com/412-79v10.html
2023 Latest lead4pass 412-79V10 PDF and VCE dumps Download

A. NTLMv1 

B. NTLMv2 

C. LAN Manager Hash 

D. Kerberos 

Correct Answer: D 

The client authenticates itself to the Authentication Server (AS) which forwards the username to a key distribution center
(KDC). The KDC issues a ticket granting ticket (TGT), which is time stamped, encrypts it using the user\\'s password
and returns the encrypted result to the user\\'s workstation. This is done infrequently, typically at user logon; the TGT
expires at some point, though may be transparently renewed by the user\\'s session manager while they are logged in. 

When the client needs to communicate with another node ("principal" in Kerberos parlance) the client sends the TGT to
the ticket granting service (TGS), which usually shares the same host as the KDC. After verifying the TGT is valid and
the user is permitted to access the requested service, the TGS issues a ticket and session keys, which are returned to
the client. The client then sends the ticket to the service server (SS) along with its service request. 

Reference: http://en.wikipedia.org/wiki/Kerberos_(protocol) 

 

QUESTION 11

Which of the following external pen testing tests reveals information on price, usernames and passwords, sessions,
URL characters, special instructors, encryption used, and web page behaviors? 
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A. Check for Directory Consistency and Page Naming Syntax of the Web Pages 

B. Examine Server Side Includes (SSI) 

C. Examine Hidden Fields 

D. Examine E-commerce and Payment Gateways Handled by the Web Server 

Correct Answer: C 

Reference: http://www.scribd.com/doc/133636402/LPTv4-Module-18-External-Penetration- Testing-NoRestriction (page
71) 

 

QUESTION 12

Which of the following scan option is able to identify the SSL services? 

A. -sS 

B. -sV 
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C. -sU 

D. -sT 

Correct Answer: B 

Reference: https://www.owasp.org/index.php/Testing_for_SSL-TLS_(OWASP-CM-001) (blackbox test and example,
second para) 

 

QUESTION 13

What is a difference between host-based intrusion detection systems (HIDS) and network- based intrusion detection
systems (NIDS)? 

A. NIDS are usually a more expensive solution to implement compared to HIDS. 

B. Attempts to install Trojans or backdoors cannot be monitored by a HIDS whereas NIDS can monitor 

and stop such intrusion events. 

C. NIDS are standalone hardware appliances that include network intrusion detection capabilities whereas HIDS consist
of software agents installed on individual computers within the system. 

D. HIDS requires less administration and training compared to NIDS. 

Correct Answer: C 

 

QUESTION 14

To locate the firewall, SYN packet is crafted using Hping or any other packet crafter and sent to the firewall. If ICMP

412-79V10 VCE Dumps | 412-79V10 Study Guide | 412-79V10 Exam Questions                              9 / 11

https://www.lead4pass.com/412-79v10.html
https://www.lead4pass.com/412-79v10.html
https://www.lead4pass.com/412-79v10.html


https://www.lead4pass.com/412-79v10.html
2023 Latest lead4pass 412-79V10 PDF and VCE dumps Download

unreachable type 13 message (which is an admin prohibited packet) with a source IP address of the access control
device is received, then it means which of the following type of firewall is in place? 

A. Circuit level gateway 

B. Stateful multilayer inspection firewall 

C. Packet filter 

D. Application level gateway 

Correct Answer: C 

 

QUESTION 15

Which of the following is not a condition specified by Hamel and Prahalad (1990)? 

A. Core competency should be aimed at protecting company interests 

B. Core competency is hard for competitors to imitate 

C. Core competency provides customer benefits 

D. Core competency can be leveraged widely to many products and markets 

Correct Answer: A 

Reference: http://www.studymode.com/essays/Hamel-Prahalad-Core-Competency- 1228370.html 
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