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QUESTION 1

In Linux, /etc/shadow file stores the real password in encrypted format for user\\'s account with added properties
associated with the user\\'s password. 

In the example of a /etc/shadow file below, what does the bold letter string indicate? Vivek:
$1$fnffc$GteyHdicpGOfffXX40w#5:13064:0:99999:7 

A. Number of days the user is warned before the expiration date 

B. Minimum number of days required between password changes 

C. Maximum number of days the password is valid 

D. Last password changed 

Correct Answer: B 
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QUESTION 2

Which of the following contents of a pen testing project plan addresses the strengths, weaknesses, opportunities, and
threats involved in the project? 

A. Project Goal 

B. Success Factors 

C. Objectives 

D. Assumptions 

Correct Answer: B 

 

QUESTION 3

Which of the following is a framework of open standards developed by the Internet Engineering Task Force (IETF) that
provides secure transmission of the sensitive data over an unprotected medium, such as the Internet? 

A. DNSSEC 

B. Netsec 

C. IKE 

D. IPsec 

Correct Answer: D 

 

QUESTION 4

Black-box testing is a method of software testing that examines the functionality of an application (e.g. what the software
does) without peering into its internal structures or workings. Black-box testing is used to detect issues in SQL
statements and to detect SQL injection vulnerabilities. 
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Most commonly, SQL injection vulnerabilities are a result of coding vulnerabilities during the 

Implementation/Development phase and will likely require code changes. Pen testers need to perform this 

testing during the development phase to find and fix the SQL injection vulnerability. 

What can a pen tester do to detect input sanitization issues? 

A. Send single quotes as the input data to catch instances where the user input is not sanitized 

B. Send double quotes as the input data to catch instances where the user input is not sanitized 

C. Send long strings of junk data, just as you would send strings to detect buffer overruns 

D. Use a right square bracket (the "]" character) as the input data to catch instances where the user input is used as part
of a SQL identifier without any input sanitization 

Correct Answer: D 

 

QUESTION 5

Today, most organizations would agree that their most valuable IT assets reside within applications and databases.
Most would probably also agree that these are areas that have the weakest levels of security, thus making them the
prime target for malicious activity from system administrators, DBAs, contractors, consultants, partners, and customers. 
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Which of the following flaws refers to an application using poorly written encryption code to securely encrypt and store
sensitive data in the database and allows an attacker to steal or modify weakly protected data such as credit card
numbers, SSNs, and other authentication credentials? 

A. SSI injection attack 

B. Insecure cryptographic storage attack 

C. Hidden field manipulation attack 

D. Man-in-the-Middle attack 

Correct Answer: B 

 

QUESTION 6

Which of the following protocols cannot be used to filter VoIP traffic? 

A. Media Gateway Control Protocol (MGCP) 

B. Real-time Transport Control Protocol (RTCP) 

C. Session Description Protocol (SDP) 

D. Real-Time Publish Subscribe (RTPS) 

Correct Answer: D 

 

QUESTION 7

Identify the injection attack represented in the diagram below: 
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A. XPath Injection Attack 

B. XML Request Attack 

C. XML Injection Attack 

D. Frame Injection Attack 

Correct Answer: C 

 

QUESTION 8

Which one of the following is a supporting tool for 802.11 (wireless) packet injections, it spoofs 802.11 packets to verify
whether the access point is valid or not? 

A. Airsnort 

B. Aircrack 

C. Airpwn 

D. WEPCrack 

Correct Answer: C 

 

QUESTION 9

You are conducting a penetration test against a company and you would like to know a personal email address of John,
a crucial employee. What is the fastest, cheapest way to find out John\\'s email address. 
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A. Call his wife and ask for his personal email account 

B. Call a receptionist and ask for John Stevens\\' personal email account 

C. Search in Google for his personal email ID 

D. Send an email to John stating that you cannot send him an important spreadsheet attachment file to his business
email account and ask him if he has any other email accounts 

Correct Answer: D 

 

QUESTION 10

The framework primarily designed to fulfill a methodical and organized way of addressing five threat classes to network
and that can be used to access, plan, manage, and maintain secure computers and communication networks is: 

A. Nortells Unified Security Framework 

B. The IBM Security Framework 

C. Bell Labs Network Security Framework 

D. Microsoft Internet Security Framework 

Correct Answer: C 

 

QUESTION 11

John, a penetration tester, was asked for a document that defines the project, specifies goals, objectives, deadlines, the
resources required, and the approach of the project. Which of the following includes all of these requirements? 

A. Penetration testing project plan 

B. Penetration testing software project management plan 
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C. Penetration testing project scope report 

D. Penetration testing schedule plan 

Correct Answer: A 

 

QUESTION 12

This is a group of people hired to give details of the vulnerabilities present in the system found after a penetration test.
They are elite and extremely competent penetration testers and intrusion analysts. This team prepares a report on the
vulnerabilities in the system, attack methods, and how to defend against them. 

What is this team called? 

A. Blue team 

B. Tiger team 

C. Gorilla team 

D. Lion team 

Correct Answer: B 

 

QUESTION 13

Windows stores user passwords in the Security Accounts Manager database (SAM), or in the Active Directory database
in domains. Passwords are never stored in clear text; passwords are hashed and the results are stored in the SAM.
NTLM and LM authentication protocols are used to securely store a user\\'s password in the SAM database using
different hashing methods. 
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The SAM file in Windows Server 2008 is located in which of the following locations? 

A. c:\windows\system32\config\SAM 

B. c:\windows\system32\drivers\SAM 

C. c:\windows\system32\Setup\SAM 

D. c:\windows\system32\Boot\SAM 

Correct Answer: A 

 

QUESTION 14

Wireless communication allows networks to extend to places that might otherwise go untouched by the wired networks.
When most people say `Wireless\\' these days, they are referring to one of the 802.11 

standards. There are three main 802.11 standards: B, A, and G. Which one of the following 802.11 types uses DSSS
Modulation, splitting the 2.4ghz band into channels? 

A. 802.11b 

B. 802.11g 

C. 802.11-Legacy 

D. 802.11n 

Correct Answer: A 

 

QUESTION 15

Which of the following are the default ports used by NetBIOS service? 

A. 135, 136, 139, 445 

B. 134, 135, 136, 137 

C. 137, 138, 139, 140 

D. 133, 134, 139, 142 

Correct Answer: A 
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