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QUESTION 1

Which layer of the OSI model is responsible for segmenting data from a sending host that enables large files to be
broken down into smaller segments to prevent transmission errors? 

A. session 

B. presentation 

C. application 

D. transport 

Correct Answer: D 

 

QUESTION 2

Refer to the topology below. 

What is the bandwidth on the WAN interface of Router1? 

A. 16 Kbit/sec 

B. 32 Kbit/sec 

C. 64 Kbit/sec 

D. 128 Kbit/sec 
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E. 512 Kbit/sec 

F. 1544 Kbit/sec 

Correct Answer: E 

 

QUESTION 3

Refer to the exhibit. A network technician is attempting to use HyperTerminal to configure a new router using the
settings shown. What is the reason the technician is unable to connect to the router? 

A. The bits per second should be set to 9600. 

B. The data bits should be set to 6. 

C. Parity should be set to mark. 

D. The stop bits should be set to 2. 

E. Flow control should be set to hardware. 

Correct Answer: A 

 

QUESTION 4

What is the purpose of using the copy flash tftp command on a router? 

A. to copy an IOS image to the router 

B. to create a backup copy of the IOS 

C. to move the IOS image from a server to the router 
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D. to backup the router configuration to a server 

Correct Answer: B 

 

QUESTION 5

Why would a network administrator configure port security on a switch? 

A. to prevent unauthorized Telnet access to a switch port 

B. to prevent unauthorized hosts from accessing the LAN 

C. to limit the number of Layer 2 broadcasts on a particular switch port 

D. block unauthorized access to the switch management interfaces 

Correct Answer: B 

 

QUESTION 6

Which of the following statements describe the network shown in the graphic? (Choose two.) 

A. There are two broadcast domains in the network. 

B. There are four broadcast domains in the network. 

C. There are six broadcast domains in the network. 

D. There are four collision domains in the network. 

E. There are five collision domains in the network. 

F. There are seven collision domains in the network. 
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Correct Answer: AF 

 

QUESTION 7

A network administrator is connecting PC hosts A and B directly through their Ethernet interfaces as shown in the
graphic. Ping attempts between the hosts are unsuccessful. What can be done to provide connectivity between the
hosts? (Choose two.) 

A. A crossover cable should be used in place of the straight-through cable. 

B. A rollover cable should be used in place of the straight-through cable 

C. The subnet masks should be set to 255.255.255.192. 

D. A default gateway needs to be set on each host. 

E. The hosts must be reconfigured to use private IP addresses for direct connections of this type. 

F. The subnet masks should be set to 255.255.255.0. 

Correct Answer: AF 

 

QUESTION 8

Which of the following commands enables a network administrator to verify the application layer connectivity between
source and destination? 

A. ping 

B. telnet 

C. traceroute 

D. verify 

E. trace 

Correct Answer: B 

 

QUESTION 9
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SIMULATION 

Central Florida Widgets recently installed a new router in their Apopka office. Complete the network installation by
performing the initial router configurations and configuring RIPv2 routing using the router command line interface (CLI)
on the Apopka router. 

Configure the router per the following requirements: 

Name of the router is Apopka Enable-secret password is cisco10 The password to access user EXEC mode using the
console is RouterPass The password to allow telnet access to the router is scan90 

IPv4 addresses must be configured as follows: 

Ethernet network 209.165.201.0/27 router has second assignable host address in subnet. Serial network is
192.0.2.128/28 router has last assignable host address in the subnet. 

Interfaces should be enabled. 

Routing protocol is RIPv2. 

Instruction: 

To configure the router (Apopka) click on the console host icon that is connected to a router by a serial console cable
(shown in the diagram as a dashed black line). 

Each of the windows can be minimized by clicking on the [-]. You can also reposition a window by dragging it by the title
bar. 

The "Tab" key and most commands that use the "Control" or "Escape" keys are not supported and are not necessary to
complete this simulation. The help command does not display all commands of the help system. 

Correct Answer: Check the answer in 

Answer: 1) Name the router: 

Router>enable 

Router#config terminal 

Router(config)#hostname Apopka 

2) Enable-secret password (cisco10): 
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Apopka(config)#enable secret cisco10 

3) Set the console password to RouterPass: 

Apopka(config)#line console 0 

Apopka(config-line)#password RouterPass 

Apopka(config-line)#login 

Apopka(config-line)#exit 

4) Set the Telnet password to scan90: 

Apopka(config)#line vty 0 4 

Apopka(config-line)#password scan90 

Apopka(config-line)#login 

Apopka(config-line)#exit 

5) Configure Ethernet interface (on the right) of router Apopka: 

The subnet mask of the Ethernet network 209.165.201.0 is 27. From this subnet mask, we can find out the increment by
converting it into binary form, that is /27 = 1111 1111.1111 1111.1111 1111.1110 0000. Pay more attention to the last
bit 

1 because it tells us the increment, using the formula: 

Increment = 2place of the last bit 1 (starts counting from 0,from right to left), in this case increment = 25 = 32.
Therefore: 

Increment: 32 

Network address: 209.165.201.0 

Broadcast address: 209.165.201.31 (because 209.165.201.32 is the second subnetwork, so the previous IP
209.165.201.31 is the broadcast address of the first subnet). 

-> The second assignable host address of this subnetwork is 209.165.201.2/27 

Assign the second assignable host address to Fa0/0 interface of Apopka router: 

Apopka(config)#interface Fa0/0 

Apopka(config-if)#ip address 209.165.201.2 255.255.255.224 Apopka(config-if)#no shutdown 

Apopka(config-if)#exit 

6) Configure Serial interface (on the left) of router Apopka: 

Using the same method to find out the increment of the Serial network: 

Serial network 192.0.2.128/28: 

Increment: 16 (/28 = 1111 1111.1111 1111.1111 1111.1111 0000) Network address: 192.0.2.128 (because 8 * 16 = 128
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so 192.0.2.128 is also the network address of this subnet) 

Broadcast address: 192.0.2.143 

-> The last assignable host address in this subnet is 192.0.2.142/28. 

Assign the last assignable host address to S0/0/0 interface of Apopka router: 

Apopka(config)#interface S0/0/0 (or use interface S0/0 if not successful) Apopka(config-if)#ip address 192.0.2.142
255.255.255.240 Apopka(config-if)#no shutdown 

Apopka(config-if)#exit 

7) Configure RIP v2 routing protocol: 

Apopka(config)#router rip 

Apopka(config-router)#version 2 

Apopka(config-router)#network 209.165.201.0 

Apopka(config-router)#network 192.0.2.128 

Apopka(config-router)#end 

Save the configuration: 

Apopka#copy running-config startup-config 

Finally, you should use the ping command to verify all are working properly! 

 

QUESTION 10

Which two statements describe the IP address 10.16.3.65/23? (Choose two.) 

A. The subnet address is 10.16.3.0 255.255.254.0. 

B. The lowest host address in the subnet is 10.16.2.1 255.255.254.0. 

C. The last valid host address in the subnet is 10.16.2.254 255.255.254.0 

D. The broadcast address of the subnet is 10.16.3.255 255.255.254.0. 

E. The network is not subnetted. 

Correct Answer: BD 

 

QUESTION 11

The system LED is amber on a Cisco Catalyst 2950 series switch. What does this indicate? 

A. The system is malfunctioning. 
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B. The system is not powered up. 

C. The system is powered up and operational. 

D. The system is forwarding traffic. 

E. The system is sensing excessive collisions. 

Correct Answer: A 

 

QUESTION 12

Refer to the exhibit. What is the effect of the configuration that is shown? 

A. It configures SSH globally for all logins. 

B. It tells the router or switch to try to establish an SSh connection first and if that fails to use Telnet. 

C. It configures the virtual terminal lines with the password 030752180500. 

D. It configures a Cisco network device to use the SSH protocol on incoming communications via the virtual terminal
ports. 

E. It allows seven failed login attempts before the VTY lines are temporarily shutdown. 

Correct Answer: D 
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