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QUESTION 1

You are an Office 365 specialist for a consulting company. 

Your company has been hired by several companies to migrate their legacy email solutions to Office 365. 

You need to recommend mailbox migration strategies for the scenarios described in the following table. 

Which strategies should you recommend? To answer, drag the appropriate migration types to the correct targets. Each
migration type may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content. 

Select and Place: 

Correct Answer: 

For the Microsoft Exchange Server 2010 mailboxes, we can use a remote move migration. 
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When the mailboxes are moved in the remote move operation, the Mailbox Replication Service is used. This is the same
service that is used when moving mailboxes between mailbox servers in an on-premise environment. In this question, 

the Exchange on-premise and Exchange Online environments will be configured in a hybrid configuration. That will
enable us to move mailboxes to Exchange Online in the same way you would move a mailbox to another local mailbox
server. 

A remote move migration is used to migrate on-premises Exchange mailboxes to Exchange Online in an Exchange
hybrid deployment. You must have an Exchange hybrid deployment to use a remote move migration. With a hybrid 

deployment, you get the following capabilities: 

For a non-Exchange messaging system, the only migration option available is the IMAP migration. 

In an IMAP migration, the contents of users\\' mailboxes on an IMAP messaging system are migrated to their Exchange
Online mailboxes. Here are some requirements and considerations for using an IMAP migration: 

References: http://technet.microsoft.com/en-us/library/jj863291(v=exchg.150).aspx 

 

QUESTION 2

You are the Office 365 administrator for Contoso, Ltd. 

Some email messages sent from the trusted domain fabrikam.com are being rejected as spam. Some of these email
messages originate inside the fabrikam.com network, and some of them originate from an application in the
fabrikam.com 

co-located data center. 

The fabrikam.com systems administrators have asked you to add their domain and the IP addresses of the data center
that hosts their external application to your list of safe senders. 

You need to configure Microsoft Exchange Online Protection. 

Which two actions should you perform? Each correct answer presents part of the solution. 

A. Configure a content filter to allow the fabrikam.com domain. 

B. Configure a mail flow rule to bypass spam filtering for the data center IP address range. 

C. Create a connection filter to allow the data center IP address range. 

D. Add the fabrikam.com domain as an accepted domain. 

E. Create an inbound connector for the fabrikam.com domain. 

F. Configure a mail flow rule to bypass spam filtering for the fabrikam.com domain. 

Correct Answer: BF 

In general, we recommend that you add the IP addresses (or IP address ranges) for all your domains that you consider
safe to the IP Allow list. However, if you don\\'t want your IP Allow List entry to apply to all your domains, you can create
a 

Transport rule that excepts specific domains. 
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To do this, perform the following steps: 

In the EAC, navigate to Mail flow > Rules. 

Click Add Icon and then select Create a new rule. 

Give the rule a name and then click More options. 

Under Apply this rule if, select The sender and then choose IP address is in any of these ranges or exactly matches. 

In the specify IP addresses box, specify the IP address or IP address range you entered in the IP Allow list, click Add
Add Icon, and then click ok. 

Under Do the following, set the action by choosing Modify the message properties and then set the spam confidence
level (SCL). In the specify SCL box, select 0, and click ok. 

Click add exception, and under Except if, select The sender and choose domain is. 

In the specify domain box, enter the domain for which you want to bypass spam filtering, such as contosob.com. Click
Add Add Icon to move it to the list of phrases. Repeat this step if you want to add additional domains as exceptions,
and 

click ok when you are finished. 

If you\\'d like, you can make selections to audit the rule, test the rule, activate the rule during a specific time period, and
other selections. We recommend testing the rule for a period before you enforce it. Manage mail flow rules contains
more 

information about these selections. 

Click the save button to save the rule. It appears in your list of rules. 

After you create and enforce the rule, spam filtering for the IP address or IP address range you specified is bypassed
only for the domain exception you entered. 

References: 

https://technet.microsoft.com/en-us/library/dn198251(v=exchg.150).aspx 

https://technet.microsoft.com/en-us/library/jj200718(v=exchg.150).aspx 

 

QUESTION 3

You are the Office 365 administrator at a company. Current Office 365 mobile device access settings do not allow users
to access email from their personal mobile devices. 

Corporate mobile device policies have recently changed. Email access form personal iOS devices is now allowed. 

You need to allow users to access Office 365 from their iOS devices. 

Which three Windows PowerShell segments should you use to develop the solution? To answer, move the appropriate
Windows PowerShell segments from the list of Windows PowerShell segments to the answer area and arrange them in 

the correct order. 
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Select and Place: 

Correct Answer: 
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References: https://technet.microsoft.com/en-us/library/dd876923(v=exchg.160).aspx 

 

QUESTION 4

You need to configure Office 365 to comply with the corporate policies. 

Which three steps should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

References: https://support.office.com/en-us/article/overview-of-retention-
policies-5e377752-700d-4870-9b6d-12bfc12d2423 

 

QUESTION 5

Your company decides to migrate all users to Office 365. 

As part of the migration, Office 365 ProPlus will be installed on all client computers and the company will use Office
Telemetry. 

You need to produce a report that contains the information collected by Office Telemetry. 

Which three types of information can you include in the report? Each correct answer presents part of the solution. 

A. Information about files that are not in the Most Recently Used list 

B. The names of add-ins and solutions that interact with Office 

C. The file names of Office files that are in the Most Recently Used list 

D. System information such as user name and computer name 

E. The contents of all files that are in the Most Recently Used list 
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Correct Answer: BCD 

Telemetry Agents for all versions of Office collect the following data to upload to the shared folder: 

B: Registered add-ins 

C: The most recently used documents 

D: System and user information References: https://technet.microsoft.com/en-us/library/jj863580.aspx 

 

QUESTION 6

You manage an Office 365 tenant that uses an Enterprise E1 subscription. 

A user receives frequent email messages from a specific domain that are flagged as spam. 

You need to ensure that the domain name is not flagged as spam for only the user. 

Which Windows PowerShell cmdlet should you run? 

A. Enable-JournalRule 

B. New-RetentionPolicyTag 

C. Start-ManagedFolderAssistant 

D. Set-CsUser 

E. Set-CsPrivacyConfiguration 

F. Set-HostedContentFilterPolicy 

G. Set-MalwareFilterPolicy 

H. Set-MailboxJunkEmailConfiguration 

Correct Answer: H 

Use the Set-MailboxJunkEmailConfiguration cmdlet to configure the junk email rule for specific mailboxes. 

The junk email rule helps Microsoft Outlook and Outlook Web App users to automatically remove any spam that gets
past anti-spam filters and reaches the users\\' mailboxes. With this cmdlet, users and administrators can make changes
to 

the junk email rule that\\'s configured for a specific mailbox. 

Example: This example disables the junk email rule configuration for the user named David Pelton. 

Set-MailboxJunkEmailConfiguration "David Pelton" -Enabled $false 

 

QUESTION 7

You are the Office 365 administrator for your company. 
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The company has established the following new requirements: 

Members of the legal team must be able to conduct eDiscovery searches. 

Executives must be notified when they send email messages that contain confidential information. 

You need to configure the environment. 

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct
selection is worth one point. 

A. Configure journaling to a Microsoft Exchange Online mailbox for all mailboxes. 

B. Add the members of the legal team to the Discovery Management role group. 

C. Create a Data Loss Prevention policy. 

D. Place all executive mailboxes on In-Place Hold for 365 days and use In-Place eDiscovery for mailbox searches. 

E. Enable Microsoft Exchange Online Archiving for the executive mailboxes. 

F. Place all executive mailboxes on Retention Hold. 

Correct Answer: BC 

To enable members of the legal team to conduct eDiscovery searches, we need to add them to the Discovery
Management role group. 

Members of the Discovery Management role group can access sensitive message content. Specifically, these members
can use In-Place eDiscovery to search all mailboxes in your Exchange organization, preview messages (and other 

mailbox items), copy them to a Discovery mailbox and export the copied messages to a .pst file. In most organizations,
this permission is granted to legal, compliance, or Human Resources personnel. 

To ensure that employees are notified when they send email messages that contain confidential information, we need to
configure a Data Loss Prevention (DLP) policy. 

A Data Loss Prevention (DLP) policy is a set of conditions that define what is regarded as sensitive or confidential
information. This new DLP feature performs deep content analysis through keyword matches, dictionary matches,
regular 

expression evaluation, and other content examination to detect content that violates organizational DLP policies. 

In addition to the customizable DLP policies themselves, you can also inform email senders that they may be about to
violate one of your policies--even before they send an offending message. You can accomplish this by configuring 

PolicyTips. Policy Tips are similar to MailTips, and can be configured to present a brief note in the Microsoft Outlook
2013 client that provides information about possible policy violations to a person creating a message. 

References: 

https://technet.microsoft.com/en-us/library/jj200692(v=exchg.150).aspx 

http://blogs.msdn.com/b/microsoft_press/archive/2013/04/29/from-the-mvps-data-loss-prevention-with-office-365-and-
exchange-online.aspx 
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QUESTION 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution. Determine whether the solution meets the stated goals. 

You need to modify the existing environment to meet the technical requirement for Outlook on the web. 

Solution: You run the Set-Mailbox command. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

The Set-CASMailbox command, not the Set-Mailbox command, must be used to disable Outlook Web App. 

This example disables Outlook Web App for the mailbox of Yan Li. 

Set-CASMailbox -Identity "Yan Li" -OWAEnabled $false 

From scenario: The executive management at Contoso wants to prevent users from accessing their Exchange Online
mailbox by using Outlook on the web. 

Note: You can use the EAC or the Shell to enable or disable Outlook Web App for a user mailbox. When Outlook Web
App is enabled, a user can use Outlook Web App to send and receive email. When Outlook Web App is disabled, the 

mailbox will continue to receive email messages, and a user can access it to send and receive email by using a MAPI
client, such as Microsoft Outlook, or with a POP or IMAP email client, assuming that the mailbox is enabled to support
access by those clients. References: https://technet.microsoft.com/en-us/library/bb124124(v=exchg.150).aspx 

 

QUESTION 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an In-Place Hold that was implemented by running the following command: 

New-MailboxSearch -Name "Hold-ProjectX" -SourceMailboxes "User1". 

You are notified that the In-Place Hold is no longer required. 

You need to ensure that the mailbox data can be deleted by using retention policies. 

Solution: You run the Set-Mailbox "User1" -LitigationHoldEnabled $false cmdlet. 

Does this meet the goal? 
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A. Yes 

B. No 

Correct Answer: B 

The question states that the In-Place Hold is no longer required. There is no mention of Litigation Hold. Therefore, this
command will not meet the goal. 

References: https://technet.microsoft.com/en-us/library/bb123981(v=exchg.160).aspx 

 

QUESTION 10

You are the Office 365 administrator for a company. Employees are allowed to purchase a desktop computer of their
choosing. The company’s owner has one desktop computer, two laptop computers, one Surface RT device, and 2
Surface Pro 2 devices. You plan to deploy Office ProPlus. You provide each user with an Office 365 ProPlus license. 

You need to deploy Office 365 ProPlus to the unlicensed devices using the fewest number of licenses possible. 

What should you do? To answer, move the appropriate license to the correct device. Each license may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content. 

Correct Answer: 
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Each Office 365 ProPlus license allows a user to install Office on up to five computers. 

If the user decides to install Office 365 ProPlus on a sixth computer, she will need to deactivate one of the first five. 

References: 

https://technet.microsoft.com/en-us/library/gg982959.aspx 

 

QUESTION 11

You need to configure the Office 365 environment to enforce the information sharing policies. What must you create? 

A. a data loss prevention policy for financial data 

B. a data loss prevention policy for privacy data 

C. a device security policy for data encryption on device 

D. a data governance policy 

Correct Answer: A 

References: https://support.office.com/en-us/article/overview-of-data-loss-prevention-
policies-1966b2a7-d1e2-4d92-ab61-42efbb137f5e#howwork 

 

QUESTION 12

You are the Office 365 ProPlus administrator for your company. Each user is assigned an E3 license. All client
computers are on a local area network. Users do not have administrative privileges on their client computers. 

You are configuring a network-based installation of the most recent version of Office for all client computers. 

You need to ensure that the installation process does not display any dialog boxes or require user input. 
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Which option should you specify in the Configuration. xml file? 

A.  

B.  

C.  

D.  

Correct Answer: C 

The Display element sets the level of UserInterface that Setup presents to the user. Setting the Display Level attribute to
"none" configures Setup to run an unattended installation. Setting the AcceptEULA attribute to "TRUE" configures the 

Microsoft Software License Terms to be accepted on behalf of the user without displaying it. 

References: 

http://technet.microsoft.com/en-us/library/jj219426(v=office.15).aspx 
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