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QUESTION 1

What are the main features of Umbrella for Cloud-Delivered Security? 

A. Runs suspicious cloud applications in a sandbox environment 

B. Handles 130B+ DNS requests daily with 99% uptime 

C. Blocks malware, C2 callbacks and phishing over any port/protocol 

D. Protects users against DDOS attacks 

Correct Answer: C 

 

QUESTION 2

Which two products empower customers to create secure next-gen networks? (Choose Two) 

A. ISE 

B. AMP 

C. ACI 

D. SD-Access 

E. MFA 

Correct Answer: CD 

 

QUESTION 3

What are three key benefits of Cisco NGFW? (Choose Three) 

A. Reduces complexity 

B. Reduces throughput 

C. Increases traffic latency 

D. identifies anomalous traffic 

E. Prepares defenses 

F. Detects and remediates threats faster 

Correct Answer: AEF 

 

QUESTION 4
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Which feature of ISE provides role based access control and command level authorization with logging for auditing? 

A. Context-aware access 

B. Centralized policy management 

C. Platform exchange grid 

D. TACACS+ Device Administration 

Correct Answer: D 

 

QUESTION 5

What are two common seller obstacles? (Choose Two) A. Unresponsive potential customers 

B. Seller competition 

C. Fragmented solutions 

D. Complexity of solution components 

E. Overcrowded portfolios 

Correct Answer: DE 

 

QUESTION 6

What do customers receive when implementing TrustSec? 

A. Context-aware access enhancing the forensic capabilities available to their IT team 

B. Device profiling and onboarding, enabling businesses to control company role policies across all network services 

C. Dynamic role based access control that enables them to enforce business role policies across all network services 

D. SSL decryption enabling secure communications on and off company networks 

Correct Answer: C 

 

QUESTION 7

How do AMP\\'s device trajectory capabilities help address customers\\' breach remediation issues? 

A. It analyzes the data from suspicious files to provide a new level of threat intelligence. 

B. It determines the scope and cause of an outbreak and tracks suspicious files 

C. It tracks file behavior across the network to see which devices it enters and exits 

D. It searches for potential threats based on identified activities and behaviors 
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Correct Answer: B 

 

QUESTION 8

Which two features are part of Cisco Web security? (Choose Two) 

A. user authentication 

B. device profling and onboarding 

C. intrusion prevention 

D. user identity tracking 

E. URL fiteinganddynamic content analysis 

Correct Answer: CE 

 

QUESTION 9

Which Web Security feature allows employees to utilize web applications while also having the ability to bock or monitor
problematic applications? 

A. Realtime Application Sandboxing 

B. Application Phishing 

C. Application Visibility and Control 

D. Layered Scanning and Control 

Correct Answer: C 

 

QUESTION 10

Which two attack vectors are protected by Cyber Threat DefenseandNetwork Analytics? (Choose Two) 

A. Web 

B. Endpoints 

C. Cloud 

D. Email 

E. Data Center 

Correct Answer: AC 
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QUESTION 11

What are two features of Advanced Malware Protection AMP? (Choose Two) 

A. Automated Policy Management 

B. File Retrospection and Trajectory 

C. Dynamic Malware Analysis 

D. Automatic Behavioral Authorization 

E. Local Threat intelligence 

Correct Answer: BC 

 

 

QUESTION 12

Which feature of ISE enables ecosystem partner platforms to execute network actions with the Cisco network
infrastructure? 

A. context-aware access 

B. centralized policy management 

C. device profiling 

D. platform exchange grid 

Correct Answer: B 

 

QUESTION 13

Which two attack vectors are protected by MFA? (Choose Two) 

A. Mobile 

B. Endpoints 

C. Data center 

D. Web 

E. Cloud 

Correct Answer: AB 

 

QUESTION 14
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Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.) 

A. pxGrid 

B. Cisco Security Connector 

C. Duo 

D. Stealthwatch 

E. AMP for Endpoints 

Correct Answer: DE 

 

QUESTION 15

Which two products are involved in granting safe access to apps? (Choose Two) 

A. TrustSec 

B. ISE 

C. SD-Access 

D. Duo 

E. ACI 

Correct Answer: BD 
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