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QUESTION 1

A security analyst, Ann, states that she believes Internet facing file transfer servers are being attacked. Which of the
following is evidence that would aid Ann in making a case to management that action needs to be taken to safeguard
these servers? 

A. Provide a report of all the IP addresses that are connecting to the systems and their locations 

B. Establish alerts at a certain threshold to notify the analyst of high activity 

C. Provide a report showing the file transfer logs of the servers 

D. Compare the current activity to the baseline of normal activity 

Correct Answer: D 

 

QUESTION 2

Based on the results of a recent audit, a company rolled out a standard computer image in an effort to provide
consistent security configurations across all computers. Which of the following controls provides the GREATEST level of
certainty that unauthorized changes are not occurring? 

A. Schedule weekly vulnerability assessments 

B. Implement continuous log monitoring 

C. Scan computers weekly against the baseline 

D. Require monthly reports showing compliance with configuration and updates 

Correct Answer: C 

 

QUESTION 3

A newly-hired Chief Information Security Officer (CISO) is faced with improving security for a company with low morale
and numerous disgruntled employees. After reviewing the situation for several weeks the CISO publishes a more
comprehensive security policy with associated standards. Which of the following issues could be addressed through the
use of technical controls specified in the new security policy? 

A. Employees publishing negative information and stories about company management on social network sites and
blogs. 

B. An employee remotely configuring the email server at a relative\\'s company during work hours. 

C. Employees posting negative comments about the company from personal phones and PDAs. 

D. External parties cloning some of the company\\'s externally facing web pages and creating look-alike sites. 

Correct Answer: B 

 

Latest CAS-002 Dumps | CAS-002 PDF Dumps | CAS-002 Exam Questions                                2 / 8

https://www.lead4pass.com/cas-002.html
https://www.lead4pass.com/cas-002.html
https://www.lead4pass.com/cas-002.html


https://www.lead4pass.com/cas-002.html
2023 Latest lead4pass CAS-002 PDF and VCE dumps Download

QUESTION 4

An external auditor has found that IT security policies in the organization are not maintained and in some cases are
nonexistent. As a result of the audit findings, the CISO has been tasked with the objective of establishing a mechanism
to manage the lifecycle of IT security policies. Which of the following can be used to BEST achieve the CISO\\'s
objectives? 

A. CoBIT 

B. UCF 

C. ISO 27002 

D. eGRC 

Correct Answer: D 

 

QUESTION 5

Company XYZ recently acquired a manufacturing plant from Company ABC which uses a different manufacturing ICS
platform. Company XYZ has strict ICS security regulations while Company ABC does not. Which of the following
approaches would the network security administrator for Company XYZ MOST likely proceed with to integrate the new
manufacturing plant? 

A. Conduct a network vulnerability assessment of acquired plant ICS platform and correct all identified flaws during
integration. 

B. Convert the acquired plant ICS platform to the Company XYZ standard ICS platform solely to eliminate potential
regulatory conflicts. 

C. Conduct a risk assessment of the acquired plant ICS platform and implement any necessary or required controls
during integration. 

D. Require Company ABC to bring their ICS platform into regulatory compliance prior to integrating the new plant into
Company XYZ\\'s network. 

Correct Answer: C 

 

QUESTION 6

An extensible commercial software system was upgraded to the next minor release version to patch a security
vulnerability. After the upgrade, an unauthorized intrusion into the system was detected. The software vendor is called in
to 

troubleshoot the issue and reports that all core components were updated properly. 

Which of the following has been overlooked in securing the system? (Select TWO). 

A. The company\\'s IDS signatures were not updated. 

B. The company\\'s custom code was not patched. 

C. The patch caused the system to revert to http. 
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D. The software patch was not cryptographically signed. 

E. The wrong version of the patch was used. 

F. Third-party plug-ins were not patched. 

Correct Answer: BF 

 

QUESTION 7

Two universities are making their 802.11n wireless networks available to the other university\\'s students. The
infrastructure will pass the student\\'s credentials back to the home school for authentication via the Internet. 

The requirements are: 

Mutual authentication of clients and authentication server 

The design should not limit connection speeds 

Authentication must be delegated to the home school 

No passwords should be sent unencrypted 

The following design was implemented: 

WPA2 Enterprise using EAP-PEAP-MSCHAPv2 will be used for wireless security 

RADIUS proxy servers will be used to forward authentication requests to the home school The RADIUS servers will
have certificates from a common public certificate authority 

A strong shared secret will be used for RADIUS server authentication 

Which of the following security considerations should be added to the design? 

A. The transport layer between the RADIUS servers should be secured 

B. WPA Enterprise should be used to decrease the network overhead 

C. The RADIUS servers should have local accounts for the visiting students 

D. Students should be given certificates to use for authentication to the network 

Correct Answer: A 

 

QUESTION 8

Three companies want to allow their employees to seamlessly connect to each other\\'s wireless corporate networks
while keeping one consistent wireless client configuration. Each company wants to maintain its own authentication
infrastructure and wants to ensure that an employee who is visiting the other two companies is authenticated by the
home office when connecting to the other companies\\' wireless network. All three companies have agreed to
standardize on 802.1x EAP- PEAP-MSCHAPv2 for client configuration. Which of the following should the three
companies implement? 
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A. The three companies should agree on a single SSID and configure a hierarchical RADIUS system which implements
trust delegation. 

B. The three companies should implement federated authentication through Shibboleth connected to an LDAP backend
and agree on a single SSID. 

C. The three companies should implement a central portal-based single sign-on and agree to use the same CA when
issuing client certificates. 

D. All three companies should use the same wireless vendor to facilitate the use of a shared cloud based wireless
controller. 

Correct Answer: A 

 

QUESTION 9

Customers have recently reported incomplete purchase history and other anomalies while accessing their account
history on the web server farm. Upon investigation, it has been determined that there are version mismatches of key e-
commerce applications on the production web servers. The development team has direct access to the production
servers and is most likely the cause of the different release versions. Which of the following process level solutions
would address this problem? 

A. Implement change control practices at the organization level. 

B. Adjust the firewall ACL to prohibit development from directly accessing the production server farm. 

C. Update the vulnerability management plan to address data discrepancy issues. 

D. Change development methodology from strict waterfall to agile. 

Correct Answer: A 

 

QUESTION 10

A company has implemented data retention policies and storage quotas in response to their legal department\\'s
requests and the SAN administrator\\'s recommendation. The retention policy states all email data older than 90 days
should be eliminated. As there are no technical controls in place, users have been instructed to stick to a storage quota
of 500Mb of network storage and 200Mb of email storage. After being presented with an e- discovery request from an
opposing legal council, the security administrator discovers that the user in the suit has 1Tb of files and 300Mb of email
spanning over two years. Which of the following should the security administrator provide to opposing council? 

A. Delete files and email exceeding policy thresholds and turn over the remaining files and email. 

B. Delete email over the policy threshold and hand over the remaining emails and all of the files. 

C. Provide the 1Tb of files on the network and the 300Mb of email files regardless of age. 

D. Provide the first 200Mb of e-mail and the first 500Mb of files as per policy. 

Correct Answer: C 
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QUESTION 11

A security consultant is investigating acts of corporate espionage within an organization. Each time the organization
releases confidential information to high- ranking engineers, the information is soon leaked to competing companies.
Which of the following techniques should the consultant use to discover the source of the information leaks? 

A. Digital watermarking 

B. Steganography 

C. Enforce non-disclosure agreements 

D. Digital rights management 

Correct Answer: A 

 

QUESTION 12

A company is developing a new web application for its Internet users and is following a secure coding methodology.
Which of the following methods would BEST assist the developers in determining if any unknown vulnerabilities are
present? 

A. Conduct web server load tests. 

B. Conduct static code analysis. 

C. Conduct fuzzing attacks. 

D. Conduct SQL injection and XSS attacks. 

Correct Answer: C 

 

QUESTION 13

Which of the following is a security advantage of single sign-on? (Select TWO). 

A. Users only have to remember one password. 

B. Applications need to validate authentication tokens. 

C. Authentication is secured by the certificate authority. 

D. Less time and complexity removing user access. 

E. All password transactions are encrypted. 

Correct Answer: AD 

 

QUESTION 14

The Chief Information Officer (CIO) of a technology company is likely to move away from a de- perimeterized model for
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employee owned devices. This is because there were too many issues with lack of patching, malware incidents, and
data leakage due to lost/stolen devices which did not have full-disk encryption. The `bring your own computing\\'
approach was originally introduced because different business units preferred different operating systems and
application stacks. Based on the issues and user needs, which of the following is the BEST recommendation for the CIO
to make? 

A. The de-perimeterized model should be kept as this is major industry trend and other companies are following this
direction. Advise that the issues being faced are standard business as usual concerns in a modern IT environment. 

B. Update the policy to disallow non-company end-point devices on the corporate network. Develop security-focused
standard operating environments (SOEs) for all required operating systems and ensure the needs of each business unit
are met. 

C. The de-perimeterized model should be kept but update company policies to state that non-company end-points
require full disk encryption, anti-virus software, and regular patching. 

D. Update the policy to disallow non-company end-point devices on the corporate network. Allow only one type of
outsourced SOE to all users as this will be easier to provision, secure, and will save money on operating costs. 

Correct Answer: B 

 

QUESTION 15

An IT auditor is reviewing the data classification for a sensitive system. The company has classified the data stored in
the sensitive system according to the following matrix: DATA TYPECONFIDENTIALITYINTEGRITYAVAILABILITY
---------------------------------------------------------------------------------------------------------------- FinancialHIGHHIGHLOW Client
nameMEDIUMMEDIUMHIGH Client addressLOWMEDIUMLOW 

AGGREGATEMEDIUMMEDIUMMEDIUM 

The auditor is advising the company to review the aggregate score and submit it to senior management. Which of the
following should be the revised aggregate score? 

A. HIGH, MEDIUM, LOW 

B. MEDIUM, MEDIUM, LOW 

C. HIGH, HIGH, HIGH 

D. MEDIUM, MEDIUM, MEDIUM 

Correct Answer: C 
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