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QUESTION 1

A message is being sent with a hash. The risk of an attacker changing the message and generating an authentic hash
value can be mitigated by: 

A. requiring the recipient to use a different hash algorithm. 

B. generating hash output that is the same size as the original message. 

C. using a secret key in conjunction with the hash algorithm. 

D. using the sender\\'s public key to encrypt the message. 

Correct Answer: C 

 

QUESTION 2

If the inherent risk of a business activity is higher than the acceptable risk level, the information security manager should
FIRST: 

A. transfer risk to a third party to avoid cost of impact 

B. implement controls to mitigate the risk to an acceptable level 

C. recommend that management avoids the business activity 

D. assess the gap between current and acceptable level of risk 

Correct Answer: D 

 

QUESTION 3

A bank has implemented a new accounting system. Which of the following is the BEST lime for an IS auditor to perform
a post-implementation review? 

A. After user acceptance testing (UAT) is completed 

B. One full year after go-live 

C. As close to go-live as possible 

D. After the first reporting cycle 

Correct Answer: C 

 

QUESTION 4

Which of the following is an advantage of using agile software development methodology over the waterfall
methodology? 
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A. Less funding required overall 

B. Quicker deliverables 

C. Quicker end user acceptance 

D. Clearly defined business expectations 

Correct Answer: B 

 

QUESTION 5

An IS department is evaluated monthly on its cost-revenue ratio user satisfaction rate, and computer downtime This is
BEST zed as an application of. 

A. risk framework 

B. balanced scorecard 

C. value chain analysis 

D. control self-assessment (CSA) 

Correct Answer: B 

 

QUESTION 6

Which of the following activities should occur after a business impact analysis (BIA)? 

A. Identify threats to the IT environment 

B. Identify critical applications 

C. Analyze recovery options 

D. Review the computing and user environment 

Correct Answer: C 

 

QUESTION 7

Which of the following should be done FIRST when planning a penetration test? 

A. Execute nondisclosure agreements (NDAs). 

B. Define the testing scope. 

C. Determine reporting requirements for vulnerabilities 

D. Obtain management consent for the testing 
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Correct Answer: D 

 

QUESTION 8

In which of the following payment mode, an issuer attempts to emulate physical cash by creating digital certificates,
which are purchased by users who redeem them with the issuer at a later date? 

A. Electronic Money Model 

B. Electronics Checks model 

C. Electronic transfer model 

D. Electronic withdraw model 

Correct Answer: A 

In an electronic money model issuer attempts to do this by creating digital certificates, which are then purchased by
users who redeem them with the issuer at a later date. In the interim, certificates can be transferred among users to
trade for goods or services. For the certificate to take on some of the attributes of physical cash, certain techniques are
used so that when a certificate is deposited, the issuer can not determine the original withdrawer of the certificate. This
provides an electronic certificate with unconditional uncertainty. 

For CISA exam you should know below information about payment systems 

There are two types of parties involved in all payment systems ?the issuer and the user. An issuer is an entity that
operates the payment service. An issuer holds the items that the payment represents. The user of the payment service
performs two main functions- making payments and receiving payments ?and therefore can be described as a payer or
payee receptively. 

Electronic Money Model ?The objective of electronic money systems is emulating physical cash. An issuer attempts to
do this by creating digital certificates, which are then purchased by users who redeem them with the issuer at a later
date. In the interim, certificates can be transferred among users to trade for goods or services. For the certificate to take
on some of the attributes of physical cash, certain techniques are used so that when a certificate is deposited, the issuer
can not determine the original withdrawer of the certificate. This provides an electronic certificate with unconditional
uncertainty. 

Electronic Check Model ?Electronic check system model real-world checks quite well and thus relatively simple to
understand and implement. A users write an electronic check, which is digitally signed instruction to pay. This is
transferred to another user, who then deposits the electronic check with the issuer. The issuer will verify payer\\'s
signature on the payment and transfer the fund from the payer\\'s account to the payee\\'s account. 

Electronic Transfer Model ?Electronic systems are simplest of three payment models. The payer simply creates a
payment transfer instructions, sign it digitally and send it to issuer. The issuer then verifies the signature on the request
and performs the transfer. This type of systems requires payer to be on-line and not payee. 

The following were incorrect answers: 

Electronic Check Model ?Electronic check system model real-world checks quite well and thus relatively simple to
understand and implement. A users write an electronic check, which is digitally signed instruction to pay. This is
transferred to another user, who then deposits the electronic check with the issuer. The issuer will verify payer\\'s
signature on the payment and transfer the fund from the payer\\'s account to the payee\\'s account. Electronic Transfer
Model -Electronic systems are simplest of three payment models. The payer simply creates a payment transfer
instructions, sign it digitally and send it to issuer. The issuer then verifies the signature on the request and performs the
transfer. This type of systems requires payer to be on-line and not payee. 
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Electronic Withdraw Model ?Not a valid type of payment system. 

Reference: 

CISA review manual 2014 Page number 183 

 

QUESTION 9

An organization that has suffered a cyber attack is performing a forensic analysis of the affected users\\' computers.
Which of the following should be of GREATEST concern for the IS auditor reviewing this process? 

A. The chain of custody has not been documented. 

B. The legal department has not been engaged. 

C. An imagining process was used to obtain a copy of the data from each computer. 

D. Audit was only involved during extraction of the information. 

Correct Answer: A 

 

QUESTION 10

The MAIN benefit of using an integrated test facility (ITF) as an online auditing technique is that it enables: 

A. a cost-effective approach to application controls audit 

B. auditors to investigate fraudulent transactions 

C. auditors to test without impacting production data 

D. the integration of financial and audit tests 

Correct Answer: C 

 

QUESTION 11

What is the BEST way for an IS auditor to address the risk associated with over-retention of personal data after
identifying a large number of customer records retained beyond the retention period defined by law? 

A. Recommend automating deletion of records beyond the retention period. 

B. Schedule regular internal audits to identify records for deletion. 

C. Report the retention period noncompliance to the regulatory authority. 

D. Escalate the over-retention issue to the data privacy officer for follow-up. 

Correct Answer: A 
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QUESTION 12

Which of the following falls within the scope of an information security governance committee? 

A. Selecting the organization\\'s external security auditors 

B. Approving access to critical financial systems 

C. Reviewing content for information security awareness programs 

D. Prioritizing information security technology initiatives 

Correct Answer: C 

 

QUESTION 13

Prior to a follow-up engagement, an IS auditor learns that management has decided to accept a level of residual risk
related to an audit finding without remediation. The IS auditor is concerned about management\\'s decision. Which of
the following should be the IS auditor\\'s NEXT course of action? 

A. Accept management\\'s decision and continue the follow-up. 

B. Report the issue to IS audit management. 

C. Report the disagreement to the board. 

D. Present the issue to executive management. 

Correct Answer: B 

 

QUESTION 14

An organization is developing data classification standards and has asked internal audit for advice on aligning the
standards with best practices. Internal audit would MOST likely recommend the standards should be: 

A. based on the results of an organization-wide risk assessment. 

B. based on the business requirements for confidentiality of the information. 

C. aligned with the organization\\'s segregation of duties requirements. 

D. based on the business requirements for authentication of the information. 

Correct Answer: C 

 

QUESTION 15

Which of the following controls BEST ensures appropriate segregation of dudes within an accounts payable
department? 

A. Ensuring that audit trails exist for transactions 
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B. Restricting access to update programs to accounts payable staff only 

C. Including the creator\\'s user ID as a field in every transaction record created 

D. Restricting program functionality according to user security profiles 

Correct Answer: D 
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