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QUESTION 1

An information security manager has been asked to determine whether an information security initiative has reduced
risk to an acceptable level. Which of the following activities would provide the BEST information for the information
security manager to draw a conclusion? 

A. Initiating a cost-benefit analysis of the implemented controls 

B. Reviewing the risk register 

C. Conducting a business impact analysis (BIA) 

D. Performing a risk assessment 

Correct Answer: D 

 

QUESTION 2

In implementing information security governance, the information security manager is PRIMARILY responsible for: 

A. developing the security strategy. 

B. reviewing the security strategy. 

C. communicating the security strategy. 

D. approving the security strategy 

Correct Answer: A 

The information security manager is responsible for developing a security strategy based on business objectives with
the help of business process owners. Reviewing the security strategy is the responsibility of a steering committee. The
information security manager is not necessarily responsible for communicating or approving the security strategy. 

 

QUESTION 3

When a critical incident cannot be contained in a timely manner and the affected system needs to be taken offline,
which of the following stakeholders MUST receive priority communication? 

A. System end-users 

B. System administrator 

C. Senior management 

D. Business process owner 

Correct Answer: D 
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QUESTION 4

An organization is aligning its incident response capability with a public cloud service provider. What should be the
information security manager\\'s FIRST course of action? 

A. Identify the skill set of the provider\\'s incident response team. 

B. Update the incident escalation process. 

C. Evaluate the provider\\'s audit logging and monitoring controls. 

D. Review the provider\\'s incident definitions and notification criteria. 

Correct Answer: D 

 

QUESTION 5

For an organization that is experiencing outages due to malicious code, which of the following is the BEST index of the
effectiveness of countermeasures? 

A. Number of virus infections detected 

B. Amount of infection-related downtime 

C. Average recovery time per incident 

D. Number of downtime-related help desk calls 

Correct Answer: B 

 

QUESTION 6

Which of the following techniques MOST clearly indicates whether specific risk-reduction controls should be
implemented? 

A. Countermeasure cost-benefit analysis 

B. Penetration testing 

C. Frequent risk assessment programs 

D. Annual loss expectancy (ALE) calculation 

Correct Answer: A 

In a countermeasure cost-benefit analysis, the annual cost of safeguards is compared with the expected cost of loss.
This can then be used to justify a specific control measure. Penetration testing may indicate the extent of a weakness
but, by itself, will not establish the cost/benefit of a control. Frequent risk assessment programs will certainly establish
what risk exists but will not determine the maximum cost of controls. Annual loss expectancy (ALE) is a measure which
will contribute to the value of the risk but. alone, will not justify a control. 
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QUESTION 7

An information security manager has been notified about a compromised endpoint device Which of the following is the
BEST course of action to prevent further damage? 

A. Wipe and reset the endpoint device. 

B. Isolate the endpoint device. 

C. Power off the endpoint device. 

D. Run a virus scan on the endpoint device. 

Correct Answer: B 

The best course of action to prevent further damage is to isolate the endpoint device. Isolating the endpoint device will
prevent the compromised system from connecting to other systems on the network and spreading the infection. Other
possible courses of action include wiping and resetting the endpoint device, running a virus scan, and powering off the
endpoint device. However, these actions will not prevent the compromised system from continuing to spread the
infection. 

 

QUESTION 8

A newly appointed information security manager of a retailer with multiple stores discovers an HVAC (heating,
ventilation, and air conditioning) vendor has remote access to the stores to enable real-time monitoring and equipment
diagnostics. Which of the following should be the information security manager\\'s FIRST course of action? 

A. Disconnect the real-time access. 

B. Conduct a penetration test of the vendor. 

C. Review the vendor contract. 

D. Review the vendor\\'s technical security controls. 

Correct Answer: D 

 

QUESTION 9

Over the last year, an information security manager has performed risk assessments on multiple third-party vendors.
Which of the following criteria would be MOST helpful in determining the associated level of risk applied to each
vendor? 

A. Corresponding breaches associated with each vendor 

B. Compensating controls in place to protect information security 

C. Compliance requirements associated with the regulation 

D. Criticality of the service to the organization 

Correct Answer: B 
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QUESTION 10

Which of the following MOST commonly falls within the scope of an information security governance steering
committee? 

A. Interviewing candidates for information security specialist positions 

B. Developing content for security awareness programs 

C. Prioritizing information security initiatives 

D. Approving access to critical financial systems 

Correct Answer: C 

Prioritizing information security initiatives is the only appropriate item. The interviewing of specialists should be
performed by the information security manager, while the developing of program content should be performed by the
information security staff. Approving access to critical financial systems is the responsibility of individual system data
owners. 

 

QUESTION 11

The MOST important characteristic of good security policies is that they: 

A. state expectations of IT management. 

B. state only one general security mandate. 

C. are aligned with organizational goals. 

D. govern the creation of procedures and guidelines. 

Correct Answer: C 

The most important characteristic of good security policies is that they be aligned with organizational goals. Failure to
align policies and goals significantly reduces the value provided by the policies. Stating expectations of IT management
omits addressing overall organizational goals and objectives. Stating only one general security mandate is the next best
option since policies should be clear; otherwise, policies may be confusing and difficult to understand. Governing the
creation of procedures and guidelines is most relevant to information security standards. 

 

QUESTION 12

Senior management has launched an enterprise-wide initiative to streamline internal processes to reduce costs,
including security processes. What should the information security manager rely on MOST to allocate resources
efficiently? 

A. Capability maturity assessment 

B. Risk classification 

C. Return on investment (ROI) 
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D. Internal audit reports 

Correct Answer: B 

 

QUESTION 13

An information security manager has developed a strategy to address new information security risks resulting from
recent changes in the business. Which of the following would be MOST important to include when presenting the
strategy to senior management? 

A. The costs associated with business process changes 

B. Results of benchmarking against industry peers 

C. The impact of organizational changes on the security risk profile 

D. Security controls needed for risk mitigation 

Correct Answer: C 

 

QUESTION 14

The BEST method for detecting and monitoring a hacker\\'s activities without exposing information assets to
unnecessary risk is to utilize: 

A. firewalls. 

B. bastion hosts. 

C. decoy files. 

D. screened subnets. 

Correct Answer: C 

Decoy files, often referred to as honeypots, are the best choice for diverting a hacker away from critical files and alerting
security of the hacker\\'s presence. Firewalls and bastion hosts attempt to keep the hacker out, while screened subnets
or demilitarized zones (DM/.s) provide a middle ground between the trusted internal network and the external untrusted
Internet. 

 

QUESTION 15

When remote access to confidential information is granted to a vendor for analytic purposes, which of the following is
the MOST important security consideration? 

A. Data is encrypted in transit and at rest at the vendor site. 

B. Data is subject to regular access log review. 

C. The vendor must be able to amend data. 
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D. The vendor must agree to the organization\\'s information security policy, 

Correct Answer: D 
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