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QUESTION 1

What statement about 802.3-2012, Clause 33 Power over Ethernet is true? 

A. Up to 30 watts of power may be provided through an Ethernetcable. 

B. By using CAT3 cabling, you can increase the maximum draw available to the PD. 

C. When using CAT5 cabling, you decrease the maximum draw available to the PD. 

D. Only endpoint PSEs are supported. 

E. Only midspan PSEs are supported. 

Correct Answer: A 

 

QUESTION 2

You are onsite with a client to perform a post-deployment site survey. When verifying a multiple channel VoWiFi
deployment using a VoWiFi handset, which aspect is most important? 

A. Performingprotocol analysis with a single wireless adapter that is scanning all channels in use 

B. Testing a constant conversation orhandset tone while roaming from area to area, or performing an active survey 

C. Configuring DSCP-to-802.11e QoS maps on the handset for each access category. 

D. Verifying the VHT functionality to handle the call volume incurred by a single VoIP phone call. 

Correct Answer: B 

 

QUESTION 3

A Wi-Fi Alliance interoperability certificate indicates that a device is a/b/g/n certified. It further indicates one transmit and
receive spatial stream for both the 2.4 GHz and 5.0 GHz bands. It further indicates support for both WPA and WPA2
Enterprise and Personal. Finally, it indicates support for EAP-TLS, EAP-TTLS/ MSCHAPv2, PEAPv0/EAP- MSCHAPv2
and PEAPv1/EAP-GTC. Which one of the following statements is false? 

A. This client device supports protection mechanisms such as RTS/CTS and/or CTS-to- Self. 

B. This client device supports both TKIP and CCMP ciphersuites. 

C. 300 Mbps is the maximum supported data rate for this device. 

D. This client device supports X.509 certificates for EAP authentication. 

Correct Answer: C 

 

QUESTION 4
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In addition to throughput enhancements, what other improvements does a dual-band 802.11ac AP provide when
compared with 802.11a/g APs? (Choose 2) 

A. Introduces "fast transition" roaming protocols for VoWiFi phones 

B. Better link reliability between 802.11a/b/g client devices and 802.11ac APs 

C. Improves service quality for real-time applications at greater distances 

D. Increases in receive sensitivity enhance RTLS location accuracy 

E. Stronger security with more robust encryption modes. 

Correct Answer: BC 

 

QUESTION 5

What feature(s) are most likely to be supported by 802.11 enterprise-class WLAN controllers? (Choose 4) 

A. Link aggregation / port trunking 

B. 802.1p and DSCP QoS 

C. BGP and Frame Relay 

D. Captive web portals 

E. IGMP snooping 

Correct Answer: ABDE 

 

QUESTION 6

Your consulting firm has recently been hired to complete a site survey for a company. Your engineers use predictive
modeling software forsurveying, but the company insists on a pre- deployment site visit. 

What task should be performed as part of the pre-deployment visit to prepare for a predictive survey? 

A. Evaluatethe building materials at ABC\\'s facility and confirm that the floor plandocuments are consistent with the
actual building. 

B. Test several antenna types connected to the intended APs for use in the eventual deployment. 

C. Collect information about the company\\'s security requirements and the current configuration of their RADIUS and
user database servers. 

D. Install at least one AP on each side of the exterior walls to test for co-channel interference through these walls. 

Correct Answer: A 

 

QUESTION 7
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For what likely reasons might an organization choose to purchase an AP designed for outdoor deployment to use as an
indoor WLAN AP at an industrial facility? (Choose 2) 

A. Aesthetic requirements 

B. Physical security and theft prevention 

C. Protection from environmental conditions 

D. Reduce transient RF interference 

E. 802.11 securitycompliance 

Correct Answer: BC 

 

QUESTION 8

You are anindependent contractor, hired to perform an indoor site survey and network design for Luxury Full Service
Hotels International. The network will support hotel staff and guest users. You are interviewing the network manager to
determine business, performance, and security requirements for the future 802.11 WLAN. 

What questions should you ask the IT manager? (Choose 2) 

A. What data cabling is currently installed in the rooms and throughout the hotel? 

B. How much RF loss do you expect between hotel rooms? 

C. Who installed your existing wired network? 

D. What types of applications will be used by the hotel staff? 

E. On what frequency do the microwave ovens operate in the hotel suites? 

Correct Answer: AD 

 

QUESTION 9

You are being interviewed by ABC Company for employment as a wireless site surveyexpert. The interviewing manager
asks you what items should be included in a site survey report generated as part of a manual site survey process. 

What answer would be accurate? 

A. Itemized list of equipment, licenses, and support contracts required forthe facility 

B. RF heat map illustrating coverage and signal quality for each frequency band 

C. Documentation proving proper entry of wall material types into the site survey software 

D. Documentation noting how each WLAN user group will authenticate to the network 

Correct Answer: B 
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QUESTION 10

Which features are incorporated in the802.11-2012 specification and are recommend for robust WLAN client security?
(Choose 2) 

A. SSID hiding 

B. CAPWAP with DTLS 

C. 802.1X/EAP 

D. CCMP cipher suite 

E. IPSec VPN 

F. MAC address white lists 

Correct Answer: CD 

 

QUESTION 11

When a client moves to a new BSS within an ESS, whatstep is a part of the 802.11 reassociation process? 

A. The client station transmits a Reassociation Request frame to its currentaccess point. 

B. The current access point informs the IP gateway of the reassociation. 

C. The current access point triggers theclient\\'s reassociation service. 

D. The new access point transmits a Reassociation Response to the client station with a status value. 

Correct Answer: D 

 

QUESTION 12

ABC Company has a 2.4 and 5 GHz WLAN deployment. DFS functionality is enabled as required by the regulatory
domain andAPs use DFS channels as long as radar is not detected. Band steering is also enabled to encourage dual-
band clients to use frequency bands with more capacity. 

Your performance analysis shows that many dual-band VoWiFi client devices will move back and forth between 2.4 and
5 GHz as the users roam throughout the building. All APs have 2.4 and 5 GHz radios enabled with transmit power
adjusted to accommodate relatively similar cell sizes. 

This "band hopping" behavior is viewed by network staff to be undesirable. What is the most likely cause of the
unpredictable client band selection behavior? 

A. Interference from 5 GHz radar sources has increased frame corruption and retries on channels 36-48. 

B. 5 GHz frequencies offer better RF penetration than 2.4 GHz, but2.4 GHz offers more voice call capacity and lower
latency than 5 GHz. 

C. The voice client does not support DFS, and therefore experiences some 5 GHz coverage holesas it moves through
the network. 
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D. The client\\'s band selection algorithm prefers 5 GHz, butband steering behavior usually steers 75-85% of client
devices to 2.4 GHz. 

Correct Answer: C 

 

QUESTION 13

The IEEE 802.11-2012 standard requires VHT capabledevices to be backward compatible with devices using which
other 802.11 physical layer specifications (PHYs)? (Choose 2) 

A. HT 

B. OFDM 

C. HR/DSSS 

D. ERP-PBCC 

E. DSSS-OFDM 

Correct Answer: AB 

 

QUESTION 14

As a station moves away from the access point to which it is associated, it changes its data rate from 600 Mbps to 540
Mbps and then to 450 Mbps. 

What IEEE 802.11 term or phase is used to describe this functionality? 

A. Dynamic Rate Switching 

B. Multirate Control 

C. Modulation and Coding Selection 

D. Rate Set Selectivity 

Correct Answer: A 

 

QUESTION 15

An 802.11 WLAN transmitter thatemits a 50 mW signal is connected to a cable with 3 dB of loss. The cable is connected
to an antenna with 16 dBi of gain. 

What is the EIRP power output? 

A. 2 mW 

B. 500 mW 

C. 250 mW 
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D. 1000 mW 

Correct Answer: D 
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