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QUESTION 1

Rick works as a Network Administrator for Company Inc. He takes a backup of some important compressed files on an
NTFS partition, using the Windows 2000 Backup utility. Rick restores these files in a FAT32 partition. He finds that the
restored files do not have the compression attribute. 

What is the most likely cause? 

A. The FAT32 partition is corrupt and requires to be reformatted. 

B. A FAT32 partition does not support compression. 

C. The Windows 2000 Backup utility decompresses compressed files while taking a backup. 

D. The backup of files that are saved on an NTFS partition cannot be restored in a FAT32 partition. 

Correct Answer: B 

When a backup taken in an NTFS partition is restored in a FAT32 partition, the following file properties are retaineD. 

Long file names 

File attributes 

Encryption, permission, and compression are lost, as the FAT32 file system does not support these features. 

Answer option D is incorrect. A backup of files that are saved in an NTFS partition can be restored in a FAT32 partition.
However, while doing so, only the properties that are exclusively supported by 

NTFS are not retained. 

Answer option A is incorrect. A corrupt partition cannot restore backup files. The question clearly states that the
compression attribute is not retained. This indicates that the backup files are successfully restored. Therefore, a corrupt
partition 

cannot be the most likely cause. 

Answer option C is incorrect. The Windows 2000 Backup utility can take a backup of compressed files in compressed
mode. 

 

QUESTION 2

Which of the following protocols provides an encryption by using the Temporal Key Integrity Protocol (TKIP)? 

A. EAP 

B. WEP 

C. IPSec 

D. WPA 

Correct Answer: D 
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Wi-fi Protected Access (WPA) is an interoperable security protocol for Wireless LAN (WLAN). For using WPA,
encryption is required. WPA provides encryption by using Temporal Key Integrity Protocol (TKIP). TKIP uses a new
encryption algorithm, which is stronger than WEP algorithm. 802.1x authentication is required in WPA. Answer option B
is incorrect. Wired Equivalent Privacy (WEP) is a security protocol for wireless local area networks (WLANs). It has two
components, authentication and encryption. It provides security, which is equivalent to wired networks, for wireless
networks. WEP encrypts data on a wireless network by using a fixed secret key. WEP incorporates a checksum in each
frame to provide protection against the attacks that attempt to reveal the key stream. Answer option A is incorrect.
Extensible Authentication Protocol (EAP) is an authentication protocol that provides support for a wide range of
authentication methods, such as smart cards, certificates, one-time passwords, public keys, etc. It is an extension to
Point-to-Point Protocol (PPP), which allows the application of arbitrary authentication mechanisms for the validation of a
PPP connection. Answer option C is incorrect. Internet Protocol Security (IPSec) is a method of securing data. It
secures traffic by using encryption and digital signing. It enhances the security of data as if an IPSec packet is captured,
its contents cannot be read. IPSec also provides sender verification that ensures the certainty of the datagram\\'s origin
to the receiver. Reference: "http://en.wikipedia.org/wiki/Wi-Fi_Protected_Access" 

 

QUESTION 3

Which of the following would be the MOST efficient way to transport a file from one location on a local hard drive to a
different location on the same hard drive? 

A. Rename 

B. Cut 

C. Move 

D. Save 

Correct Answer: C 

 

QUESTION 4

Which of the following does the image denote? 

A. Ground 

B. Capacitor 

C. Resistor 

D. Terminator 

Correct Answer: A 
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QUESTION 5

You are responsible for the laptops used by travelling sales people in your company. These all laptops use Windows
XP. You want the machines to go to a lower power state when they have been inactive for more than 10 minutes and
are running on battery. The sales people complain that when their laptops go inactive they want them to return to active
state very quickly. 

Which low power state should you use? 

A. Low Power 

B. Sleep 

C. Standby 

D. Hibernate 

Correct Answer: C 

Standby stores all the data, open programs, and settings in RAM, but then moves to a very low power state. While the
laptop is still using power it is doing so at a much slower rate. The laptop can return to a fully active state very quickly.
The standby mode is a power saving feature for computers. In this mode, a computer does not shut down completely.
The computer goes to low power state and, as a result, it consumes less power. When the computer resumes from the
standby mode, full power is restored to its devices. During the standby mode, if the power supply is disconnected or
interrupted, data might be lost. The standby mode is available automatically on ACPI- enabled or APM-enabled
computers. Users do not need to enable this mode manually. This mode is not available in non-ACPI and non-APM
based computers. Answer option D is incorrect. It is a low power state but saves all data and open programs to the hard
disk and the laptop shuts down. This takes significantly more time to return to an active state. What is hibernate mode?
Hide Hibernate mode is a power saving feature for computers. In hibernate mode, the current state of a computer is
saved to the hard disk, and the computer shuts down. A user will have to power on the computer to restore the previous
settings. When a computer resumes from hibernate mode, it reads the saved settings from the disk and restores the
system state as it was before it entered hibernate mode. By default, hibernate mode is disabled. If a computer is not
ACPI-enabled or APM-enabled, users will have to enter hibernate mode manually. Users cannot set the computer to
automatically hibernate after a certain time. With ACPI-enabled and APM- enabled computers, users are able to set
hibernate mode automatically. Answer option A is incorrect. Low power is not an actual power mode. Answer option B is
incorrect. Sleep only exists in Windows Vista. Reference: 

http://www.timeatlas.com/mos/Term_to_Learn/General/Understanding_Differences_Betwe
en_Hibernate_and_Stand_By/ 

 

QUESTION 6

Which of the following adds a basic security measure to a wireless device? 

A. Hands-free headset 

B. Screen lock feature 

C. Airplane mode 

D. Clip-on case 

Correct Answer: B 
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QUESTION 7

Which of the following data connections would provide a user the BEST Internet availability while traveling? 

A. Workstation with only RJ-45 connectors 

B. Smartphone with cellular service 

C. Laptop with Bluetooth wireless connectivity 

D. Tablet connected to a SOHO wireless network 

Correct Answer: B 

 

QUESTION 8

A user wants to update a driver for additional features. 

Where would the user find a current version of the driver from an official source? 

A. Manufacturer\\'s CD/DVD that came with the computer 

B. Manufacturer\\'s web site 

C. Internet community support forums 

D. Third-party support web sites 

Correct Answer: B 

 

 

QUESTION 9

Multiple laptops that contain confidential data are stolen from a company. Which of the following is a likely policy change
resulting from this incident? 

A. Enabling full disk encryption 

B. Requiring screensaver password 

C. Disabling Bluetooth adapters 

D. Adding multifactor authentication 

Correct Answer: A 
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QUESTION 10

Ann, a user, reports that her computer was working this morning, but now the screen is blank. The power indicator for
the monitor is on. Pressing the space bar or mouse does not fix the problem. 

Which of the following is the cause? 

A. The monitor power cable is unplugged. 

B. The video cable has become disconnected. 

C. The video driver is not installed. 

D. The operating system has encountered a stop error. 

E. The screen saver has activated. 

Correct Answer: B 

 

 

QUESTION 11

Which of the following is required to have a multimedia conversation with someone across the Internet? (Select
THREE). 

A. Network connection 

B. Microphone 

C. Modem 

D. Firewall 

E. Webcam 

F. Cable connection 

G. Wired NIC 

Correct Answer: ABE 

 

QUESTION 12

A user needs to download tax documents from a financial website. 

Which of the following is the website MOST likely to use for transmission of the tax document to the user\\'s browser? 

A. HTTP 

B. HTTPS 

C. SFTP 
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D. FTP 

Correct Answer: B 

 

 

QUESTION 13

A user with an outdated operating system is consistently browsing sensitive websites such as banking, email, and
corporate intranets. The Internet browser of choice is one that has already lost patch support and is not updated
anymore. 

Which of the following actions will remedy this situation? 

A. Uninstall all unused browser extensions and toolbars to help reduce risks. 

B. Convert the user\\'s account to an admin level account, to provide better overall security. 

C. Move to an alternate browser that still has consistent security update support. 

D. Install multiple anti-malware and firewall products to harden the computing experience. 

Correct Answer: C 

 

 

QUESTION 14

Which of the following application types is MOST often used for doing a mail merge? 

A. PDF software 

B. Word processor 

C. Presentation software 

D. Personal information manager 

Correct Answer: B 

 

QUESTION 15

Which of the following software types BEST facilitates collaboration? 

A. Personal information manager 

B. Video editing software 

C. Instant messaging software 

D. CAD software 
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Correct Answer: C 
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