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QUESTION 1

Which two features are supported only by FortiMail but not by FortiGate? (Choose two.) 

A. DNSBL 

B. built-in MTA 

C. end-to-end IBE encryption 

D. FortiGuard Antispam 

Correct Answer: AB 

 

QUESTION 2

A customer is authenticating users using a FortiGate and an external LDAP server. The LDAP user, John Smith, cannot
authenticate. The administrator runs the debug command diagnose debug application fnbamd 255 while John Smith 

attempts the authentication: 

Based on the output shown in the exhibit, what is causing the problem? 
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A. The LDAP administrator password in the FortiGate configuration is incorrect. 

B. The user, John Smith, does have an account in the LDAP server. 

C. The user, John Smith, does not belong to any allowed user group. 

D. The user, John Smith, is using an incorrect password. 

Correct Answer: A 

Fortigate not binded with LDAP server because of failed authentication. Reference:
http://kb.fortinet.com/kb/documentLink.do?externalID=FD31886 

 

QUESTION 3

The dashboard widget indicates that FortiGuard Web Filtering is not reachable. However, AntiVirus, IPS, and
Application Control have no problems as shown in the exhibit. 

You contacted Fortinet\\'s customer service and discovered that your FortiGuard Web Filtering contract is still valid for
several months. What are two reasons for this problem? (Choose two.) 

A. You have another security device in front of FortiGate blocking ports 8888 and 53. 

B. FortiGuard Web Filtering is not enabled in any firewall policy. 

C. You did not enable Web Filtering cache under Web Filtering and E-mail Filtering Options. 

D. You have a firewall policy blocking ports 8888 and 53. 

Correct Answer: BD 

If Web filtering shows unreachable then we have to verify, whether web filtering enabled in security policies or not. Web
filtering enabled in a policy but the port 8888 and 53 are not selected, means the policy blocking the ports. 

Reference: http://cookbook.fortinet.com/troubleshooting-web-filtering/ 
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QUESTION 4

You have implemented FortiGate in transparent mode as shown in the exhibit. User1 from the Internet is trying to
access the 192.168.10.10 Web servers. Which two statements about this scenario are true? (Choose two.) 

A. User1 would be able to access the Web server intermittently. 

B. User1 would not be able to access any of the Web servers at all. 

C. FortiGate learns Web servers MAC address when the Web servers transmit packets. 

D. FortiGate always flood packets to both Web servers at the same time. 

Correct Answer: AC 

Both servers have same ip address, so there will be intermittent we server connectivity from outside and whichever web
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server forwards packets fortigate learns its mac address. 

 

QUESTION 5

Your company uses a cluster of two FortiGate 3600C units in active-passive mode to protect the corporate network. The
FortiGate cluster sends its logs to a FortiAnalyzer and you have configured scheduled weekly reports for the Internet 

bandwidth usage of each corporate VLAN. During a scheduled maintenance window, you make a series of configuration
changes. When the next FortiAnalyzer weekly report is generated, you notice that Internet bandwidth usage reported by 

the FortiAnalyzer is far less than expected. 

What is the reason for this discrepancy? 

A. You applied an antivirus profile on some of the policies, and no traffic can be accelerated. 

B. You disabled all security profiles on some of the firewall policies, and the traffic matching those policies is now
accelerated. 

C. You enabled HA session-pickup, which is turn disabled session accounting. 

D. You changed from active-passive to active-active, causing the session traffic counters to become inaccurate. 

Correct Answer: D 

Because of Active/Active failover traffic segregate to boxes where it reduces the bandwidth utilization 

 

QUESTION 6
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Referring to the exhibit, you want to know if aggregating port7 and port22 will work. Which statement is correct? 

A. Yes, LACP is supported on all ports regardless if they are connected to the same NP6. 

B. No, LACP is not supported on NP6 platforms. 

C. No, LACP is only supported on ports connected to the same NP6. 

D. Yes, LACP is supported on ports that are linked together with integrated Switch Fabric. 

Correct Answer: C 

References: http://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-hardware-acceleration-52/NP6.htm 
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QUESTION 7

A data center for example.com hosts several separate Web applications. Users authenticate with all of them by
providing their Active Directory (AD) login credentials. You do not have access to Example, Inc.\\'s AD server. Your
solution must do the following: 

-provide single sign-on (SSO) for all protected Web applications 

-prevent login brute forcing 

-

scan FTPS connections to the Web servers for exploits 

-

scan Webmail for OWASP Top 10 vulnerabilities such as session cookie hijacking, XSS, and SQL injection attacks 

Which solution meets these requirements? 

A. Apply FortiGate deep inspection to FTPS. It must forward FTPS, HTTP, and HTTPS to FortiWeb. Configure FortiWeb
to query the AD server, and apply SSO for Web requests. FortiWeb must forward FTPS directly to the Web servers
without inspection, but proxy HTTP/HTTPS and block Web attacks. 

B. Deploy FortiDDos to block brute force attacks. Configure FortiGate to forward only FTPS, HTTP, and HTTPS to
FortiWeb. Configure FortiWeb to query the AD server, and apply SSO for Web requests. Also configure it to scan FTPS
and Web traffic, then forward allowed traffic to the Web servers. 

C. Use FortiGate to authenticate and proxy HTTP/HTTPS; to verify credentials, FortiGate queries the AD server. Also
configure FortiGate to scan FTPS before forwarding, and to mitigate SYN floods. Configure FortiWeb to block Web
attacks. 

D. Install FSSO Agent on servers. Configure FortiGate to inspect FTPS. FortiGate will forward FTPS, HTTP, and
HTTPS to FortiWeb. FortiWeb must block Web attacks, then forward all traffic to the Web servers. 

Correct Answer: D 

FSSO agent integrate fortigate with AD then inspect bruteforce,FTPS,HTTP, and HTTPS using fortiweb and then
forward all traffic to web server. 

Reference: http://cookbook.fortinet.com/providing-single-sign-using-ldap-fsso-agent-advanced-mode-expert/ 

 

QUESTION 8

You are asked to design a secure solution using Fortinet products for a company. The company recently has Web
servers that were exploited and defaced. The customer has also experienced Denial or Service due to SYN Flood
attacks. Taking this into consideration, the customer\\'s solution should have the following requirements: 

-management requires network-based content filtering with man-in-the-middle inspection 

-the customer has no existing public key infrastructure but requires centralized certificate management 

-users are tracked by their active directory username without installing any software on their hosts 

-Web servers that have been exploited need to be protected from the OWASP Top 10 
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-notification of high volume SYN Flood attacks when a threshold has been triggered 

Which three solutions satisfy these requirements? (Choose three.) 

A. FortiGate 

B. FortiClient 

C. FortiWeb 

D. FortiAuthenticator 

E. FortiDDOS 

Correct Answer: ACE 

 

QUESTION 9

Which three statements about throughput on a wireless network are true? (Choose three.) 

A. A wireless device labelled as 300 Mbps should be expected to provide a throughput of 300Mbps. 

B. Be careful to ensure the capabilities of the wireless clients match those of the access points, in order to achieve
higher throughput. 

C. Reducing the duty cycles of the wireless media by generating fewer beacons may improve throughput. 

D. Because of the higher level of RF noise that is typical in the 2.4 GHz ISM band, throughput of 2.4 GHz devices will
typically be less than 5 GHz devices. 

E. Because of the full-duplex nature of the medium and the minimal overhead generated by CSMA/CA, the actual
aggregate throughput is typically close to the data rate. 

Correct Answer: D 

References: http://www.tp-link.in/faq-499.html 

 

QUESTION 10
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The wireless controller diagnostic output is shown in the exhibit. Which three statements are true? (Choose three.) 

A. Firewall policies using device types are blocking Android devices. 

B. An access control list applied to the VAP interface blocks Android devices. 

C. This is a CAPWAP control channel diagnostic command. 

D. There are no wireless clients connected to the guest wireless network. 

E. The "src-vis" process is active on the staff wireless network VAP interface. 

Correct Answer: A 

References: http://docs.fortinet.com/uploaded/files/1083/fortigate-managing-devices-50.pdf 
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QUESTION 11

Which three configuration scenarios will result in an IPsec negotiation failure between two FortiGate devices? (Choose
three.) 

A. mismatched phase 2 selectors 

B. mismatched Anti-Replay configuration 

C. mismatched Perfect Forward Secrecy 

D. failed Dead Peer Detection negotiation 

E. mismatched IKE version 

Correct Answer: C 

In IPsec negotiations, Perfect Forward Secrecy (PFS) ensures that each new cryptographic key is unrelated to any
previous key. Either enable or disable PFS on both the tunnel peers; otherwise, the LAN-to-LAN (L2L) IPsec tunnel is
not established 

 

QUESTION 12

Which command detects where a routing path is broken? 

A. exec traceroute  

B. exec route ping  

C. diag route null 

D. diag debug route  

Correct Answer: A 

 

QUESTION 13

You are asked to write a FortiAnalyzer report that lists the session that has consumed the most bandwidth. You are
required to include the source IP, destination IP, application, application category, hostname, and total bandwidth
consumed. Which dataset meets these requirements? 

A. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`recbyte ", 0)) as bandwidth from $log where $filter LIMIT 1 

B. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`recbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

C. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`rcvdbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

D. select from_itime(itime) as timestamp, sourceip, destip, app, appcat, hostname, sum(coalesce(`sentbyte\\',
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0)+coalesce (`rcvdbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

Correct Answer: C 

References: http://docs.fortinet.com/uploaded/files/2617/fortianalyzer-5.2.4-dataset-reference.pdf 

 

QUESTION 14

Your colleague has enabled virtual clustering to load balance traffic between the cluster units. You notice that all traffic
is currently directed to a single FortiGate unit. Your colleague has applied the configuration shown in the exhibit. 

Which step would you perform to load balance traffic within the virtual cluster? 

A. Issue the diagnose sys ha reset-uptime command on the unit that is currently processing traffic to enable load
balancing. 

B. Add an additional virtual cluster high-availability link to enable cluster load balancing. 

C. Input Virtual Cluster domain 1 and Virtual Cluster domain 2 device priorities for each cluster unit. 

D. Use the set override enable command on both units to allow the secondary unit to load balance traffic. 

Correct Answer: C 

Reference: http://docs.fortinet.com/uploaded/files/1088/fortigate-ha-50.pdf 

 

QUESTION 15
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You have replaced an explicit proxy Web filter with a FortiGate. The human resources department requires that all URLs
be logged. Users are reporting that their browsers are now indicating certificate errors as shown in the exhibit. 

Which step is a valid solution to the problem? 

A. Make sure that the affected users\\' browsers are no longer set to use the explicit proxy. 

B. Import the FortiGate\\'s SSL CA certificate into the Web browsers. 

C. Change the Web filter policies on the FortiGate to only do certificate inspection. 

D. Make a Group Policy to install the FortiGate\\'s SSL certificate as a trusted host certificate on the Web browser. 

Correct Answer: D 

For https traffic inspection, client machine should install fortigate\\'s ssl certificate 
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