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QUESTION 1

Which of the following tools is less likely to be used by a hacker? 

A. l0phtcrack 

B. Tripwire 

C. OphCrack 

D. John the Ripper 

Correct Answer: B 

Tripwire is an integrity checking product, triggering alarms when important files (e.g. system or configuration files) are
modified. 

This is a tool that is not likely to be used by hackers, other than for studying its workings in order to circumvent it. 

Other programs are password-cracking programs and are likely to be used by security administrators as 

well as by hackers. More info regarding Tripwire available on the Tripwire, Inc. Web Site. 

NOTE: 

The biggest competitor to the commercial version of Tripwire is the freeware version of Tripwire. You can 

get the Open Source version of Tripwire at the following URL: 

http://sourceforge.net/projects/tripwire/ 

 

QUESTION 2

Which layer of the DoD TCP/IP Model ensures error-free delivery and packet sequencing? 

A. Internet layer 

B. Network access layer 

C. Host-to-host 

D. Application layer 

Correct Answer: C 

This layer of the DoD Model is also sometimes called Transport in some books but the proper name is 

Host-to-Host as per the RFC document. 

The host-to-host layer provides for reliable end-to-end communications, ensures the data\\'s error- free 

delivery, handles the data\\'s packet sequencing, and maintains the data\\'s integrity. 
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It is comparable to the transport layer of the OSI model. Reference(s) used for this question:
http://en.wikipedia.org/wiki/Internet_protocol_suite 

and 

http://technet.microsoft.com/en-us/library/cc786900%28v=ws.10%29.aspx 

and 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 85). 

 

QUESTION 3

Under United States law, an investigator\\'s notebook may be used in court in which of the following scenarios? 

A. When the investigator is unwilling to testify. 

B. When other forms of physical evidence are not available. 

C. To refresh the investigators memory while testifying. 

D. If the defense has no objections. 

Correct Answer: C 

An investigator\\'s notebook cannot be used as evidence is court. It can only be used by the investigator to 

refresh his memory during a proceeding, but cannot be submitted as evidence in any form. 

The following answers are incorrect: 

When the investigator is unwilling to testify. Is incorrect because the notebook cannot be submitted as 

evidence in any form. 

When other forms of physical evidence are not available. Is incorrect because the notebook cannot be 

submitted as evidence in any form. 

If the defense has no objections. Is incorrect because the notebook cannot be submitted as evidence in 

any form. 

 

QUESTION 4

In an organization, an Information Technology security function should: 

A. Be a function within the information systems function of an organization. 

B. Report directly to a specialized business unit such as legal, corporate security or insurance. 

C. Be lead by a Chief Security Officer and report directly to the CEO. 
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D. Be independent but report to the Information Systems function. 

Correct Answer: C 

In order to offer more independence and get more attention from management, an IT security function should be
independent from IT and report directly to the CEO. Having it report to a specialized business unit (e.g. legal) is not
recommended as it promotes a low technology view of the function and leads people to believe that it is someone
else\\'s problem. 

Source: HARE, Chris, Security management Practices CISSP Open Study Guide, version 1.0, april 1999. 

 

QUESTION 5

Controlling access to information systems and associated networks is necessary for the preservation of their: 

A. Authenticity, confidentiality and availability 

B. Confidentiality, integrity, and availability. 

C. integrity and availability. 

D. authenticity,confidentiality, integrity and availability. 

Correct Answer: B 

Controlling access to information systems and associated networks is necessary for the preservation of their
confidentiality, integrity and availability. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 31. 

 

QUESTION 6

Which of the following is best defined as a circumstance in which a collection of information items is required to be
classified at a higher security level than any of the individual items that comprise it? 

A. Aggregation 

B. Inference 

C. Clustering 

D. Collision 

Correct Answer: A 

The Internet Security Glossary (RFC2828) defines aggregation as a circumstance in which a collection of information
items is required to be classified at a higher security level than any of the individual items that comprise it. 

Source: SHIREY, Robert W., RFC2828: Internet Security Glossary, may 2000. 
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QUESTION 7

Which security model is based on the military classification of data and people with clearances? 

A. Brewer-Nash model 

B. Clark-Wilson model 

C. Bell-LaPadula model 

D. Biba model 

Correct Answer: C 

The Bell-LaPadula model is a confidentiality model for information security based on the military classification of data,
on people with clearances and data with a classification or sensitivity model. The Biba, Clark-Wilson and Brewer-Nash
models are concerned with integrity. 

Source: HARE, Chris, Security Architecture and Models, Area 6 CISSP Open Study Guide, January 2002. 

 

QUESTION 8

Secure Shell (SSH) is a strong method of performing: 

A. client authentication 

B. server authentication 

C. host authentication 

D. guest authentication 

Correct Answer: A 

Secure shell (SSH) was designed as an alternative to some of the insecure protocols and allows users to securely
access resources on remote computers over an encrypted tunnel. The Secure Shell Protocol (SSH) is a protocol for
secure remote login and other secure network services over an insecure network. The SSH authentication protocol runs
on top of the SSH transport layer protocol and provides a single authenticated tunnel for the SSH connection protocol. 

SSH\\'s services include remote log-on, file transfer, and command execution. It also supports port forwarding, which
redirects other protocols through an encrypted SSH tunnel. Many users protect less secure traffic of protocols, such as
X Windows and VNC (virtual network computing), by forwarding them through a SSH tunnel. The SSH tunnel protects
the integrity of communication, preventing session hijacking and other man-in-the-middle attacks. Another advantage of
SSH over its predecessors is that it supports strong authentication. There are several alternatives for SSH clients to
authenticate to a SSH server, including passwords and digital certificates. 

Keep in mind that authenticating with a password is still a significant improvement over the other protocols because the
password is transmitted encrypted. 

There are two incompatible versions of the protocol, SSH-1 and SSH-2, though many servers support both. SSH-2 has
improved integrity checks (SSH-1 is vulnerable to an insertion attack due to weak CRC32 integrity checking) and
supports local extensions and additional types of digital certificates such as Open PGP. SSH was originally designed for
UNIX, but there are now implementations for other operating systems, including Windows, Macintosh, and OpenVMS. 

Is SSH 3.0 the same as SSH3? 
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The short answer is: NO SSH 3.0 refers to version 3 of SSH Communications SSH2 protocol implementation and it
could also refer to OpenSSH Version 3.0 of its SSH2 software. The "3" refers to the software release version not the
protocol version. As of this writing (July 2013), there is no SSH3 protocol. 

"Server authentication" is incorrect. Though many SSH clients allow pre-caching of server/host keys, this is a minimal
form of server/host authentication. 

"Host authentication" is incorrect. Though many SSH clients allow pre-caching of server/host keys, this is a minimal
form of server/host authentication. 

"Guest authentication" is incorrect. The general idea of "guest" is that it is unauthenticated access. Reference(s) used
for this question: 

http://www.ietf.org/rfc/rfc4252.txt 

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition ((ISC)2 Press) (Kindle
Locations 7080-7088). Auerbach Publications. Kindle Edition. 

 

QUESTION 9

Of the reasons why a Disaster Recovery plan gets outdated, which of the following is not true? 

A. Personnel turnover 

B. Large plans can take a lot of work to maintain 

C. Continous auditing makes a Disaster Recovery plan irrelevant 

D. Infrastructure and environment changes 

Correct Answer: C 

Although a auditing is a part of corporate security, it in no way supercedes the requirments for a disaster recovery plan.
All others can be blamed for a plan going out of date. 

Source: HARRIS, Shon, All-In-One CISSP Certification uide, McGraw-Hill/Osborne, 2002, chapter 

9: Disaster Recovery and Business continuity (page 609). 

 

QUESTION 10

Which of the following recovery plan test results would be most useful to management? 

A. elapsed time to perform various activities. 

B. list of successful and unsuccessful activities. 

C. amount of work completed. 

D. description of each activity. 

Correct Answer: B 
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After a test has been performed the most useful test results for manangement would be knowing what worked and what
didn\\'t so that they could correct the mistakes where needed. 

The following answers are incorrect: 

elapsed time to perform various activities. This is incorrect because it is not the best answer, these results are not as
useful as list of successful and unsuccessful activities would be to managment. 

amount of work completed. This is incorrect because it is not the best answer, these results are not as useful as list of
successful and unsuccessful activities would be to managment. 

description of each activity. This is incorrect because it is not the best answer, these results are not as useful as list of
successful and unsuccessful activities would be to managment. 

 

QUESTION 11

Which of the following offers confidentiality to an e-mail message? 

A. The sender encrypting it with its private key. 

B. The sender encrypting it with its public key. 

C. The sender encrypting it with the receiver\\'s public key. 

D. The sender encrypting it with the receiver\\'s private key. 

Correct Answer: C 

An e-mail message\\'s confidentiality is protected when encrypted with the receiver\\'s public key, because he is the only
one able to decrypt the message. The sender is not supposed to have the receiver\\'s private key. By encrypting a
message with its private key, anybody possessing the corresponding public key would be able to read the message. By
encrypting the message with its public key, not even the receiver would be able to read the message. 

Source: HARRIS, Shon, All-In-One CISSP Certification uide, McGraw-Hill/Osborne, 2002, chapter 

8: Cryptography (page 517). 

 

QUESTION 12

Which access control model would a lattice-based access control model be an example of? 

A. Mandatory access control. 

B. Discretionary access control. 

C. Non-discretionary access control. 

D. Rule-based access control. 

Correct Answer: A 

In a lattice model, there are pairs of elements that have the least upper bound of values and greatest lower bound of
values. In a Mandatory Access Control (MAC) model, users and data owners do not have as much freedom to
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determine who can access files. 

TIPS FROM CLEMENT 

Mandatory Access Control is in place whenever you have permissions that are being imposed on the subject and the
subject cannot arbitrarily change them. When the subject/owner of the file can change permissions at will, it is
discretionary access control. Here is a breakdown largely based on explanations provided by Doug Landoll. I am
reproducing below using my own word and not exactly how Doug explained it: 

FIRST: The Lattice 

A lattice is simply an access control tool usually used to implement Mandatory Access Control (MAC) and it could also
be used to implement RBAC but this is not as common. The lattice model can be used for Integrity level or file
permissions as well. The lattice has a least upper bound and greatest lower bound. It makes use of pair of elements
such as the subject security clearance pairing with the object sensitivity label. 

SECOND: DAC (Discretionary Access Control) 

Let\\'s get into Discretionary Access Control: It is an access control method where the owner (read the creator of the
object) will decide who has access at his own discretion. As we all know, users are sometimes insane. They will share
their files with other users based on their identity but nothing prevent the user from further sharing it with other users on
the network. Very quickly you loose control on the flow of information and who has access to what. It is used in small
and friendly environment where a low level of security is all that is required. 

THIRD: MAC (Mandatory Access Control) 

All of the following are forms of Mandatory Access Control: 

Mandatory Access control (MAC) (Implemented using the lattice) 

You must remember that MAC makes use of Security Clearance for the subject and also Labels will be assigned to the
objects. The clearance of the Subject must dominate (be equal or higher) the clearance of the Object being accessed.
The label attached to the object will indicate the sensitivity leval and the categories the object belongs to. The categories
are used to implement the Need to Know. All of the following are forms of Non Discretionary Access Control: 

Role Based Access Control (RBAC) 

Rule Based Access Control (Think Firewall in this case) 

The official ISC2 book says that RBAC (synonymous with Non Discretionary Access Control) is a form of DAC but they
are simply wrong. RBAC is a form of Non Discretionary Access Control. Non Discretionary DOES NOT equal mandatory
access control as there is no labels and clearance involved. 

I hope this clarifies the whole drama related to what is what in the world of access control. 

In the same line of taught, you should be familiar with the difference between Explicit permission (the user has his own
profile) versus Implicit (the user inherit permissions by being a member of a role for example). 

The following answers are incorrect: 

Discretionary access control. Is incorrect because in a Discretionary Access Control (DAC) model, access is restricted
based on the authorization granted to the users. It is identity based access control only. It does not make use of a
lattice. 

Non-discretionary access control. Is incorrect because Non-discretionary Access Control (NDAC) uses the role-based
access control method to determine access rights and permissions. It is often times used as a synonym to RBAC which
is Role Based Access Control. The user inherit permission from the role when they are assigned into the role. This type
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of access could make use of a lattice but could also be implemented without the use of a lattice in some case.
Mandatory Access Control was a better choice than this one, but RBAC could also make use of a lattice. The BEST
answer was MAC. Rule-based access control. Is incorrect because it is an example of a Non-discretionary Access
Control (NDAC) access control mode. You have rules that are globally applied to all users. There is no such thing as a
lattice being use in Rule-Based Access Control. 

References: 

AIOv3 Access Control (pages 161 - 168) 

AIOv3 Security Models and Architecture (pages 291 - 293) 

 

QUESTION 13

Which of the following statements pertaining to software testing approaches is correct? 

A. A bottom-up approach allows interface errors to be detected earlier. 

B. A top-down approach allows errors in critical modules to be detected earlier. 

C. The test plan and results should be retained as part of the system\\'s permanent documentation. 

D. Black box testing is predicated on a close examination of procedural detail. 

Correct Answer: C 

A bottom-up approach to testing begins testing of atomic units, such as programs or modules, and works upwards until
a complete system testing has taken place. It allows errors in critical modules to be found early. A top-down approach
allows for early detection of interface errors and raises confidence in the system, as programmers and users actually
see a working system. White box testing is predicated on a close examination of procedural detail. Black box testing
examines some aspect of the system with little regard for the internal logical structure of the software. 

Source: Information Systems Audit and Control Association, Certified Information Systems Auditor 2002 review manual,
Chapter 6: Business Application System Development, Acquisition, Implementation and Maintenance (page 300). 

Top Down Testing: An approach to integration testing where the component at the top of the component hierarchy is
tested first, with lower level components being simulated by stubs. Tested components are then used to test lower level
components. The process is repeated until the lowest level components have been tested. 

Bottom Up Testing: An approach to integration testing where the lowest level components are tested first, then used to
facilitate the testing of higher level components. The process is repeated until the component at the top of the hierarchy
is tested. 

Black Box Testing: Testing based on an analysis of the specification of a piece of software without reference to its
internal workings. The goal is to test how well the component conforms to the published requirements for the
component. 

 

QUESTION 14

What is defined as the rules for communicating between computers on a Local Area Network (LAN)? 

A. LAN Media Access methods 
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B. LAN topologies 

C. LAN transmission methods 

D. Contention Access Control 

Correct Answer: A 

Media contention occurs when two or more network devices have data to send at the same time. Because multiple
devices cannot talk on the network simultaneously, some type of method must be used to allow one device access to
the network media at a time. 

This is done in two main ways: carrier sense multiple access collision detect (CSMA/CD) and token passing. 

In networks using CSMA/CD technology such as Ethernet, network devices contend for the network media. When a
device has data to send, it first listens to see if any other device is currently using the network. If not, it starts sending its
data. After finishing its transmission, it listens again to see if a collision occurred. A collision occurs when two devices
send data simultaneously. When a collision happens, each device waits a random length of time before resending its
data. In most cases, a collision will not occur again between the two devices. Because of this type of network
contention, the busier a network becomes, the more collisions occur. This is why performance of Ethernet degrades
rapidly as the number of devices on a single network increases. 

In token-passing networks such as Token Ring and FDDI, a special network frame called a token is passed around the
network from device to device. When a device has data to send, it must wait until it has the token and then sends its
data. When the data transmission is complete, the token is released so that other devices may use the network media.
The main advantage of token-passing networks is that they are deterministic. In other words, it is easy to calculate the
maximum time that will pass before a device has the opportunity to send data. This explains the popularity of token-
passing networks in some real-time environments such as factories, where machinery must be capable of
communicating at a determinable interval. 

For CSMA/CD networks, switches segment the network into multiple collision domains. This reduces the number of
devices per network segment that must contend for the media. By creating smaller collision domains, the performance
of a network can be increased significantly without requiring addressing changes. 

The following are incorrect answers: 

LAN topologies: Think of a topology as a network\\'s virtual shape or structure. This shape does not necessarily
correspond to the actual physical layout of the devices on the network. For example, the computers on a home LAN
may be arranged in a circle in a family room, but it would be highly unlikely to find a ring topology there. Common
topologies are: bus, ring, star or meshed. See THIS LINK for more information. 

LAN transmission methods: refer to the way packets are sent on the network and are either unicast, multicast or
broadcast. See THIS LINK for more information. 

Contention Access Control: This is a bogus detractor. 

Contention is a real term but Contention Access Control is just made up. Contention methods is very closely related to
Media Access Control methods. In communication networks, contention is a media access method that is used to share
a broadcast medium. In contention, any computer in the network can transmit data at any time (first come-first served).
This system breaks down when two computers attempt to transmit at the same time. This is a case of collision. To avoid
collision, carrier sensing mechanism is used. Here each computer listens to the network before attempting to transmit. If
the network is busy, it waits until network quiets down. In carrier detection, computers continue to listen to the network
as they transmit. If computer detects another signal that interferes with the signal it is sending, it stops transmitting. Both
computers then wait for random amount of time and attempt to transmit. Contention methods are most popular media
access control method on LANs. 

Reference(s) used for this question: 
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http://docwiki.cisco.com/wiki/Introduction_to_LAN_Protocols#LAN_Media-Access_Methods 

http://en.wikipedia.org/wiki/Contention_%28telecommunications%29 

 

QUESTION 15

Which SSL version offers client-side authentication? 

A. SSL v1 

B. SSL v2 

C. SSL v3 

D. SSL v4 

Correct Answer: C 

Secure Sockets Layer (SSL) is the technology used in most Web-based applications. SSL version 2.0 supports strong
authentication of the web server, but the authentication of the client side only comes with version 3.0. SSL v4 is not a
defined standard. Source: TIPTON, Harold F. and KRAUSE, Micki, Information Security Management Handbook, 4th
edition (volume 1), 2000, CRC Press, Chapter 3, Secured Connections to External Networks (page 54). 
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