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QUESTION 1

When designing a corporate NAC solution, which of the following is the MOST relevant integration issue? 

A. Infrastructure time sync 

B. End user mobility 

C. 802.1X supplicant compatibility 

D. Network Latency 

E. Network Zoning 

Correct Answer: D 

 

QUESTION 2

A forensics analyst is tasked identifying identical files on a hard drive. Due to the large number of files to be compared,
the analyst must use an algorithm that is known to have the lowest collision rate. Which of the following should be
selected? 

A. MD5 

B. RC4 

C. SHA-128 

D. AES-256 

Correct Answer: C 

 

QUESTION 3

Ann, a security administrator, is strengthening the security controls of the company\\'s campus. Her goal is to prevent
people from accessing open locations that are not supervised, such as around the receiving dock. She is also
concerned that employees are using these entry points as a way of bypassing the security guard at the main entrance.
Which of the following should Ann recommend that would BEST address her concerns? 

A. Increase the lighting surrounding every building on campus 

B. Build fences around campus with gate entrances 

C. Install cameras to monitor the unsupervised areas 

D. Construct bollards to prevent vehicle entry in non-supervised areas 

Correct Answer: B 
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QUESTION 4

The key management organization has implemented a key escrowing function. Which of the following technologies can
provide protection for the PKI\\'s escrowed keys? 

A. CRL 

B. OCSP 

C. TPM 

D. HSM 

Correct Answer: A 

 

QUESTION 5

A load balancer has the ability to remember which server a particular client is using and always directs that client to the
same server. This feature is called: 

A. Cookie tracking 

B. URL filtering 

C. Session affinity 

D. Behavior monitoring 

Correct Answer: C 

 

QUESTION 6

A system administrator attempts to ping a hostname and the response is 2001:4860:0:2001::68. 

Which of the following replies has the administrator received? 

A. The loopback address 

B. The local MAC address 

C. IPv4 address 

D. IPv6 address 

Correct Answer: D 

IPv6 addresses are 128-bits in length. An IPv6 address is represented as eight groups of four hexadecimal digits, each
group representing 16 bits (two octets). The groups are separated by colons (:). The hexadecimal digits are case-
insensitive, but IETF recommendations suggest the use of lower case letters. The full representation of eight 4- digit
groups may be simplified by several techniques, eliminating parts of the representation. 
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QUESTION 7

An administrator needs to secure RADIUS traffic between two servers. Which of the following is the BEST solution? 

A. Require IPSec with AH between the servers 

B. Require the message-authenticator attribute for each message 

C. Use MSCHAPv2 with MPPE instead of PAP 

D. Require a long and complex shared secret for the servers 

Correct Answer: A 

IPsec is used for a secure point-to-point connection traversing an insecure network such as the Internet. Authentication
Header (AH) is a primary IPsec protocol that provides authentication of the sender\\'s data. 

 

QUESTION 8

A new client application developer wants to ensure that the encrypted passwords that are stored in their database are
secure from cracking attempts. To implement this, the developer implements a function on the client application that
hashes passwords thousands of times prior to being sent to the database. Which of the following did the developer
MOST likely implement? 

A. RIPEMD 

B. PBKDF2 

C. HMAC 

D. ECDHE 

Correct Answer: B 

Password-Based Key Derivation Function 2 (PBKDF2) makes use of a hashing operation, an encryption cipher function,
or an HMAC operation) on the input password, which is combined with a salt and is repeated thousands of times. 

 

QUESTION 9

Which of the following exploits either a host file on a target machine or vulnerabilities on a DNS server in order to carry
out URL redirection? 

A. Pharming 

B. Spoofing 

C. Vishing 

D. Phishing 

Correct Answer: B 
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QUESTION 10

Joe notices there are several user accounts on the local network generating spam with embedded malicious code.
Which of the following technical control should Joe put in place to BEST reduce these incidents? 

A. Account lockout 

B. Group Based Privileges 

C. Least privilege 

D. Password complexity 

Correct Answer: A 

 

QUESTION 11

An administrator is looking to implement a security device which will be able to not only detect network intrusions at the
organization level, but help defend against them as well. Which of the following is being described here? 

A. NIDS 

B. NIPS 

C. HIPS 

D. HIDS 

Correct Answer: B 

Network-based intrusion prevention system (NIPS) monitors the entire network for suspicious traffic by analyzing
protocol activity. The main functions of intrusion prevention systems are to identify malicious activity, log information
about this activity, attempt to block/stop it, and report it 

 

QUESTION 12

The loss prevention department has purchased a new application that allows the employees to monitor the alarm
systems at remote locations. However, the application fails to connect to the vendor\\'s server and the users are unable
to log in. Which of the following are the MOST likely causes of this issue? (Select TWO). 

A. URL filtering 

B. Role-based access controls 

C. MAC filtering 

D. Port Security 

E. Firewall rules 

Correct Answer: AE 

A URL filter is used to block URLs (websites) to prevent users accessing the website. Firewall rules act like ACLs, and
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they are used to dictate what traffic can pass between the firewall and the internal network. Three possible actions can
be taken based on the rule\\'s criteria: Block the connection Allow the connection Allow the connection only if it is
secured 

Incorrect Options: 

B: Role-based Access Control is basically based on a user\\'s job description. When a user is assigned a specific role in
an environment, that user\\'s access to objects is granted based on the required tasks of that role. Since the sales team
needs to save and print reports, they would not be restricted if restrictions were role-based. 

C: A MAC filter is a list of authorized wireless client interface MAC addresses that is used by a WAP to block access to
all unauthorized devices. 

D: Port security works at level 2 of the OSI model and allows an administrator to configure switch ports so that only
certain MAC addresses can use the port. 

Reference: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp. 19, 61, 276 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, 6th Edition, Sybex, Indianapolis, 2014, p. 157 
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