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QUESTION 1

Users can detach the Security Center client on Alibaba Cloud ECS instances, and reinstall it later when necessary. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

Which of the following features are available in Alibaba Cloud Anti-DDoS Premium product? (Number of correct
answers: 3) 

A. SQL injection Attack blocking 

B. Web application layer DDoS protection 

C. Transport layer DDoS protection 

D. Malformed packets filtering 

Correct Answer: BCD 

 

QUESTION 3

Cloud computing service security requires the joint effort of the cloud service supplier (such as Alibaba Cloud),
independent software vendor (ISV), and users The failure of any party to fulfill their responsibilities may lead to security
risks. Which of the following are the responsibilities of the cloud computing service users? (Number of correct answers
2) 

A. Ensure multi-channel power supply in the Cloud data center 

B. Provide security protection for physical infrastructure 

C. Regularly change the service system password 

D. Strengthen information security management in the company to prevent sensitive information leakage 

Correct Answer: CD 

 

QUESTION 4

There is a limit on the number of Customer Master Keys (CMKs) that users can create using Key Management Service
(KMS), but users can raise this limit by submitting a support ticket to Alibaba Cloud. 

A. True 
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B. False 

Correct Answer: A 

 

QUESTION 5

Alibaba Cloud Security Center is consisted of light-weight Agents and cloud engine to provide functions such as
webshell scanning and removal, day vulnerability repair, security baseline inspection, and host access control, to protect
the server security. Which of the following processes is NOT included in Security Center Agent? 

A. AliHids 

B. AliYunDunUpdate 

C. AliYunDun 

D. All Safe 

Correct Answer: D 

 

QUESTION 6

Border Gateway Protocol (BGP) is mainly used for interconnection between autonomous systems (AS) on the Internet
It. Controlling route transmission and selecting the best route Alibaba Cloud uses a BGP multi-line access mechanism
for all its IDCs in China. Which of the followings are advantages of a BGP multi-line IDC? (Number of correct answers
2) 

A. Larger bandwidth 

B. High-speed interconnection 

C. Low bandwidth cost 

D. Elimination of access barriers between North China and South China because China is big and North China and
South China has different telecom operators 

Correct Answer: BD 

 

QUESTION 7

Alibaba Cloud Security Center can record source IP addresses that remotely access a server, and shield 

suspicious IP addresses that frequently connect to the server. During routine OandM. 

Which of the following functions can be used to set the IP address that are commonly used by the system 

administrator\\'? 

A. Security group 

B. Valid Login IP list 
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C. Frequent logon location management 

D. Webshell detection 

Correct Answer: C 

 

QUESTION 8

Content Moderation Service is an API-based service Like many API services, it employs throttling to make sure that the
service cannot be overwhelmed by a large number of simultaneous requests. What is the maximum number of requests
per minute you can make against the Content Moderation API? 

A. 300 

B. 100 

C. 1000 

D. 600 

Correct Answer: D 

 

QUESTION 9

Anti-DDoS is one of the major products of Alibaba Cloud Security service Many websites have suffered DDoS attacks of
different types. Therefore, accurate understanding of DDoS attacks is critical to the website security protection. Which of
the following statements about DDoS attacks is the MOST accurate? 

A. The main purpose of a DDoS attack is to prevent the target server from providing normal services 

B. A DDoS attack cracks the servers logon password by means of numerous attempts 

C. The purpose of a DDoS attack is to steal confidential information 

D. DDoS attacks primarily target a database 

Correct Answer: A 

 

QUESTION 10

Products like ECS and Server Load Balancer it will be automatically protected by Anti- DDoS Basic service. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11
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When a Layer-4 forwarding rule is configured with multiple origin site IP addresses, Alibaba Cloud Anti-ODoS Premium
Service will perform load balancing for Layer-4 requests using balancing algorithm. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 12

Alibaba Cloud Anti-DDoS Premium Service can be used to protect against DDoS attacks larger than 100 Gbps. It can
be used to protect both Alibaba Cloud hosts and non-Alibaba Cloud hosts. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 13

To improve system security and protect the system from DDoS attacks, you can use Alibaba Cloud Anti-DDoS Premium
Service. Which of the following products can be used together with Alibaba Cloud Anti-DDoS Service to improve the
system access capabilities? (Number of correct answers 3) 

A. Server Load Balancer 

B. CDN 

C. WAF 

D. RDS 

Correct Answer: ABC 

 

QUESTION 14

Among various types of network attacks, "phishing" is one of the most common attacks. A phishing website looks
exactly the same as the real website It asks visitors to login with their accounts and passwords; at the same time, record
these privacy information for illegal purpose. Which of the following statements about how phishing websites are spread
is FALSE? 

A. Banks publish phishing website links in prominent positions on their official websites 

B. Phishing website links are sent through Facebook. Twitter and other IM(instant Messenger) applications. 

C. Advertisements are pushed to search engines and small and medium websites, attracting users to click the phishing
website links. 

D. Phishing website links are published in batches through emails forums, blogs, and SNS(Social Network Sites). 
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Correct Answer: A 

 

QUESTION 15

After you install the Alibaba Cloud Security center agent on a non with your Alibaba Cloud account*? 

A. The user name and password 

B. Your AccessKey 

C. Your account ID 

D. The installation verification key generated on the console 

Correct Answer: B 
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