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QUESTION 1

A customer is using ABC Telecom as a network provider. The customer has 10 different offices connected to ABC
Telecom\\'s MPLS backbone. The customer is setting up an AWS Direct Connect connection to AWS and has provided
the LOA-CFA to ABC Telecom. ABC Telecom has terminated the Direct Connect circuit into their MPLS backbone. To
uniquely identify the customer\\'s traffic over the MPLS backbone, the customer must encapsulate all traffic with VLAN
tag 100. The customer wants to send traffic to multiple VPCs. 

Which two steps should be taken to meet the customer\\'s requirement? (Choose two.) 

A. The customer performs Q-in-Q tunneling, with the AWS-required VLAN tag in the inside and VLAN 100 as the
outside tag. 

B. Create a support ticket with AWS to request the removal of the outer VLAN tag 100 as the traffic reaches AWS
routers. 

C. Send the traffic for all VPCs with the same VLAN tag 100 and use BGP to ensure that proper routing takes place to
the appropriate VPC. 

D. ABC Telecom removes the outer tag before sending the packet to AWS. 

E. ABC Telecom creates a support ticket with AWS to exchange MPLS labels and include the AWS port as part of their
MPLS network. 

Correct Answer: CE 

 

 

QUESTION 2

When an AWS Config rule is triggered a JSON object known as an AWS Config Event is created. This object contains
a(n) ____ attribute, which is a JSON-formatted set of key/value pairs the receiving AWS Lambda function processes as
part of its evaluation logic. 

A. inputParameters 

B. invokingEvent 

C. ruleConfiguration 

D. mappingTemplate 

Correct Answer: A 

Explanation: The JSON object for an AWS Config event contains a ruleParameters attribute, which is a set of key/value
pairs that the AWS Lambda function receiving the event processes as part of its evaluation logic. You define parameters
when you use the AWS Config console to create a custom rule. You can also define parameters with the
InputParameters attribute in the PutConfigRule AWS Config API request or the put-config-rule AWS CLI command. The
JSON code for the parameters is contained within a string, so a function must parse the string with a JSON parser to be
able to evaluate its contents 

Reference: http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules_exa mple-
events.html 
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QUESTION 3

You have a management server that needs to be able to communicate with two subnets. One of these subnets is
private. This subnet must remain private and must not pass any traffic back to other subnets. 

How would you configure this? 

A. Configure a NACL to allow access from the management server to the private server. 

B. Add an ENI to the management server that resides in the subnet of the private server. 

C. You can\\'t do this without allowing traffic back through the other subnet. 

D. Configure a security group rule to allow access from the management server to the private server. 

Correct Answer: B 

Explanation: 

Add an ENI to the management server that resides in the subnet of the private server. This will allow the 

management server to communicate with the private server without having to change security rules. 

 

QUESTION 4

You work for a company that has several instances running with automatically assigned public IPs. You performed an
upgrade that required you to restart the instances from the console and your DNS records don\\'t work anymore. What
happened? 

A. Your network interfaces need to be reinitialized 

B. You need to restart Route 53 

C. Restarting too many instances at once overloads the system 

D. The instances changed their public IP addresses on restart 

Correct Answer: D 

 

Explanation: 

Automatically assigned public IPs change on stop or termination of an instance. 

 

QUESTION 5

AWS Config flags a resource as ____ if a resource violates any conditions of an AWS Config rule that it evaluates on
the resource in question. 

A. corrupted 
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B. noncompliant 

C. invalid 

D. misconfigured 

Correct Answer: B 

Explanation: 

Use AWS Config to evaluate the configuration settings of your AWS resources. You do this by creating 

AWS Config rules, which represent your ideal configuration settings. AWS Config provides customizable, 

predefined rules called managed rules to help you get started. You can also create your own custom rules. 

While AWS Config continuously tracks the configuration changes that occur among your resources, it checks whether
these changes violate any of the conditions in your rules. If a resource violates a rule, AWS Config flags the resource
and the rule as noncompliant. 

Reference: http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html 

 

QUESTION 6

Which of these metrics cannot help detect a DDoS? 

A. EC2 CPUUtilization 

B. ELB SurgeQueueLength 

C. EMR EMRspersecond 

D. CloudFront Requests 

Correct Answer: C 

Explanation: 

EMR EMRspersecond doesn\\'t exist. 

 

QUESTION 7

You want to send a broadcast message to your 10.0.0.0/24 subnet, which one of these addresses should you use? 

A. 10.0.0.255 

B. 10.0.0.1 

C. 10.0.0.2 

D. You cannot send a broadcast in an AWS VPC. 

Correct Answer: D 
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Explanation: 

You cannot send a broadcast in an AWS VPC, but the address is still reserved. 

 

QUESTION 8

What two items are required for all AWS VPNs? (Choose two.) 

A. Virtual Private Gateway 

B. ASN 

C. A hardware router 

D. Customer Gateway 

Correct Answer: AD 

Explanation: 

An ASN is only required for dynamic VPNs and hardware routers are not required. 

 

QUESTION 9

An organization has ordered a new AWS Direct Connect connection. The AWS Management Console reports that the
connection is available and BGP status is up. However, the networking team is not able to reach instances in the VPC
using ping on the organization\\'s private IP address. 

What could cause this connectivity issue? (Choose two.) 

A. The VGW is not advertising the correct CIDR range back on-premises. 

B. The instance security group does not allow ICMP traffic. 

C. A public virtual interface must be configured for Amazon EC2 connectivity. 

D. The on-premises router is not advertising the correct CIDR range to AWS. 

E. There is a misconfiguration of the bi-directional forwarding detection. 

Correct Answer: CD 

 

 

QUESTION 10

What MTU is recommended for VPN and Direct Connect links? 

A. 1500 

B. 2000 
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C. 128 

D. Jumbo Frames 

Correct Answer: A 

Explanation: 

Jumbo frames will not pass through VPN and Direct Connect links using AWS connections. You must use 

an MTU of 1500. 

 

QUESTION 11

Which endpoint is considered to be best practice when analyzing data within a Configuration Stream of AWS Config? 

A. SNS 

B. E-Mail 

C. SQS 

D. Kinesis 

Correct Answer: C 

Explanation: The Simple Queue Service can be subscribed to the AWS Config topic (the Configuration Stream) which
gives you a highly available and decoupled environment for the data within your Configuration Streams. By using SQS it
allows you to create and use your own applications to extract only information and data that is pertinent to you. There
can be vast amounts of data coming into the Configuration Stream, but you might only want to be notified and made
away of any changes that may relate to any potential security issues. As a result, you may want to pull information from
the queue that only relate to Security Groups/NACLs/IAM Roles or any other resource type that could affect the security
of your environment. 

Reference: http://docs.aws.amazon.com/config/latest/developerguide/monitor-resource-changes.html 

 

QUESTION 12

A user has enabled detailed CloudWatch monitoring with the AWS Simple Notification Service. Which of 

the below mentioned statements helps the user understand detailed monitoring better? 

A. SNS cannot provide data every minute 

B. There is no need to enable since SNS provides data every minute 

C. SNS will send data every minute after configuration 

D. AWS CloudWatch does not support monitoring for SNS 

Correct Answer: A 

Explanation: CloudWatch is used to monitor AWS as well as the custom services. It provides either basic or detailed
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monitoring for the supported AWS products. In basic monitoring, a service sends data points to CloudWatch every five
minutes, while in detailed monitoring a service sends data points to CloudWatch every minute. The AWS SNS service
sends data every 5 minutes. Thus, it supports only the basic monitoring. The user cannot enable detailed monitoring
with SNS. 

Reference: http://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/ supported_services.html 

 

QUESTION 13

You wish to have a sub-1G connection to AWS to save on costs. How can you achieve this? 

A. Just set your router to the speed you want and AWS will charge you based on the actual speed of the port. 

B. Contact AWS, they will put you in contact with a technical account manager who can help you get this setup. 

C. You can\\'t. The only speeds available for Direct Connect are 1G and 10G. 

D. Contact an AWS partner, AWS does not provide sub-1G connection speeds. 

Correct Answer: D 

Explanation: 

Sub-1G service is only available through AWS partners. 

 

QUESTION 14

Your company has set up AWS Direct Connect to connect on-premises to an Amazon VPC instance. Two Direct
Connect connections terminate at two different Direct Connect locations. You are using two routers, R1 and R2, at your
end (one of each Direct Connect connection). R1 and R2 do NOT have connectivity between them. Both routers
advertise the same routers over BGP to the VGW. You have a stateful firewall on each router. The routers drop some of
the traffic coming from the VPC. 

Which two actions should you take to fix this problem? (Choose two.) 

A. Use BGP AS prepend attribute to prepend additional AS numbers while advertising routers from R1 to VGW. 

B. Use BGP local preference attribute to assign R1 to a lower local preference number than R2. 

C. Use BGP local preference attribute to assign R1 a higher local preference number than R2. 

D. Use BGP MED attribute to assign a higher MED value to the routes advertised R1 to VGW. 

E. Use BGP MED attribute to assign a higher MED value to the routes advertised from R2 to VGW. 

Correct Answer: AC 

 

 

QUESTION 15
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You are a network admin of a US company called Webby Widgets that is expanding to Europe. The company has a
website that serves dynamic and static content. 

You have been instructed to ensure the European clients receive the least latency possible, no matter where in Europe
they live, while still allowing the US clients to receive the same user experience and performance they have been
accustomed to. You have also been instructed to ensure both countries use the same URL to access the site and keep
costs low. 

What two things should you do? (Choose two.) 

A. Deploy three VPCs; one for the US, one for the EU, and one as a central VPC that hosts an Elastic Load Balancer
that will distribute traffic between the US and EU VPCs. 

B. Create two A records: eu.webbywidgets.com that points to the EU resources and us.webbywidgets.com that points to
the US resources. 

C. Use the Traffic Flow policy creator to create the perfect routing policy. 

D. Create a CloudFront distribution to serve the static content from an S3 bucket. 

Correct Answer: CD 

Explanation: 

The Traffic Flow policy creator costs $50/mo. per policy and Elastic Load Balancers cannot distribute traffic 

between VPCs. 
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