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QUESTION 1

A Development team is working on a case management solution that allows medical claims to be processed and
reviewed. Users log in to provide information related to their medical and financial situations. 

As part of the application, sensitive documents such as medical records, medical imaging, bank statements, and
receipts are uploaded to Amazon S3. All documents must be securely transmitted and stored. All access to the
documents must 

be recorded for auditing. 

What is the MOST secure approach? 

A. Use S3 default encryption using Advanced Encryption Standard-256 (AES-256) on the destination bucket. 

B. Use Amazon Cognito for authorization and authentication to ensure the security of the application and documents. 

C. Use AWS Lambda to encrypt and decrypt objects as they are placed into the S3 bucket. 

D. Use client-side encryption/decryption with Amazon S3 and AWS KMS. 

Correct Answer: A 

https://aws.amazon.com/s3/faqs/?nc1=h_ls. 

 

QUESTION 2

A developer assumes a role with the AWS CLI to get a set of temporary security credentials. 

Which of the following must be set in the environment variables or AWS configuration file to authenticate to AWS? 

A. AccessKeyId SecretAccessKey, and AssumedRoleId 

B. UserId, SessionToken, and AssumedRoleId 

C. AccessKeyId, SecretAccessKey, and SessionToken 

D. UserId, SessionToken and Credentials 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html 

 

QUESTION 3

A Developer needs to use AWS X-Ray to monitor an application that is deployed on EC2 instances. What steps have to
be executed to perform the monitoring? 

A. Deploy the X-Ray SDK with the application and use X-Ray annotation. 

B. Install the X-Ray daemon and instrument the application code. 
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C. Install the X-Ray daemon and configure it to forward data to Amazon CloudWatch Events. 

D. Deploy the X-Ray SDK with the application and instrument the application code. 

Correct Answer: C 

 

QUESTION 4

A developer is creating AWS CloudFormation templates to manage an application\\'s deployment in Amazon Elastic
Container Service (Amazon ECS) through AWS CodeDeploy. The developer wants to automatically deploy new
versions of the application to a percentage of users before the new version becomes available for all users. 

How should the developer manage the deployment of the new version? 

A. Modify the CloudFormation template to include a Transform section and the AWS::CodeDeploy::BlueGreen hook. 

B. Deploy the new version in a new CloudFormation stack. After testing is complete, update the application\\'s DNS
records for the new stack. 

C. Run CloudFormation stack updates on the application stack to deploy new application versions when they are
available. 

D. Create a nested stack for the new version. Include a Transform section and the AWS::CodeDeploy::BlueGreen
hook. 

Correct Answer: A 

Reference: https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-cloudformation-templates.html 

 

QUESTION 5

In AWS, which security aspects are the customer\\'s responsibility? Choose 4 answers 

A. Life-cycle management of IAM credentials 

B. Decommissioning storage devices 

C. Security Group and ACL (Access Control List) settings 

D. Encryption of EBS (Elastic Block Storage) volumes 

E. Controlling physical access to compute resources 

F. Patch management on the EC2 instance\\'s operating system 

Correct Answer: ACDF 

Physical and Environmental Security 

AWS\\'s data centers are state of the art, utilizing innovative architectural and engineering approaches. Amazon has
many years of experience in designing, constructing, and operating large-scale data centers. This experience has been
applied to the AWS platform and infrastructure. AWS data centers are housed in nondescript facilities. Physical access
is strictly controlled both at the perimeter and at building ingress points by professional security staff utilizing video
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surveillance, intrusion detection systems, and other electronic means. Authorized staff must pass two-factor
authentication a minimum of two times to access data center floors. All visitors and contractors are required to present
identification and are signed in and continually escorted by authorized staff. 

Storage Decommissioning When a storage device has reached the end of its useful life, AWS procedures include a
decommissioning process that is designed to prevent customer data from being exposed to unauthorized individuals.
AWS uses the techniques detailed in DoD 5220.22-M (National Industrial Security Program Operating Manual) or NIST
800-88 (Guidelines for Media Sanitization) to destroy data as part of the decommissioning process. All decommissioned
magnetic storage devices are degaussed and physically destroyed in accordance with industry-standard practices. 

 

QUESTION 6

A company is migrating the content delivery network for its dynamic PHP website to AWS. An Amazon CloudFront web
distribution is part of the new infrastructure. The distribution has the following cache behavior settings: 

1. 

Allowed HTTP Methods is set to GET, HEAD 

2. 

Viewer Protocol Policy is set to HTTP and HTTPS 

Developers test the solution and can reach the company\\'s website over HTTP and HTTPS. However, the developers
are unable to log in to the previously working administration panel of the website. 

Which action will resolve this login issue? 

A. Set Allowed HTTP Methods to GET, HEAD, OPTIONS 

B. Set Viewer Protocol Policy to HTTPS Only 

C. Set Allowed HTTP Methods to GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE 

D. Set Viewer Protocol Policy to Redirect HTTP to HTTPS 

Correct Answer: C 

Reference: https://aws.amazon.com/blogs/networking-and-content-delivery/dynamic-whole-site-delivery-with-amazon-
cloudfront/ 

 

QUESTION 7

A company needs to secure its existing website running behind an Elastic Load Balancer. The website\\'s Amazon EC2
instances are CPU-constrained. What should be done to secure the website while not increasing the CPU load on the
EC2 web servers? (Select TWO.) 

A. Configure an Elastic Load Balancer with SSL pass-through. 

B. Configure SSL certificates on an Elastic Load Balancer. 

C. Configure an Elastic Load Balancer with a Loadable Storage System. 
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D. Install SSL certificates on the EC2 instances. 

E. Configure an Elastic Load Balancer with SSL termination. 

Correct Answer: BD 

 

QUESTION 8

A Developer has discovered that an application responsible for processing messages in an Amazon SQS queue is
routinely falling behind. The application is capable of processing multiple messages in one execution, but is only
receiving one message at a time. 

What should the Developer do to increase the number of messages the application receives? 

A. Call the ChangeMessageVisibility API for the queue and set MaxNumberOfMessages to a value greater than the
default of 1. 

B. Call the AddPermission API to set MaxNumberOfMessages for the ReceiveMessage action to a value greater than
the default of 1. 

C. Call the ReceiveMessage API to set MaxNumberOfMessages to a value greater than the default of 1. 

D. Call the SetQueueAttributes API for the queue and set MaxNumberOfMessages to a value greater than the default of
1. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html 

 

QUESTION 9

A company hosts a microservices application that uses Amazon API Gateway, AWS Lambda, Amazon Simple Queue
Service (Amazon SOS), and Amazon DynamoDB, One of the Lambda functions adds messages to an SOS FIFO
queue. 

When a developer checks the application logs, the developer finds a few duplicated items in a DynamoDB table. The
items were inserted by another polling function that processes messages from the queue. 

What is the MOST likely cause of this issue? 

A. Write operations on the DynamoDB table are being throttled 

B. The SOS queue delivered the message to the function more than once 

C. API Gateway duplicated the message in the SOS queue 

D. The polling function timeout is greater than the queue visibility timeout 

Correct Answer: B 

 

QUESTION 10
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A company is migrating from a monolithic architecture to a microservices-based architecture. The Developers need to
refactor the application so that the many microservices can asynchronously communicate with each other without
impacting performance. 

Use of which managed AWS services will enable asynchronous message passing? (Choose two.) 

A. Amazon SQS 

B. Amazon Cognito 

C. Amazon Kinesis 

D. Amazon SNS 

E. Amazon ElastiCache 

Correct Answer: AD 

 

QUESTION 11

A developer is changing the configuration for a CPU-intensive AWS Lambda function that runs once an hour. The
function usually takes 45 seconds to run, but sometimes the run time is up to 1 minute. The timeout parameter is set to
3 

minutes, and all other parameters are set to default. 

The developer needs to optimize the run time of this function. 

Which solution will meet this requirement? 

A. Redeploy the function within the default VPC. 

B. Increase the function\\'s memory. 

C. Redeploy the function by using Lambda layers. 

D. Increase the function\\'s reserved concurrency. 

Correct Answer: B 

 

 

QUESTION 12

A developer is building an AWS Lambda function that will dynamically generate and send a weekly newsletter to
100.000 users This newsletter contains both static text and images The developer needs a fast and highly scalable
place to store the images that will be hyperlinked in the newsletter Where should the developer store these images? 

A. Use an Amazon DynamoDB table with DynamoDB Streams and read capacity auto scaling enabled 

B. Use an Amazon S3 bucket and S3 Transfer Acceleration to speed up the image download 

C. Use an Amazon Aurora database with a public DNS endpoint and auto scaling enabled 
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D. Use an Amazon S3 backed Amazon CloudFront distribution with a high Time-to-Live (TTL) to maximize caching 

Correct Answer: D 

 

QUESTION 13

A developer has written an application that runs on Amazon EC2 instances. The developer is adding functionality for the
application to write objects to an Amazon S3 bucket. Which policy must the developer modify to allow the instances to
write these objects? 

A. The IAM policy that is attached to the EC2 instance profile role 

B. The session policy that is applied to the EC2 instance role session 

C. The AWS Key Management Service (AWS KMS) key policy that is attached to the EC2 instance profile role 

D. The Amazon VPC endpoint policy 

Correct Answer: A 

 

QUESTION 14

An application runs on multiple EC2 instances behind an ELB. 

Where is the session data best written so that it can be served reliably across multiple requests? 

A. Write data to Amazon ElastiCache 

B. Write data to Amazon Elastic Block Store. 

C. Write data to Amazon EC2 Instance Store. 

D. Write data to the root filesystem. 

Correct Answer: C 

Reference: 

https://docs.aws.amazon.com/aws-technical-content/latest/microservices-on-aws/microservices- on-
aws.pdf?icmpid=link_from_whitepapers_page (14) 

 

QUESTION 15

A company has an application that runs on AWS Lambda@Edge. The application serves content that varies based on
the device that the viewer is using. Information about the number of hits by device type is written to logs that are stored
in a log group in Amazon CloudWatch Logs. The company needs to publish an Amazon CloudWatch custom metric for
each device type. 

Which approach will meet these requirements? 

A. Create a CloudWatch Logs Insights query to extract the device type information from the logs and to create a custom
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metric with device type as a dimension. 

B. Create a CloudWatch metric filter to extract metrics from the log files with device type as a dimension. 

C. Update the application to write its logs in the CloudWatch embedded metric format with device type as a dimension. 

D. Configure the CloudWatch Logs agent for Lambda integration. Update the application to use the StatsD protocol to
emit the metrics. 

Correct Answer: D 

Reference: https://aws.amazon.com/lambda/faqs/ 
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