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QUESTION 1

A company wants to have an Intrusion detection system available for their VPC in AWS. They want to have complete
control over the system. Which of the following would be ideal to implement? 

Please select: 

A. Use AWS WAF to catch all intrusions occurring on the systems in the VPC 

B. Use a custom solution available in the AWS Marketplace 

C. Use VPC Flow logs to detect the issues and flag them accordingly. 

D. Use AWS Cloudwatch to monitor all traffic 

Correct Answer: B 

Sometimes companies want to have custom solutions in place for monitoring Intrusions to their systems. In such a case,
you can use the AWS Marketplace for looking at custom solutions. 

Option A.C and D are all invalid because they cannot be used to conduct intrusion detection or prevention. For more
information on using custom security solutions please visit the below URL
https://d1.awsstatic.com/Marketplace/security/AWSMP_Security_Solution%200verview.pdf For more information on
using custom security solutions please visit the below URL: https://d1 .awsstatic.com/Marketplace/security/AWSMP
Security Solution%20Overview.pdf 

The correct answer is: Use a custom solution available in the AWS Marketplace 

 

QUESTION 2

Latest SCS-C01 Dumps | SCS-C01 VCE Dumps | SCS-C01 Braindumps                              2 / 11

https://www.lead4pass.com/aws-certified-security-specialty.html
https://www.lead4pass.com/aws-certified-security-specialty.html
https://www.lead4pass.com/aws-certified-security-specialty.html


https://www.lead4pass.com/aws-certified-security-specialty.html
2023 Latest lead4pass SCS-C01 PDF and VCE dumps Download

A company hosts an application on Amazon EC2 that is subject to specific rules for regulatory compliance. One rule
states that traffic to and from the workload must be inspected for network-level attacks. This involves inspecting the
whole packet. 

To comply with this regulatory rule, a security engineer must install intrusion detection software on a c5n.4xlarge EC2
instance. The engineer must then configure the software to monitor traffic to and from the application instances. 

What should the security engineer do next? 

A. Place the network interface in promiscuous mode to capture the traffic. 

B. Configure VPC Flow Logs to send traffic to the monitoring EC2 instance using a Network Load Balancer. 

C. Configure VPC traffic mirroring to send traffic to the monitoring EC2 instance using a Network Load Balancer. 

D. Use Amazon Inspector to detect network-level attacks and trigger an AWS Lambda function to send the suspicious
packets to the EC2 instance. 

Correct Answer: C 

 

QUESTION 3

A development team recently deployed a Java application on a default AWS Elastic Beanstalk environment. The
application is unable to connect to an Amazon S3 bucket that has a default configuration in the same account. 

What should a security engineer do to troubleshoot this issue? 

A. Confirm that the Elastic Beanstalk service role has access to Amazon S3. 

B. Confirm that the Elastic Beanstalk instance profile has access to Amazon S3. 

C. Confirm that the AWSElasticBeanstalkFullAccess managed policy is attached to the Elastic Beanstalk environment. 

D. Confirm that the S3 bucket policy allows access from the Elastic Beanstalk application ARN. 

Correct Answer: D 

Reference: https://aws.amazon.com/premiumsupport/knowledge-center/elastic-beanstalk-s3-bucketinstance/ 

 

QUESTION 4

A company hosts critical data in an S3 bucket. Even though they have assigned the appropriate permissions to the
bucket, they are still worried about data deletion. What measures can be taken to restrict the risk of data deletion on the
bucket. Choose 2 answers from the options given below Please select: 

A. Enable versioning on the S3 bucket 

B. Enable data at rest for the objects in the bucket 

C. Enable MFA Delete in the bucket policy 

D. Enable data in transit for the objects in the bucket 
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Correct Answer: AC 

One of the AWS Security blogs mentions the followinj Versioning keeps multiple versions of an object in the same
bucket. When you enable it on a bucket Amazon S3 automatically adds a unique version ID to every object stored in the
bucket. At that point, a simple DELETE action does not permanently delete an object version; it merely associates a
delete marker with the object. If you want to permanently delete an object version, you must specify its version ID in
your DELETE request. You can add another layer of protection by enabling MFA Delete on a versioned bucket. Once
you do so, you must provide your AWS accounts access keys and a valid code from the account\\'s MFA device in order
to permanently delete an object version or suspend or reactivate versioning on the bucket. Option B is invalid because
enabling encryption does not guarantee risk of data deletion. Option D is invalid because this option does not guarantee
risk of data deletion. For more information on AWS S3 versioning and MFA please refer to the below URL:
https://aws.amazon.com/blogs/security/securing-access-to-aws-using-mfa-part-3/ The correct answers are: Enable
versioning on the S3 bucket Enable MFA Delete in the bucket policy 

 

QUESTION 5

A company\\'s security team has defined a set of AWS Config rules that must be enforced globally in all AWS accounts
the company owns. What should be done to provide a consolidated compliance overview for the security team? 

A. Use AWS Organizations to limit AWS Config rules to the appropriate Regions, and then consolidate the Amazon
CloudWatch dashboard into one AWS account. 

B. Use AWS Config aggregation to consolidate the views into one AWS account, and provide role access to the security
team. 

C. Consolidate AWS Config rule results with an AWS Lambda function and push data to Amazon SQS. Use Amazon
SNS to consolidate and alert when some metrics are triggered. 

D. Use Amazon GuardDuty to load data results from the AWS Config rules compliance status, aggregate GuardDuty
findings of all AWS accounts into one AWS account, and provide role access to the security team. 

Correct Answer: B 

 

QUESTION 6

What is the function of the following AWS Key Management Service (KMS) key policy attached to a customer master
key (CMK)? 
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A. The Amazon WorkMail and Amazon SES services have delegated KMS encrypt and decrypt permissions to the
ExampleUser principal in the 111122223333 account. 

B. The ExampleUser principal can transparently encrypt and decrypt email exchanges specifically between
ExampleUser and AWS. 

C. The CMK is to be used for encrypting and decrypting only when the principal is ExampleUser and the request comes
from WorkMail or SES in the specified region. 

D. The key policy allows WorkMail or SES to encrypt or decrypt on behalf of the user for any CMK in the account. 

Correct Answer: C 

 

QUESTION 7

A Security Engineer for a large company is managing a data processing application used by 1,500 subsidiary
companies. The parent and subsidiary companies all use AWS. The application uses TCP port 443 and runs on
Amazon EC2 behind a Network Load Balancer (NLB). For compliance reasons, the application should only be
accessible to the subsidiaries and should not be available on the public internet. To meet the compliance requirements
for restricted access, the Engineer has received the public and private CIDR block ranges for each subsidiary 
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What solution should the Engineer use to implement the appropriate access restrictions for the application? 

A. Create a NACL to allow access on TCP port 443 from the 1;500 subsidiary CIDR block ranges. Associate the NACL
to both the NLB and EC2 instances 

B. Create an AWS security group to allow access on TCP port 443 from the 1,500 subsidiary CIDR block ranges.
Associate the security group to the NLB. Create a second security group for EC2 instances 

with access on TCP port 443 from the NLB security group. 

C. Create an AWS PrivateLink endpoint service in the parent company account attached to the NLB. Create an AWS
security group for the instances to allow access on TCP port 443 from the AWS PrivateLink endpoint. Use AWS
PrivateLink interface endpoints in the 1,500 subsidiary AWS accounts to connect to the data processing application. 

D. Create an AWS security group to allow access on TCP port 443 from the 1,500 subsidiary CIDR block ranges.
Associate the security group with EC2 instances. 

Correct Answer: D 

 

QUESTION 8

A web application runs in a VPC on EC2 instances behind an ELB Application Load Balancer. The application stores
data in an RDS MySQL DB instance. A Linux bastion host is used to apply schema updates to the database -
administrators connect to the host via SSH from a corporate workstation. The following security groups are applied to
the infrastructure

* 

sgLB - associated with the ELB 

* 

sgWeb - associated with the EC2 instances. 

* 

sgDB - associated with the database 

* 

sgBastion - associated with the bastion host Which security group configuration will allow the application to be secure
and functional? 

Please select: 

A. sgLB :allow port 80 and 443 traffic from 0.0.0.0/0 sgWeb :allow port 80 and 443 traffic from 0.0.0.0/0 sgDB :allow port
3306 traffic from sgWeb and sgBastion sgBastion: allow port 22 traffic from the corporate IP address range 

B. sgLB :aIlow port 80 and 443 traffic from 0.0.0.0/0 sgWeb :allow port 80 and 443 traffic from sgLB sgDB :allow port
3306 traffic from sgWeb and sgLB sgBastion: allow port 22 traffic from the VPC IP address range 

C. sgLB :allow port 80 and 443 traffic from 0.0.0.0/0 sgWeb :allow port 80 and 443 traffic from sgLB sgDB :allow port
3306 traffic from sgWeb and sgBastion sgBastion: allow port 22 traffic from the VPC IP address range 

D. sgLB :allow port 80 and 443 traffic from 0.0.0.0/0 sgWeb :allow port 80 and 443 traffic from sgLB sgDB :al!ow port
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3306 traffic from sgWeb and sgBastion sgBastion: allow port 22 traffic from the corporate IP address range 

Correct Answer: D 

The Load Balancer should accept traffic on ow port 80 and 443 traffic from 0.0.0.0/0 The backend EC2 Instances should
accept traffic from the Load Balancer The database should allow traffic from the Web server And the Bastion host
should only allow traffic from a specific corporate IP address range Option A is incorrect because the Web group should
only allow traffic from the Load balancer For more information on AWS Security Groups, please refer to below URL:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/usins-network-security.htmll The correct answer is: sgLB
:allow port 80 and 443 traffic from 0.0.0.0/0 sgWeb :allow port 80 and 443 traffic from sgLB sgDB :allow port 3306 traffic
from sgWeb and sgBastion sgBastion: allow port 22 traffic from the corporate IP address range 

 

QUESTION 9

An application is currently secured using network access control lists and security groups. Web servers are located in
public subnets behind an Application Load Balancer (ALB); application servers are located in private subnets. 

How can edge security be enhanced to safeguard the Amazon EC2 instances against attack? (Choose two.) 

A. Configure the application\\'s EC2 instances to use NAT gateways for all inbound traffic. 

B. Move the web servers to private subnets without public IP addresses. 

C. Configure AWS WAF to provide DDoS attack protection for the ALB. 

D. Require all inbound network traffic to route through a bastion host in the private subnet. 

E. Require all inbound and outbound network traffic to route through an AWS Direct Connect connection. 

Correct Answer: BC 

 

QUESTION 10

In response to the past DDoS attack experiences, a Security Engineer has set up an Amazon CloudFront distribution for
an Amazon S3 bucket. There is concern that some users may bypass the CloudFront distribution and access the S3
bucket directly. 

What must be done to prevent users from accessing the S3 objects directly by using URLs? 

A. Change the S3 bucket/object permission so that only the bucket owner has access. 

B. Set up a CloudFront origin access identity (OAI), and change the S3 bucket/object permission so that only the OAI
has access. 

C. Create IAM roles for CloudFront, and change the S3 bucket/object permission so that only the IAM role has access. 

D. Redirect S3 bucket access to the corresponding CloudFront distribution. 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restrictingaccess-to-s3.html 
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QUESTION 11

Which of the following is used as a secure way to log into an EC2 Linux Instance? 

Please select: 

A. IAM User name and password 

B. Key pairs 

C. AWS Access keys 

D. AWS SDK keys 

Correct Answer: B 

The AWS Documentation mentions the following Key pairs consist of a public key and a private key. You use the private
key to create a digital signature, and then AWS uses the corresponding public key to validate the signature. Key pairs
are used only for Amazon EC2 and Amazon CloudFront. Option A.C and D are all wrong because these are not used to
log into EC2 Linux Instances For more information on AWS Security credentials, please visit the below URL:
https://docs.aws.amazon.com/eeneral/latest/er/aws-sec-cred-types.html The correct answer is: Key pairs 

 

QUESTION 12

A company hosts a critical web application on the AWS Cloud. This is a key revenue generating application for the
company. The IT Security team is worried about potential DDos attacks against the web site. The senior management
has also specified that immediate action needs to be taken in case of a potential DDos attack. What should be done in
this regard? 

Please select: 

A. Consider using the AWS Shield Service 

B. Consider using VPC Flow logs to monitor traffic for DDos attack and quickly take actions on a trigger of a potential
attack. 

C. Consider using the AWS Shield Advanced Service 

D. Consider using Cloudwatch logs to monitor traffic for DDos attack and quickly take actions on a trigger of a potential
attack. 

Correct Answer: C 

Option A is invalid because the normal AWS Shield Service will not help in immediate action against a DDos attack.
This can be done via the AWS Shield Advanced Service Option B is invalid because this is a logging service for VPCs
traffic flow but cannot specifically protect against DDos attacks. Option D is invalid because this is a logging service for
AWS Services but cannot specifically protect against DDos attacks. The AWS Documentation mentions the following
AWS Shield Advanced provides enhanced protections for your applications running on Amazon EC2. Elastic Load
Balancing (ELB), Amazon CloudFront and Route 53 against larger and more sophisticated attacks. AWS Shield
Advanced is available to AWS Business Support and AWS Enterprise Support customers. AWS Shield Advanced
protection provides always-on, flow-based monitoring of network traffic and active application monitoring to provide near
real-time notifications of DDoS attacks. AWS Shield Advanced also gives customers highly flexible controls over attack
mitigations to take actions instantly. Customers can also engage the DDoS Response Team (DRT) 24X7 to manage
and mitigate their application layer DDoS attacks. For more information on AWS Shield, please visit the below URL:
https://aws.amazon.com/shield/faqs; The correct answer is: Consider using the AWS Shield Advanced Service 
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QUESTION 13

A security engineer recently rotated all IAM access keys in an AWS account. The security engineer then configured
AWS Config and enabled the following AWS Config managed rules; mfa-enabled-for-iamconsole-access, iam-user-mfa-
enabled, access-key-rotated, and iam-user-unused-credentials-check. 

The security engineer notices that all resources are displaying as noncompliant after the IAM GenerateCredentialReport
API operation is invoked. 

What could be the reason for the noncompliant status? 

A. The IAM credential report was generated within the past 4 hours. 

B. The security engineer does not have the GenerateCredentialReport permission. 

C. The security engineer does not have the GetCredentialReport permission. 

D. The AWS Config rules have a MaximumExecutionFrequency value of 24 hours. 

Correct Answer: D 

Reference: https://aws.amazon.com/blogs/mt/managing-aged-access-keys-through-aws-configremediations/ 

 

QUESTION 14

There are currently multiple applications hosted in a VPC. During monitoring it has been noticed that multiple port scans
are coming in from a specific IP Address block. The internal security team has requested that all offending IP Addresses
be denied for the next 24 hours. Which of the following is the best method to quickly and temporarily deny access from
the specified IP Address\\'s. 

Please select: 

A. Create an AD policy to modify the Windows Firewall settings on all hosts in the VPC to deny access from the IP
Address block. 

B. Modify the Network ACLs associated with all public subnets in the VPC to deny access from the IP Address block. 

C. Add a rule to all of the VPC Security Groups to deny access from the IP Address block. 

D. Modify the Windows Firewall settings on all AMI\\'S that your organization uses in that VPC to deny access from the
IP address block. 

Correct Answer: B 

NACL acts as a firewall at the subnet level of the VPC and we can deny the offending IP address block at the subnet
level using NACL rules to block the incoming traffic to the VPC instances. Since NACL rules are applied as per the Rule
numbers make sure that this rule number should take precedence over other rule numbers if there are any such rules
that will allow traffic from these IP ranges. The lowest rule number has more precedence over a rule that has a higher
number. The AWS Documentation mentions the following as a best practices for IAM users For extra security, enable
multi-factor authentication (MFA) for privileged IAM users (users who are allowed access to sensitive resources or
APIs). With MFA, users have a device that generates a unique authentication code (a one-time password, or OTP).
Users must provide both their normal credentials (like their user name and password) and the OTP. The MFA device
can either be a special piece of hardware, or it can be a virtual device (for example, it can run in an app on a
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smartphone). Options C is invalid because these options are not available Option D is invalid because there is not root
access for users For more information on IAM best practices, please visit the below URL:
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html The correct answer is: Modify the Network
ACLs associated with all public subnets in the VPC to deny access from the IP Address block. 

 

QUESTION 15

A Security Engineer receives alerts that an Amazon EC2 instance on a public subnet is under an SFTP brute force
attack from a specific IP address, which is a known malicious bot. What should the Security Engineer do to block the
malicious bot? 

A. Add a deny rule to the public VPC security group to block the malicious IP 

B. Add the malicious IP to AWS WAF backhsted IPs 

C. Configure Linux iptables or Windows Firewall to block any traffic from the malicious IP D. Modify the hosted zone in
Amazon Route 53 and create a DNS sinkhole for the malicious IP 

Correct Answer: D 
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