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QUESTION 1

HOTSPOT 

You have an Azure subscription that contains an Azure IoT hub and two IoT devices named Device1 and Device2. 

You plan to deploy an Azure IoT Edge gateway device named Gateway1. 

You need to ensure that all device-to-cloud messages and twin change notifications from Device1 and Device2 to the
IoT hub are routed by using Gateway1. 

What tasks should you perform to configure the devices? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Device1 and Device2 

Connection strings for downstream devices need the following components: 

The gateway device that the device connects through. Provide the hostname value from the IoT Edge gateway
device\\'s config file: GatewayHostName={gateway hostname} 

Box 2: Gateway1 

To deploy the IoT Edge hub module and configure it with routes to handle incoming messages from downstream
devices, follow these steps: 

In the Azure portal, navigate to your IoT hub. 

Go to IoT Edge and select your IoT Edge device that you want to use as a gateway. 

Select Set Modules. 

On the Modules page, you can add any modules you want to deploy to the gateway device. 

Select Next: Routes. 

On the Routes page, make sure that there is a route to handle messages coming from downstream devices. For
example: 

A route that sends all messages, whether from a module or from a downstream device, to IoT Hub: Name:
allMessagesToHub Value: FROM /messages/* INTO $upstream 

Box 3: FROM /messages/* INTO $upstream 
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Reference: https://docs.microsoft.com/en-us/azure/iot-edge/how-to-authenticate-downstream-device 

 

QUESTION 2

You have an Azure IoT Edge module named SampleModule that runs on a device named Device1. 

You make changes to the code of SampleModule by using Microsoft Visual Studio Code. 

You need to push the code to the container registry and then deploy the module to Device1. 

Which two actions should you perform from Visual Studio Code? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Build and push the SampleModule code to the registry. 

B. Create a deployment for a single device. 

C. Generate a deployment manifest. 

D. Build an IoT Edge solution. 

E. Generate a shared access signature (SAS) token for Device1. 

Correct Answer: BC 

C: Configure a deployment manifest. A deployment manifest is a JSON document that describes which modules to
deploy, how data flows between the modules, and desired properties of the module twins. 

B: You deploy modules to your device by applying the deployment manifest that you configured with the module
information. 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/how-to-deploy-modules-vscode 

 

QUESTION 3

You have an Azure IoT hub. 

You plan to implement IoT Hub events by using Azure Event Grid. 

You need to send an email when the following events occur: 

1. 

Device Created 

2. 

Device Deleted 

3. 

Device Connected 
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4. 

Device Disconnected 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. From the IoT hub, configure an event subscription that has API management as the Endpoint Type. 

B. From the IoT hub, configure an event subscription that has Web Hook as the Endpoint Type. 

C. Create an Azure logic app that has a Request trigger. 

D. From the IoT hub, configure an event subscription that has Service Bus Queue as the Endpoint Type. 

Correct Answer: BC 

For non-telemetry events like DeviceConnected, DeviceDisconnected, DeviceCreated and DeviceDeleted, the Event
Grid filtering can be used when creating the subscription. 

C: Azure Event Grid enables you to react to events in IoT Hub by triggering actions in your downstream business
applications. A trigger, such as a Request trigger, is a specific event that starts your logic app. 

Reference: https://docs.microsoft.com/en-us/azure/event-grid/publish-iot-hub-events-to-logic-apps 

 

QUESTION 4

You have an existing Azure IoT hub. 

You need to connect physical IoT devices to the IoT hub. 

You are connecting the devices through a firewall that allows only port 443 and port 80. 

Which three communication protocols can you use? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. MQTT over WebSocket 

B. AMQP 

C. AMQP over WebSocket 

D. MQTT 

E. HTTPS 

Correct Answer: ACE 

MQTT over WebSockets, AMQP over WebSocket, and HTTPS use port 443. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-protocols 
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QUESTION 5

You have an Azure IoT hub that uses a Device Provisioning Service instance. 

You create a new individual device enrollment that uses symmetric key attestation. 

Which detail from the enrollment is required to auto provision the device by using the Device Provisioning Service? 

A. the registration ID of the enrollment 

B. the primary key of the enrollment 

C. the device identity of the IoT hub 

D. the hostname of the IoT hub 

Correct Answer: A 

The registration ID is used to uniquely identify a device registration with the Device Provisioning Service. The device ID
must be unique in the provisioning service 

ID scope. Each device must have a registration ID. 

Note: An individual enrollment is an entry for a single device that may register. Individual enrollments may use either
X.509 leaf certificates or SAS tokens (from a physical or virtual TPM) as attestation mechanisms. The registration ID in
an 

individual enrollment is alphanumeric, lowercase, and may contain hyphens. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-dps/concepts-service#enrollment 

 

QUESTION 6

DRAG DROP 

You have an Azure IoT solution that includes an Azure IoT hub, a Device Provisioning Service instance, and 1,000
connected IoT devices. The IoT devices are allocated to tour enrollment groups. Each enrollment group is configured to
use 

certificate attestation. 

You need to decommission all the devices in a single enrollment group and the enrollment group itself. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

To deprovision all of the devices that have been provisioned through an enrollment group: 

Disable the enrollment group to disallow its signing certificate. 

Use the list of provisioned devices for that enrollment group to disable or delete each device from the identity registry of
its respective IoT hub. 

After disabling or deleting all devices from their respective IoT hubs, you can optionally delete the enrollment group. Be
aware, though, that, if you delete the enrollment group and there is an enabled enrollment group for a signing certificate 

higher up in the certificate chain of one or more of the devices, those devices can re-enroll. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-dps/how-to-unprovision-devices 

 

QUESTION 7

You are deploying an Azure IoT Edge solution that includes multiple IoT Edge devices. 

You need to configure module-to-module routing. 

To which section of the deployment manifest should you add the routes? 

A. storeAndForwardConfiguration 

B. $edgeHub 

C. modules 
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D. systemModules 

Correct Answer: B 

Routes are declared in the $edgeHub desired properties. 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/module-composition 

 

QUESTION 8

DRAG DROP 

You have an Azure IoT solution that includes an Azure IoT hub. 

You receive a root certification authority (CA) certificate from the security department at your company. 

You need to configure the IoT hub to use the root CA certificate. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Reference: https://docs.microsoft.com/bs-latn-ba/azure/iot-hub/iot-hub-security-x509-get-started 

 

QUESTION 9

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Standard tier Azure IoT hub and a fleet of IoT devices. 

The devices connect to the IoT hub by using either Message Queuing Telemetry Transport (MQTT) or Advanced
Message Queuing Protocol (AMQP). 

You need to send data to the IoT devices and each device must respond. Each device will require three minutes to
process the data and respond. 
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Solution: You schedule an IoT Hub job to update the twin tags and you query for job progress. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead update the twin desired property and check the corresponding reported property. 

Note: IoT Hub provides three options for device apps to expose functionality to a back-end app: 

1. 

Twin\\'s desired properties for long-running commands intended to put the device into a certain desired state. For
example, set the telemetry send interval to 30 minutes. 

2. 

Direct methods for communications that require immediate confirmation of the result. Direct methods are often used for
interactive control of devices such as turning on a fan. 

3. 

Cloud-to-device messages for one-way notifications to the device app. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-c2d-guidance 

 

QUESTION 10

DRAG DROP 

You have an instance of Azure Time Series Insights and an Azure IoT hub that receives streaming telemetry from IoT
devices. 

You need to configure Time Series Insights to receive telemetry from the devices. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Step 1: Create a dedicated consumer group.. 

Add a consumer group to your IoT hub. 

Applications use consumer groups to pull data from Azure IoT Hub. To reliably read data from your IoT hub, provide a
dedicated consumer group that\\'s used only by this Time Series Insights environment. 

Step 2: Add a new Time Series Insights event source. 

Add a new event source 

Sign in to the Azure portal. 

In the left menu, select All resources. Select your Time Series Insights environment. 

Under Settings, select Event Sources, and then select Add. 
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In the New event source pane, for Event source name, enter a name that\\'s unique to this Time Series Insights
environment. For example, enter event-stream. 

Step 3: Configure the Time Series event source to connect to an existing IOT hub 

Step 4: For Source, select IoT Hub. 

Step 5: Select a value for Import option: 

If you already have an IoT hub in one of your subscriptions, select Use IoT Hub from available subscriptions. This option
is the easiest approach. 

Reference: 

https://docs.microsoft.com/en-us/azure/time-series-insights/time-series-insights-how-to-add-an-event-source-iothub 

 

QUESTION 11

You have an Azure IoT hub that has a hostname of contoso-hub.azure-devices.net and an MCU-based IoT device
named Device1. Device1 does NOT support Azure IoT SDKs. 

You plan to connect Device1 to the IoT hub by using the Message Queuing Telemetry Transport (MQTT) protocol and
to authenticate by using X.509 certificates. 

You need to ensure that Device1 can authenticate to the IoT hub. 

What should you do? 

A. Create an Azure key vault and enable the encryption of data at rest for the IoT hub by using a customer-managed
key. 

B. Enable a hardware security module (HSM) on Device1. 

C. From the Azure portal, create an IoT Hub Device Provisioning Service (DPS) instance and add a certificate
enrollment for Device1. 

D. Add the DigiCert Baltimore Root Certificate to Device1. 

Correct Answer: D 

The connection to Azure IoT Hub with MQTT is secured using TLS. 

The Azure IoT Hub library requires the provisioning of the following certificates and a private key for a successful TLS
connection: 

1.

 Baltimore CyberTrust Root certificate - Server certificate, used to verify the server\\'s certificate while connecting. 

2.

 Device certificate - generated by the procedures described in Creating Azure IoT Hub certificates , used by Azure IoT
Hub to authenticate the device. 

3.
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 Private key of the device. 

Reference: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/include/net/azure_iot_hub.html 

 

QUESTION 12

You have 1,000 devices that connect to an Azure IoT hub. 

You are performing a scheduled check of deployed IoT devices. 

You plan to run the following command from the Azure CLI prompt. 

az iot hub query --hub-name hub1 --query-command "SELECT * FROM devices WHERE connectionState =
\\'Disconnected\\'" 

What does the command return? 

A. the Device Disconnected events 

B. the device twins 

C. the Connections logs 

D. the device credentials 

Correct Answer: A 

The IoT Hub publishes the Microsoft.Devices.DeviceDisconnected event type, which is published when a device is
disconnected from an IoT hub. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-event-grid#event-types 

 

QUESTION 13

You are developing an Azure IoT Central application. 

You add a new custom device template to the application. 

You need to add a fixed location value to the device template. The value must be updated by the physical IoT device,
read-only to device operators, and not graphed by IoT Central. 

What should you add to the device template? 

A. a Location property 

B. a Location telemetry 

C. a Cloud property 

Correct Answer: A 

For example, a builder can create a device template for a connected fan that has the following characteristics: Sends
temperature telemetry Sends location property 
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Reference: https://docs.microsoft.com/en-us/azure/iot-central/core/howto-set-up-template 

 

QUESTION 14

You have an Azure subscription that contains an Azure IoT hub and two Azure IoT Edge devices named Device1 and
Device2. 

You need to ensure that the IoT hub only accepts connections from Device1 and Device2. 

What should you configure? 

A. Azure API Management 

B. Azure Active Directory (Azure AD) Identity Protection 

C. Azure Defender for IoT 

D. an IP filter 

Correct Answer: B 

You can use Azure Active Directory (Azure AD) to authenticate requests to Azure IoT Hub service APIs, like create
device identity and invoke direct method. You can also use Azure role-based access control (Azure RBAC) to authorize
those same service APIs. By using these technologies together, you can grant permissions to access IoT Hub service
APIs to an Azure AD security principal. This security principal could be a user, group, or application service principal. 

Note: There are three different ways for controlling access to IoT Hub: 

1. 

Azure Active Directory (Azure AD) integration for service APIs. Azure provides identity-based authentication with AAD
and fine-grained authorization with Azure role-based access control (Azure RBAC). Azure AD and RBAC integration is
supported for IoT hub service APIs only. 

2. 

Shared access signatures lets you group permissions and grant them to applications using access keys and signed
security tokens. 

3. 

Per-device security credentials. Each IoT Hub contains an identity registry For each device in this identity registry, you
can configure security credentials that grant DeviceConnect permissions scoped to the that device\\'s endpoints. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-dev-guide-azure-ad-rbac 

 

QUESTION 15

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 
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After you answer a question in this question, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have devices that connect to an Azure IoT hub. Each device has a fixed GPS location that includes latitude and
longitude. 

You discover that a device entry in the identity registry of the IoT hub is missing the GPS location. 

You need to configure the GPS location for the device entry. The solution must prevent the changes from being
propagated to the physical device. 

Solution: You use an Azure policy to apply tags to a resource group. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead add the desired properties to the device twin. 

Note: Device Twins are used to synchronize state between an IoT solution\\'s cloud service and its devices. Each
device\\'s twin exposes a set of desired properties and reported properties. The cloud service populates the desired
properties with values it wishes to send to the device. When a device connects it requests and/or subscribes for its
desired properties and acts on them. 

Reference: https://azure.microsoft.com/sv-se/blog/deep-dive-into-azure-iot-hub-notifications-and-device-twin/ 
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