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QUESTION 1

Which of the following statements are true about audit findings? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Audit findings is described as dutifulness, obligingness, pliability, tolerance, and treatability. 

B. Audit findings involve contracting out of a business function to an external provider/buyer. 

C. The effective audit findings is designed to mitigate incomplete findings, as well as those that do not meet the intent of
the process approach, have missing criteria or have incomplete objective evidence. 

D. Audit findings are an effective method to facilitate the necessary improvements within a quality management system. 

Correct Answer: CD 

Audit findings are an effective method to facilitate the necessary improvements within a quality management system.
The Effective Audit Findings is designed to mitigate incomplete findings, as well as those that do not meet the intent of
the process approach, have missing criteria or have incomplete objective evidence. It helps organization in improving
how it receives and interprets findings from second- and third-party auditors with the ultimate objective of quality
management system improvement. 

Answer option A is incorrect. Compliance is described as dutifulness, obligingness, pliability, tolerance, and tractability.
Compliance means that an organization must take care of the organization\\'s internal regulations, as well as follow the
laws of the country and requirements of local legislation and regulations. 

Answer option B is incorrect. Outsourcing is the term which is used to define the process of contracting a business
function to someone else. It involves contracting out of a business function to an external provider/buyer. 

 

QUESTION 2

Which of the following is a structured review process to analyze what happened, why it happened, and how it can be
done better, by the participants and those responsible for the project or event? 

A. After action report 

B. After action analysis 

C. After action summary 

D. After action review 

Correct Answer: D 

An after action review (AAR) is a structured review process to analyze what happened, why it happened, and how it can
be done better, by the participants and those responsible for the project or event. It occurs within a cycle of establishing
the leader\\'s intent, planning, preparation, action and review. 

Answer options A, B, and C are incorrect. These are not valid options. 
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QUESTION 3

Which of the following is the process of salvaging data from damaged, failed, corrupted, or inaccessible secondary
storage media when it cannot be accessed normally? 

A. Data handling 

B. Data recovery 

C. Data Erasure 

D. Data breach 

Correct Answer: B 

Data recovery is the process of recovering data from damaged, failed, corrupted, or inaccessible secondary storage
device when it cannot be accessed normally. Often the data are being recovered from storage media like internal or
external hard disk drives, solid-state drives (SSD). 

USB drive, storage tapes, and other electronics. Recovery may be required due to physical damage to the storage
device or logical damage to the file system that prevents it from being mounted by the host operating system. Answer
options D, A, and C are incorrect. These are not valid op 

 

QUESTION 4

Continuous Monitoring is the fourth phase of the Security Certification and Accreditation process, which of the following
activities can be involved in the Continuous Monitoring process? 

Each correct answer represents a complete solution. Choose three. 

A. Security control monitoring 

B. Status reporting and documentation 

C. Configuration Management and Control 

D. Network impact analysis 

Correct Answer: ABC 

Continuous monitoring in any system takes place after initial system security accreditation. It involves tracking changes
to the information system that occur during its lifetime, and then determines the impact of those changes on the system
security. Due to the necessary changes in hardware, software, and firmware during the lifetime of an information
system, an evaluation of the results of these modifications has to be conducted to determine whether corresponding
changes necessarily have to be made to security controls, to bring the system to the desired security state. 

Continuous Monitoring is the fourth phase of the Security Certification and Accreditation process. 

The Continuous Monitoring process involves the following three activities: 

1.

 Configuration Management and Control 

2.
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 Security control monitoring and impact analysis of changes to the information system. 

3.

 Status reporting and documentation 

1. Configuration management and control: This activity involves the following functions: 

o Documentation of information system changes 

o Security impact analysis 

2. Security control monitoring: This activity involves the following functions: 

o Security control selection 

o Selected security control assessment 

3. Status reporting and documentation: This activity involves the following functions: 

o System security plan update 

o Plan of action and milestones update 

o Status reporting 

The objective of these tasks is to observe and evaluate the information system security controls during the system life
cycle. These tasks determine whether the changes that have occurred will negatively impact the system security. 

Answer option D is incorrect. It is not a valid activity. 

 

QUESTION 5

Which of the following is the capability to correct flows in the existing functionality without affecting other components of
the system? 

A. Manageability 

B. Reliability 

C. Maintainability 

D. Availability 

Correct Answer: C 

Availability: It is used to make certain that a service/resource is always accessible. 

Manageability: It is the capability to manage the system for ensuring the constant health of the system with respect to
scalability, reliability, availability, performance, and security. 

Maintainability: It is the capability to correct flows in the existing functionality without affecting other components of the
system. 

Answer option B is incorrect. It is not a valid option. 
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QUESTION 6

Which of the following security practices are included in the Implementation phase of the Security Development
Lifecycle (SDL)? Each correct answer represents a complete solution. Choose two. 

A. Establish Design Requirements 

B. Perform Static Analysis 

C. Use Approved Tools 

D. Execute Incident Response Plan 

Correct Answer: ABC 

Security practices performed during each phase of the Security Development Lifecycle (SDL) process are as follows: 
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QUESTION 7

Allen is using a security feature that ensures that if hackers want to compromise a private key, they will only be able to
access data in transit protected by that key and not any future data because future data will not be associated with that
compromised key? 

Which security feature is he using? 

A. IPSec 

B. PGP 

C. SPKI 

D. PFS 

Correct Answer: D 

PFS (Perfect Forward Secrecy) will ensure that the same key will not be generated again, so forcing a new diffie-
hellman key exchange. Perfect forward secrecy (or PFS) is the property that ensures that a session key derived from a
set of 

long-term public and private keys will not be compromised if one of the (long-term) private keys is compromised in the
future. Forward secrecy has been used as a synonym for perfect forward secrecy, since the term perfect has been 

controversial in this context. However, at least one reference distinguishes perfect forward secrecy from forward secrecy
with the additional property that an agreed key will not be compromised even if agreed keys derived from the same
longterm keying material in a subsequent run are compromised. 

Answer option C is incorrect. Simple public key infrastructure (SPKI) does not deal with public authentication of public
key information, that grew out of 3 independent efforts to overcome the complexities of X.509 and PGP\\'s web of trust.
SPKI 

does not bind people to keys, since the key is what is trusted, rather than the person. SPKI does not use any notion of
trust, as the verifier is also the issuer. This is called an \\'authorization loop\\'\\' in SPKI terminology, where authorization
is 

integral to its design. 

Answer option B is incorrect. Pretty Good Privacy (PGP) is an encryption method that uses public- key encryption to
encrypt and digitally sign e-mail messages during communication between e- mail clients. PGP is effective, easy to use.
and 

free. Therefore, it is one of the most common ways to protect messages on the Internet. 

Answer option A is incorrect. Internet Protocol Security (IPSec) is an Internet Protocol security standard. It is used to
provide a general, policy-based IP layer security mechanism that is used for providing host-by-host authentication.
IPSec 

policies can be defined as having security rules and settings that control the flow of inbound data, 

 

QUESTION 8
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You are responsible for evaluating, recommending, and directing changes to the Corporate Security Manager in order to
ensure the security of assets, facilities, and employees of the organization. What is your designation? 

A. Facility manager 

B. HR manager 

C. Physical security manager 

D. Network administrator 

Correct Answer: C 

A physical security manager is responsible for evaluating, recommending, and directing changes to the Corporate
Security Manager in order to ensure the security of assets, facilities, and employees of the organization. He should have
a 

strong knowledge of security principles and security elements. 

The duties and responsibilities of a physical security manager are as follows: 

Coordinate all physical security issues throughout the organization. 

Develop and implement policies, standards, guidelines and procedures related to physical security operations. 

Manage physical security and BSOC supervisors. 

Responsible for design of Security features. 

Responsible for development of written physical security plans for critical infrastructures. 

Manage the purchasing, installation, upgrading and maintenance of all existing physical security equipments. 

Answer option A is incorrect. A network administrator is responsible for the maintenance of computer hardware and
software that comprises a computer network. He normally deploys, configures, maintains, and monitors active network
equipment. 

Answer option B is incorrect. An HR manager heads up several different departments that are led by functional or
specialized HR staffs. 

Answer option D is incorrect. A facility manager is responsible for best utilization of company resources and in making of
a strategy for maximum allocation of space used in new contract. 

 

QUESTION 9

Which of the following statements best describe the role of a programmer in an organization? Each correct answer
represents a part of the solution. Choose two. 

A. He writes, tests, debugs, and maintains the detailed instructions in computer programs. 

B. He monitors and improves database performance and capacity. 

C. He plans, co-ordinates and implements security measures for safety of the database. 

D. He conceives, designs, and tests logical structures in order to solve computer problems. 

CA1-001 PDF Dumps | CA1-001 Practice Test | CA1-001 Exam Questions                              8 / 12

https://www.lead4pass.com/CA1-001.html
https://www.lead4pass.com/CA1-001.html
https://www.lead4pass.com/CA1-001.html


https://www.lead4pass.com/CA1-001.html
2021 Latest lead4pass CA1-001 PDF and VCE dumps Download

Correct Answer: AD 

A programmer writes, tests, debugs, and maintains the detailed instructions in computer programs that computers follow
for performing their functions. He also conceives, designs, and tests logical structures in order to solve computer
problems. A number of technical innovations in programming, advanced computing technologies, and sophisticated
programming languages and tools have redefined the role of a programmer in an organization. 

Answer options B and C are incorrect. A database administrator develops and designs database strategies, monitors
and improves database performance and capacity, and plans for future expansion requirements. He also plans,
coordinates and implements security measures for safety of the organization\\'s database. A database administrator is
also known as database coordinator or database programmer. He is closely related to the database analyst, database
modeler, programmer analyst, and systems manager. 

 

QUESTION 10

Maria is concerned about outside parties attempting to access her companies network via the wireless connection.
Where should she place the WAP? 

A. Centrally in the building 

B. WAPs should be placed at each corner 

C. In the server room 

D. Inside a secure room 

Correct Answer: A 

The more centrally located the WAP is the less of its range can extend beyond the building, making it more difficult for
intruders to attempt to access the wireless network. 

Answer option C is incorrect. The server room is not a good place for WAP. It will probably be less accessible to users,
and if the server room is near the perimeter of the building, will not address the problem described. 

Answer option B is incorrect. Placing a WAP near a building corner will guarantee that a lot of its coverage area extends
beyond the building making it easier for attackers to access the wireless network. 

Answer option D is incorrect. The locating of the WAP inside a room, of any kind, is irrelevant to this question. 

 

QUESTION 11

Which of the following is a meeting of minds between two or more legally competent parties, about their relative duties
and rights regarding current or future performance? 

A. Scope 

B. Service Improvement Plan 

C. Contract negotiation 

D. Agreement 

Correct Answer: D 
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An agreement is a meeting of minds between two or more legally competent parties, about their relative duties and
rights regarding current or future performance. When people feel or think the same way about something, they agree.
Sometimes it is important to write down or make a promise to what has been agreed upon. This is called an agreement.
Agreements are common in law and business. For example, when a person takes a loan or hires someone to work, an
agreement is usually signed so everyone understands what must be done and in what time it must be done. 

Answer option B is incorrect. The Service Improvement Plan (SIP) is a formal plan to implement improvements to
services and IT processes. The SIP is used to manage and log improvement initiatives triggered by Continual Service
Improvement. Generally, improvement initiatives are either of the following: 

Internal initiatives pursued by the service provider on his own behalf, for example to improve processes or make better
use of resources. 

Initiatives which require the customer\\'s cooperation, for example if some of the agreed service levels are found to be
no longer adequate. 

Answer option C is incorrect. Contract negotiation is a form of discussion held in person or by electronic means. The
chief goal of contract negotiation is to come to a written agreement regarding a business matter. It handles the issues
such 

as cost, timeframe, and whether there are any special considerations to take into account. 

Answer option A is incorrect. Scope is defined in terms of process, organizing, system alternatives, and geography so
that all parties understand what is being delivered. In project management, the term scope has two distinct uses:
Project 

Scope and Product Scope. Project Scope: The work that needs to be accomplished to deliver a product, service, or
result with the specified features and functions. 

Product Scope: It describes the features and functions that characterize a product, service, or result. 

 

QUESTION 12

Which of the following governing factors should be considered to derive an overall likelihood rating that is used to
specify the probability that a potential vulnerability may be exercised within the construct of the associated threat
environment? 

Each correct answer represents a complete solution. Choose three. 

A. Threat-source motivation and capability 

B. Detect a problem and determine its cause 

C. Nature of the vulnerability 

D. Existence and effectiveness of current controls 

Correct Answer: ACD 

To derive an overall likelihood rating that is used to specify the probability that a potential vulnerability may be exercised
within the construct of the associated threat environment, the following governing factors should be considered: 

Threat-source motivation and capability 

Nature of the vulnerability 
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Existence and effectiveness of current controls 

Answer option B is incorrect. It is not a valid option. 
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