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QUESTION 1

The Universal Research Association has just been acquired by the Association of Medical Business Researchers. The
new conglomerate has funds to upgrade or replace hardware as part of the acquisition, but cannot fund labor for major
software projects. 

Which of the following will MOST likely result in some IT resources not being integrated? 

A. One of the companies may use an outdated VDI. 

B. Corporate websites may be optimized for different web browsers. 

C. Industry security standards and regulations may be in conflict. 

D. Data loss prevention standards in one company may be less stringent. 

Correct Answer: C 

 

 

QUESTION 2

Warehouse users are reporting performance issues at the end of each month when trying to access cloud applications
to complete their end of the month financial reports. They have no problem accessing those applications at the
beginning of the month. 

Network information: 

DMZ network 192.168.5.0/24 VPN network 192.168.1.0/24 Datacenter 192.168.2.0/24 User network - 192.168.3.0/24
HR network 192.168.4.0/24 Warehouse network 192.168.6.0/24 Finance network 192.168.7.0/24 

Traffic shaper configuration: 

VLAN Bandwidth limit (Mbps) VPN 50 User 175 HR 220 Finance 230 Warehouse 75 Guest 50 

External firewall allows all networks to access the Internet. Internal Firewall Rules: 

Action Source Destination Permit 192.168.1.0/24 192.168.2.0/24 Permit 192.168.1.0/24 192.168.3.0/24 Permit
192.168.1.0/24 192.168.5.0/24 Permit 192.168.2.0/24 192.168.1.0/24 Permit 192.168.3.0/24 192.168.1.0/24 Permit
192.168.5.0/24 192.168.1.0/24 Permit 192.168.4.0/24 192.168.7.0/24 Permit 192.168.7.0/24 192.168.4.0/24 Permit
192.168.7.0/24 any Deny 192.168.4.0/24 any Deny 192.168.1.0/24 192.168.4.0/24 Deny any any 

Which of the following restrictions is the MOST likely cause? 

A. Bandwidth limit on the traffic shaper for the finance department 

B. Proxy server preventing the warehouse from accessing cloud applications 

C. Deny statements in the firewall for the warehouse network 

D. Bandwidth limit on the traffic shaper for the warehouse department 

Correct Answer: D 
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QUESTION 3

The Chief Information Security Officer (CISO) at a software development company is concerned about the lack of
introspection during a testing cycle of the company\\'s flagship product. Testing was conducted by a small offshore
consulting 

firm and the report by the consulting firm clearly indicates that limited test cases were used and many of the code paths
remained untested. 

The CISO raised concerns about the testing results at the monthly risk committee meeting, highlighting the need to get
to the bottom of the product behaving unexpectedly in only some large enterprise deployments. 

The Security Assurance and Development teams highlighted their availability to redo the testing if required. 

Which of the following will provide the MOST thorough testing? 

A. Have the small consulting firm redo the Black box testing. 

B. Use the internal teams to perform Grey box testing. 

C. Use the internal team to perform Black box testing. 

D. Use the internal teams to perform White box testing. 

E. Use a larger consulting firm to perform Black box testing. 

Correct Answer: D 

 

QUESTION 4

Company ABC\\'s SAN is nearing capacity, and will cause costly downtimes if servers run out disk space. Which of the
following is a more cost effective alternative to buying a new SAN? 

A. Enable multipath to increase availability 

B. Enable deduplication on the storage pools 

C. Implement snapshots to reduce virtual disk size 

D. Implement replication to offsite datacenter 

Correct Answer: B 

 

 

QUESTION 5

An IT administrator has been tasked with implementing an appliance-based web proxy server to control external content
accessed by internal staff. Concerned with the threat of corporate data leakage via web-based email, the IT

CAS-001 PDF Dumps | CAS-001 VCE Dumps | CAS-001 Practice Test                                3 / 8

https://www.lead4pass.com/CAS-001.html
https://www.lead4pass.com/CAS-001.html
https://www.lead4pass.com/CAS-001.html


https://www.lead4pass.com/CAS-001.html
2021 Latest lead4pass CAS-001 PDF and VCE dumps Download

administrator wants to decrypt all outbound HTTPS sessions and pass the decrypted content to an ICAP server for
inspection by the corporate DLP software. 

Which of the following is BEST at protecting the internal certificates used in the decryption process? 

A. NIPS 

B. HSM 

C. UTM 

D. HIDS 

E. WAF 

F. SIEM 

Correct Answer: B 

 

 

QUESTION 6

A Chief Information Security Officer (CISO) has been trying to eliminate some IT security risks for several months.
These risks are not high profile but still exist. Furthermore, many of these risks have been mitigated with innovative
solutions. However, at this point in time, the budget is insufficient to deal with the risks. 

Which of the following risk strategies should be used? 

A. Transfer the risks 

B. Avoid the risks 

C. Accept the risks 

D. Mitigate the risks 

Correct Answer: C 

 

 

QUESTION 7

Which of the following BEST describes the implications of placing an IDS device inside or outside of the corporate
firewall? 

A. Placing the IDS device inside the firewall will allow it to monitor potential internal attacks but may increase the load on
the system. 

B. Placing the IDS device outside the firewall will allow it to monitor potential remote attacks while still allowing the
firewall to block the attack. 

C. Placing the IDS device inside the firewall will allow it to monitor potential remote attacks but may increase the load on
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the system. 

D. Placing the IDS device outside the firewall will allow it to monitor potential remote attacks but the firewall will not be
able to block the attacks. 

Correct Answer: B 

 

QUESTION 8

News outlets are beginning to report on a number of retail establishments that are experiencing payment card data
breaches. The data exfiltration is enabled by malware on a compromised computer. After the initial exploit network
mapping and fingerprinting occurs in preparation for further exploitation. 

Which of the following is the MOST effective solution to protect against unrecognized malware infections, reduce
detection time, and minimize any damage that might be done? 

A. Remove local admin permissions from all users and change anti-virus to a cloud aware, push technology. 

B. Implement an application whitelist at all levels of the organization. 

C. Deploy a network based heuristic IDS, configure all layer 3 switches to feed data to the IDS for more effective
monitoring. 

D. Update router configuration to pass all network traffic through a new proxy server with advanced malware detection. 

Correct Answer: B 

 

 

QUESTION 9

Company ABC has recently completed the connection of its network to a national high speed private research network.
Local businesses in the area are seeking sponsorship from Company ABC to connect to the high speed research
network by directly connecting through Company ABC\\'s network. Company ABC\\'s Chief Information Officer (CIO)
believes that this is an opportunity to increase revenues and visibility for the company, as well as promote research and
development in the area. 

Which of the following must Company ABC require of its sponsored partners in order to document the technical security
requirements of the connection? 

A. SLA 

B. ISA 

C. NDA 

D. BPA 

Correct Answer: B 

 

QUESTION 10
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Company XYZ plans to donate 1,000 used computers to a local school. The company has a large research and
development section and some of the computers were previously used to store proprietary research. 

The security administrator is concerned about data remnants on the donated machines, but the company does not have
a device sanitization section in the data handling policy. 

Which of the following is the BEST course of action for the security administrator to take? 

A. Delay the donation until a new policy is approved by the Chief Information Officer (CIO), and then donate the
machines. 

B. Delay the donation until all storage media on the computers can be sanitized. 

C. Reload the machines with an open source operating system and then donate the machines. 

D. Move forward with the donation, but remove all software license keys from the machines. 

Correct Answer: B 

 

QUESTION 11

A developer is determining the best way to improve security within the code being developed. The developer is focusing
on input fields where customers enter their credit card details. Which of the following techniques, if implemented in the
code, would be the MOST effective in protecting the fields from malformed input? 

A. Client side input validation 

B. Stored procedure 

C. Encrypting credit card details 

D. Regular expression matching 

Correct Answer: D 

 

 

QUESTION 12

Which of the following is true about an unauthenticated SAMLv2 transaction? 

A. The browser asks the SP for a resource. The SP provides the browser with an XHTML format. The browser asks the
IdP to validate the user, and then provides the XHTML back to the SP for access. 

B. The browser asks the IdP for a resource. The IdP provides the browser with an XHTML format. The browser asks the
SP to validate the user, and then provides the XHTML to the IdP for access. 

C. The browser asks the IdP to validate the user. The IdP sends an XHTML form to the SP and a cookie to the browser.
The browser asks for a resource to the SP, which verifies the cookie and XHTML format for access. 

D. The browser asks the SP to validate the user. The SP sends an XHTML form to the IdP. The IdP provides the
XHTML form back to the SP, and then the browser asks the SP for a resource. 
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Correct Answer: A 
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