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QUESTION 1

A software development firm wants to validate the use of standard libraries as part of the software development process
Each developer performs unit testing prior to committing changes to the code repository. Which of the following activities
would be BEST to perform after a commit but before the creation of a branch? 

A. Static analysis 

B. Heuristic analysis 

C. Dynamic analysis 

D. Web application vulnerability scanning 

E. Penetration testing 

Correct Answer: A 

 

QUESTION 2

It has come to the IT administrator\\'s attention that the "post your comment" field on the company blog page has been
exploited, resulting in cross-site scripting attacks against customers reading the blog. Which of the following would be
the MOST effective at preventing the "post your comment" field from being exploited? 

A. Update the blog page to HTTPS 

B. Filter metacharacters 

C. Install HIDS on the server 

D. Patch the web application 

E. Perform client side input validation 

Correct Answer: B 

A general rule of thumb with regards to XSS is to "Never trust user input and always filter meta-characters." 

 

QUESTION 3

A security administrator is updating corporate policies to respond to an incident involving collusion between two systems
administrators that went undetected for more than six months. Which of the following policies would have MOST likely
uncovered the collusion sooner? (Choose two.) 

A. Mandatory vacation 

B. Separation of duties 

C. Continuous monitoring 

D. Incident response 
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E. Time-of-day restrictions 

F. Job rotation 

Correct Answer: BF 

 

 

QUESTION 4

A corporate forensic investigator has been asked to acquire five forensic images of an employee database application.
There are three images to capture in the United States, one in the United Kingdom, and one in Germany. Upon
completing the work, the forensics investigator saves the images to a local workstation. Which of the following types of
concerns should the forensic investigator have about this work assignment? 

A. Environmental 

B. Privacy 

C. Ethical 

D. Criminal 

Correct Answer: B 

 

QUESTION 5

While the code is still in the development environment, a security architect is testing the code stored in the code
repository to ensure the top ten OWASP secure coding practices are being followed. Which of the following code
analyzers will produce the desired results? 

A. Static 

B. Dynamic 

C. Fuzzer 

D. Peer review 

Correct Answer: A 

 

QUESTION 6

A company is implementing a new secure identity application, given the following requirements 

1.

 The cryptographic secrets used in the application must never be exposed to users or the OS 

2.
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 The application must work on mobile devices. 

3.

 The application must work with the company\\'s badge reader system 

Which of the following mobile device specifications are required for this design? (Select TWO). 

A. Secure element 

B. Biometrics 

C. UEFI 

D. SEAndroid 

E. NFC 

F. HSM 

Correct Answer: BE 

 

QUESTION 7

A cybersecunty analyst receives a ticket that indicates a potential incident is occurring. There has been a large increase
in log files generated by a website containing a ‘Contact Us\\' form. The analyst must determine if the increase in
website traffic is due to a recent marketing campaign or if this is a potential incident. 

Which of the following would BEST assist the analyst? 

A. Ensuring proper input validation is configured on the ‘Contact Us\\' form 

B. Deploying a WAF in front of the public website 

C. Checking for new rules from the inbound network IPS vendor 

D. Running the website log files through a log reduction and analysis tool 

Correct Answer: B 

By deploying a WAF in front of a web application, a shield is placed between the web application and the Internet. While
a proxy server protects a client machine\\'s identity by using an intermediary, a WAF is a type of reverse-proxy,
protecting the server from exposure by having clients pass through the WAF before reaching the server 

 

QUESTION 8

A company uses an enterprise desktop imaging solution to manage deployment of its desktop computers. Desktop
computer users are only permitted to use software that is part of the baseline image. Which of the following technical
solutions was MOST likely deployed by the company to ensure only known-good software can be installed on corporate
desktops? 

A. Network access control 
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B. Configuration Manager 

C. Application whitelisting 

D. File integrity checks 

Correct Answer: C 

 

QUESTION 9

A company\\'s claims processed department has a mobile workforce that receives a large number of email submissions
from personal email addresses. An employees recently received an email that approved to be claim form, but it installed
malicious software on the employee\\'s laptop when was opened. 

A. Impalement application whitelisting and add only the email client to the whitelist for laptop in the claims processing
department. 

B. Required all laptops to connect to the VPN before accessing email. 

C. Implement cloud-based content filtering with sandboxing capabilities. 

D. Install a mail gateway to scan incoming messages and strip attachments before they reach the mailbox. 

Correct Answer: C 

 

QUESTION 10

A security engineer is attempting to increase the randomness of numbers used in key generation in a system. The goal
of the effort is to strengthen the keys against predictive analysis attacks. 

Which of the following is the BEST solution? 

A. Use an entropy-as-a-service vendor to leverage larger entropy pools. 

B. Loop multiple pseudo-random number generators in a series to produce larger numbers. 

C. Increase key length by two orders of magnitude to detect brute forcing. 

D. Shift key generation algorithms to ECC algorithms. 

Correct Answer: A 

 

QUESTION 11

The OS on several servers crashed around the same time for an unknown reason. The servers were restored to
working conditions, and all file integrity was verified 

Which of the following should the incident response team perform to understand the crash and prevent it in the future? 

A. Root cause analysis 
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B. Continuity of operations plan 

C. After-action report 

D. Lessons learned 

Correct Answer: A 

 

 

QUESTION 12

A company is outsourcing to an MSSP that performs managed detection and response services. The MSSP requires a
server to be placed inside the network as a log aggregate and allows remote access to MSSP analyst. Critical devices
send logs to the log aggregator, where data is stored for 12 months locally before being archived to a multitenant cloud.
The data is then sent from the log aggregate to a public IP address in the MSSP datacenter for analysis. 

A security engineer is concerned about the security of the solution and notes the following: 

1.

 The critical devise send cleartext logs to the aggregator. 

2.

 The log aggregator utilize full disk encryption. 

3.

 The log aggregator sends to the analysis server via port 80. 

4.

 MSSP analysis utilize an SSL VPN with MFA to access the log aggregator remotely. 

5.

 The data is compressed and encrypted prior to being achieved in the cloud. 

Which of the following should be the engineer\\'s GREATEST concern? 

A. Hardware vulnerabilities introduced by the log aggregate server 

B. Network bridging from a remote access VPN 

C. Encryption of data in transit 

D. Multinancy and data remnants in the cloud 

Correct Answer: C 

 

QUESTION 13
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An organization has recently deployed an EDR solution across its laptops, desktops, and server infrastructure. The
organization\\'s server infrastructure is deployed in an IaaS environment. A database within the non-production
environment has been misconfigured with a routable IP and is communicating with a command and control server. 

Which of the following procedures should the security responder apply to the situation? (Choose two.) 

A. Contain the server. 

B. Initiate a legal hold. 

C. Perform a risk assessment. 

D. Determine the data handling standard. 

E. Disclose the breach to customers. 

F. Perform an IOC sweep to determine the impact. 

Correct Answer: AF 

 

 

QUESTION 14

A security analyst is reviewing logs and discovers that a company-owned computer issued to an employee is generating
many alerts and analyst continues to review the log events and discovers that a non-company-owned device from a
different, unknown IP address is general same events. The analyst informs the manager of these finding, and the
manager explains that these activities are already known and . . . ongoing simulation. Given this scenario, which of the
following roles are the analyst, the employee, and the manager fillings? 

A. The analyst is red team The employee is blue team The manager is white team 

B. The analyst is white team The employee is red team The manager is blue team 

C. The analyst is red team The employee is white team The manager is blue team 

D. The analyst is blue team The employee is red team The manager is white team 

Correct Answer: D 

 

QUESTION 15

A security analyst is reviewing the following company requirements prior to selecting the appropriate technical control
configuration and parameter: 

1. 

RTO:2 days 

2. 

RPO:36 hours 
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3. 

MTTR:24 hours 

4. 

MTBF:60 days 

Which of the following solutions will address the RPO requirements? 

A. Remote Syslog facility collecting real-time events 

B. Server farm behind a load balancer delivering five-nines uptime 

C. Backup solution that implements daily snapshots 

D. Cloud environment distributed across geographic regions 

Correct Answer: C 
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