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QUESTION 1

All cloud services utilize virtualization technologies. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 2

Vulnerability assessments cannot be easily integrated into CI/CD pipelines because of provider restrictions. 

A. False 

B. True 

Correct Answer: A 

 

QUESTION 3

Your cloud and on-premises infrastructures should always use the same network address ranges. 

A. False 

B. True 

Correct Answer: A 

 

QUESTION 4

CCM: A hypothetical start-up company called "CertBus4Sure" provides a cloud based IT management solution. They
are growing rapidly and have some security measures in place but the employees are still using their personal mobile
devices for storing and communicating company confidential information. So they decide to provide the employees with
company mobile devices and implement a Mobile Device Management policy. Two months later, a customer wants to
review CertBus4Sure\\'s mobile device security practices. Which of the following basic protection measures should the
client look for in the company\\'s Mobile Device Management policy? 

A. Registration of mobile devices 

B. Requirements for physical protection 

C. Requirements for mobile device software versions and for applying patches 

D. Malware protection 

E. All of the above 
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Correct Answer: E 

 

QUESTION 5

How is encryption managed on multi-tenant storage? 

A. Single key for all data owners 

B. One key per data owner 

C. Multiple keys per data owner 

D. The answer could be A, B, or C depending on the provider 

E. C for data subject to the EU Data Protection Directive; B for all others 

Correct Answer: B 

 

QUESTION 6

Which SDP component is used for authentication and authorization? 

A. Client 

B. Controller 

C. Access Manager 

D. Gateway 

E. Firewall 

Correct Answer: B 

 

QUESTION 7

CCM: The Architectural Relevance column in the CCM indicates the applicability of the cloud security control to which of
the following elements? 

A. Service Provider or Tenant/Consumer 

B. Physical, Network, Compute, Storage, Application or Data 

C. SaaS, PaaS or IaaS 

Correct Answer: C 

 

QUESTION 8
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In the Software-as-a-service relationship, who is responsible for the majority of the security? 

A. Application Consumer 

B. Database Manager 

C. Application Developer 

D. Cloud Provider 

E. Web Application CISO 

Correct Answer: D 

 

QUESTION 9

Which security concept includes the policy, process, and internal controls comprising how an organization is run
?including the structures and policies of the leadership and other mechanisms for management? 

A. Governance 

B. Information security 

C. Enterprise risk management 

D. Information risk management 

E. Compliance 

Correct Answer: A 

 

QUESTION 10

If in certain litigations and investigations, the actual cloud application or environment itself is relevant to resolving the
dispute in the litigation or investigation, how is the information likely to be obtained? 

A. It may require a subpoena of the provider directly 

B. It would require a previous access agreement 

C. It would require an act of war 

D. It would require a previous contractual agreement to obtain the application or access to the environment 

E. It would never be obtained in this situation 

Correct Answer: D 

 

QUESTION 11

Which phase of the incident response lifecycle includes creating and validating alerts? 
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A. Preparation 

B. Containment, Eradication, Recovery 

C. Detection and Analysis 

D. Auditing and Logging 

E. Post-mortem 

Correct Answer: C 

 

QUESTION 12

Which type of application security testing tests running applications and includes tests such as web vulnerability testing
and fuzzing? 

A. Code Review 

B. Static Application Security Testing (SAST) 

C. Unit Testing 

D. Functional Testing 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: E 

 

QUESTION 13

A key element of the "Destroy" phase of the Data Security Lifecycle is: 

A. Application Security 

B. Crypto-Shredding 

C. Assign Rights 

D. Encryption 

E. Classify 

Correct Answer: B 

 

QUESTION 14

Which of the following statements are NOT requirements of governance and enterprise risk management in a cloud
environment? 

A. Inspect and account for risks inherited from other members of the cloud supply chain and take active measures to
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mitigate and contain risks through operational resiliency. 

B. Respect the interdependency of the risks inherent in the cloud supply chain and communicate the corporate risk
posture and readiness to consumers and dependent parties. 

C. Negotiate long-term contracts with companies who use well-vetted software application to avoid the transient nature
of the cloud environment. 

D. Provide transparency to stakeholders and shareholders demonstrating fiscal solvency and organizational
transparency. 

E. Both B and C. 

Correct Answer: C 

 

QUESTION 15

What are the main considerations for key management? 

A. Performance, control, immutability, and security 

B. Performance, accessibility, immutability, and security 

C. Performance, control, accessibility, and security 

D. Performance, accessibility, latency, and security 

E. Accessibility, control, latency, and security 

Correct Answer: D 
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