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QUESTION 1

Aadhaar is a unique-identity number of 12 digits issued to all Indian residents based on their biometric and demographic
data. The data is collected by the Unique Identification Authority of India. The Aadhaar database contains the Aadhaar
number, name, date of birth, gender and address of over 1 billion individuals. 

Which of the following datasets derived from that data would be considered the most de-identified? 

A. A count of the years of birth and hash of the person\\' s gender. 

B. A count of the month of birth and hash of the person\\'s first name. 

C. A count of the day of birth and hash of the person\\'s first initial of their first name. 

D. Account of the century of birth and hash of the last 3 digits of the person\\'s Aadhaar number. 

Correct Answer: C 

 

QUESTION 2

In the realm of artificial intelligence, how has deep learning enabled greater implementation of machine learning? 

A. By using hand-coded classifiers like edge detection filters so that a program can identify where an object starts and
stops. 

B. By increasing the size of neural networks and running massive amounts of data through the network to train it. 

C. By using algorithmic approaches such as decision tree learning and inductive logic programming. 

D. By hand coding software routines with a specific set of instructions to accomplish a task. 

Correct Answer: B 

Reference: https://towardsdatascience.com/notes-on-artificial-intelligence-ai-machine-learning-ml-anddeep-learning-dl-
for-56e51a2071c2 

 

QUESTION 3

After committing to a Privacy by Design program, which activity should take place first? 

A. Create a privacy standard that applies to all projects and services. 

B. Establish a retention policy for all data being collected. 

C. Implement easy to use privacy settings for users. 

D. Perform privacy reviews on new projects. 

Correct Answer: B 
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QUESTION 4

SCENARIO 

It should be the most secure location housing data in all of Europe, if not the world. The Global Finance Data Collective
(GFDC) stores financial information and other types of client data from large banks, insurance companies, multinational
corporations and governmental agencies. After a long climb on a mountain road that leads only to the facility, you arrive
at the security booth. Your credentials are checked and checked again by the guard to visually verify that you are the
person pictured on your passport and national identification card. You are led down a long corridor with server rooms on
each side, secured by combination locks built into the doors. You climb a flight of stairs and are led into an office that is
lighted brilliantly by skylights where the GFDC Director of Security, Dr. Monique Batch, greets you. On the far wall you
notice a bank of video screens showing different rooms in the facility. At the far end, several screens show different
sections of the road up the mountain 

Dr. Batch explains once again your mission. As a data security auditor and consultant, it is a dream assignment: The
GFDC does not want simply adequate controls, but the best and most effective security that current technologies allow. 

"We were hacked twice last year," Dr. Batch says, "and although only a small number of records were stolen, the bad
press impacted our business. Our clients count on us to provide security that is nothing short of impenetrable and to do
so quietly. We hope to never make the news again." She notes that it is also essential that the facility is in compliance
with all relevant security regulations and standards. 

You have been asked to verify compliance as well as to evaluate all current security controls and security measures,
including data encryption methods, authentication controls and the safest methods for transferring data into and out of
the facility. As you prepare to begin your analysis, you find yourself considering an intriguing question: Can these people
be sure that I am who I say I am? 

You are shown to the office made available to you and are provided with system login information, including the name of
the wireless network and a wireless key. Still pondering, you attempt to pull up the facility\\'s wireless network, but no
networks appear in the wireless list. When you search for the wireless network by name, however it is readily found. 

What type of wireless network does GFDC seem to employ? 

A. A hidden network. 

B. A reluctant network. 

C. A user verified network. 

D. A wireless mesh network. 

Correct Answer: A 

Reference: https://help.gnome.org/users/gnome-help/stable/net-wireless-hidden.html.en 

 

QUESTION 5

In day to day interactions with technology, consumers are presented with privacy choices. Which of the following best
represents the Privacy by Design (PbD) methodology of letting the user choose a non-zerosum choice? 

A. Using images, words, and contexts to elicit positive feelings that result in proactive behavior, thus eliminating
negativity and biases. 

B. Providing plain-language design choices that elicit privacy-related responses, helping users avoid errors and
minimize the negative consequences of errors when they do occur. 
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C. Displaying the percentage of users that chose a particular option, thus enabling the user to choose the most
preferred option. 

D. Using contexts, antecedent events, and other priming concepts to assist the user in making a better privacy choice. 

Correct Answer: B 

 

QUESTION 6

Which Organization for Economic Co-operation and Development (OECD) privacy protection principle encourages an
organization to obtain an individual s consent before transferring personal information? 

A. Individual participation. 

B. Purpose specification. 

C. Collection limitation. 

D. Accountability. 

Correct Answer: C 

Reference: http://oecdprivacy.org 

 

QUESTION 7

Which of the following are the mandatory pieces of information to be included in the documentation of records of
processing activities for an organization that processes personal data on behalf of another organization? 

A. Copies of the consent forms from each data subject. 

B. Time limits for erasure of different categories of data. 

C. Contact details of the processor and Data Protection Offer (DPO). 

D. Descriptions of the processing activities and relevant data subjects. 

Correct Answer: B 

Reference: https://www.iubenda.com/en/help/5428-gdpr-guidema 

 

QUESTION 8

SCENARIO 

It should be the most secure location housing data in all of Europe, if not the world. The Global Finance Data Collective
(GFDC) stores financial information and other types of client data from large banks, insurance companies, multinational
corporations and governmental agencies. After a long climb on a mountain road that leads only to the facility, you arrive
at the security booth. Your credentials are checked and checked again by the guard to visually verify that you are the
person pictured on your passport and national identification card. You are led down a long corridor with server rooms on
each side, secured by combination locks built into the doors. You climb a flight of stairs and are led into an office that is
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lighted brilliantly by skylights where the GFDC Director of Security, Dr. Monique Batch, greets you. On the far wall you
notice a bank of video screens showing different rooms in the facility. At the far end, several screens show different
sections of the road up the mountain 

Dr. Batch explains once again your mission. As a data security auditor and consultant, it is a dream assignment: The
GFDC does not want simply adequate controls, but the best and most effective security that current technologies allow. 

"We were hacked twice last year," Dr. Batch says, "and although only a small number of records were stolen, the bad
press impacted our business. Our clients count on us to provide security that is nothing short of impenetrable and to do
so quietly. We hope to never make the news again." She notes that it is also essential that the facility is in compliance
with all relevant security regulations and standards. 

You have been asked to verify compliance as well as to evaluate all current security controls and security measures,
including data encryption methods, authentication controls and the safest methods for transferring data into and out of
the facility. As you prepare to begin your analysis, you find yourself considering an intriguing question: Can these people
be sure that I am who I say I am? 

You are shown to the office made available to you and are provided with system login information, including the name of
the wireless network and a wireless key. Still pondering, you attempt to pull up the facility\\'s wireless network, but no
networks appear in the wireless list. When you search for the wireless network by name, however it is readily found. 

What measures can protect client information stored at GFDC? 

A. De-linking of data into client-specific packets. 

B. Cloud-based applications. 

C. Server-side controls. 

D. Data pruning 

Correct Answer: A 

 

QUESTION 9

What is a main benefit of data aggregation? 

A. It is a good way to perform analysis without needing a statistician. 

B. It applies two or more layers of protection to a single data record. 

C. It allows one to draw valid conclusions from small data samples. 

D. It is a good way to achieve de-identification and unlinkabilty. 

Correct Answer: C 

 

QUESTION 10

What is the main reason a company relies on implied consent instead of explicit consent from a user to process her
data? 

A. The implied consent model provides the user with more detailed data collection information. 
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B. To secure explicit consent, a user\\'s website browsing would be significantly disrupted. 

C. An explicit consent model is more expensive to implement. 

D. Regulators prefer the implied consent model. 

Correct Answer: A 

 

QUESTION 11

How can a hacker gain control of a smartphone to perform remote audio and video surveillance? 

A. By performing cross-site scripting. 

B. By installing a roving bug on the phone. 

C. By manipulating geographic information systems. 

D. By accessing a phone\\'s global positioning system satellite signal. 

Correct Answer: B 

 

QUESTION 12

Which of the following provides a mechanism that allows an end-user to use a single sign-on (SSO) for multiple
services? 

A. The Open ID Federation. 

B. PCI Data Security Standards Council 

C. International Organization for Standardization. 

D. Personal Information Protection and Electronic Documents Act. 

Correct Answer: A 

 

QUESTION 13

SCENARIO 

Please use the following to answer the next question: 

Light Blue Health (LBH) is a healthcare technology company developing a new web and mobile application 

that collects personal health information from electronic patient health records. The application will use 

machine learning to recommend potential medical treatments and medications based on information 

collected from anonymized electronic health records. Patient users may also share health data collected 
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from other mobile apps with the LBH app. 

The application requires consent from the patient before importing electronic health records into the 

application and sharing it with their authorized physicians or healthcare provider. The patient can then 

review and share the recommended treatments with their physicians securely through the app. The patient 

user may also share location data and upload photos in the app. The patient user may also share location 

data and upload photos in the app for a healthcare provider to review along with the health record. The 

patient may also delegate access to the app. 

LBH\\'s privacy team meets with the Application development and Security teams, as well as key business 

stakeholders on a periodic basis. LBH also implements Privacy by Design (PbD) into the application 

development process. 

The Privacy Team is conducting a Privacy Impact Assessment (PIA) to evaluate privacy risks during 

development of the application. The team must assess whether the application is collecting descriptive, 

demographic or any other user related data from the electronic health records that are not needed for the 

purposes of the application. The team is also reviewing whether the application may collect additional 

personal data for purposes for which the user did not provide consent. 

What is the best way to ensure that the application only collects personal data that is needed to fulfill its 

primary purpose of providing potential medical and healthcare recommendations? 

A. Obtain consent before using personal health information for data analytics purposes. 

B. Provide the user with an option to select which personal data the application may collect. 

C. Disclose what personal data the application the collecting in the company Privacy Policy posted online. 

D. Document each personal category collected by the app and ensure it maps to an app function or feature. 

Correct Answer: C 

 

QUESTION 14

SCENARIO 

Please use the following to answer the next question: 

Chuck, a compliance auditor for a consulting firm focusing on healthcare clients, was required to travel to 

the client\\'s office to perform an onsite review of the client\\'s operations. He rented a car from Finley Motors 

upon arrival at the airport as so he could commute to and from the client\\'s office. The car rental agreement 
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was electronically signed by Chuck and included his name, address, driver\\'s license, make/model of the 

car, billing rate, and additional details describing the rental transaction. On the second night, Chuck was 

caught by a red light camera not stopping at an intersection on his way to dinner. Chuck returned the car 

back to the car rental agency at the end week without mentioning the infraction and Finley Motors emailed 

a copy of the final receipt to the address on file. 

Local law enforcement later reviewed the red light camera footage. As Finley Motors is the registered 

owner of the car, a notice was sent to them indicating the infraction and fine incurred. This notice included 

the license plate number, occurrence date and time, a photograph of the driver, and a web portal link to a 

video clip of the violation for further review. Finley Motors, however, was not responsible for the violation 

as they were not driving the car at the time and transferred the incident to AMP Payment Resources for 

further review. AMP Payment Resources identified Chuck as the driver based on the rental agreement he 

signed when picking up the car and then contacted Chuck directly through a written letter regarding the 

infraction to collect the fine. 

After reviewing the incident through the AMP Payment Resources\\' web portal, Chuck paid the fine using 

his personal credit card. Two weeks later, Finley Motors sent Chuck an email promotion offering 10% off a 

future rental. 

What should Finley Motors have done to incorporate the transparency principle of Privacy by Design 

(PbD)? 

A. Signed a data sharing agreement with AMP Payment Resources. 

B. Documented that Finley Motors has a legitimate interest to share Chuck\\'s information. 

C. Obtained verbal consent from Chuck and recorded it within internal systems. 

D. Provided notice of data sharing practices within the electronically signed rental agreement. 

Correct Answer: D 

 

QUESTION 15

What is an Access Control List? 

A. A list of steps necessary for an individual to access a resource. 

B. A list that indicates the type of permission granted to each individual. 

C. A list showing the resources that an individual has permission to access. 
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D. A list of individuals who have had their access privileges to a resource revoked. 

Correct Answer: C 

Reference: https://searchsoftwarequality.techtarget.com/definition/access-control-list 
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