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QUESTION 1

Which of the following is the PRIMARY reason to perform regular vulnerability scanning of an organization network? 

A. Provide vulnerability reports to management. 

B. Validate vulnerability remediation activities. 

C. Prevent attackers from discovering vulnerabilities. 

D. Remediate known vulnerabilities. 

Correct Answer: B 

 

QUESTION 2

Which Identity and Access Management (IAM) process can be used to maintain the principle of least privilege? 

A. identity provisioning 

B. access recovery 

C. multi-factor authentication (MFA) 

D. user access review 

Correct Answer: D 

 

 

QUESTION 3

What is the BEST control to be implemented at a login page in a web application to mitigate the ability to enumerate
users? 

A. Implement a generic response for a failed login attempt. 

B. Implement a strong password during account registration. 

C. Implement numbers and special characters in the user name. 

D. Implement two-factor authentication (2FA) to login process. 

Correct Answer: A 

 

QUESTION 4

When is a Business Continuity Plan (BCP) considered to be valid? 
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A. When it has been validated by the Business Continuity (BC) manager 

B. When it has been validated by the board of directors 

C. When it has been validated by all threat scenarios 

D. When it has been validated by realistic exercises 

Correct Answer: D 

 

QUESTION 5

Which of the following is a security feature of Global Systems for Mobile Communications (GSM)? 

A. It uses a Subscriber Identity Module (SIM) for authentication. 

B. It uses encrypting techniques for all communications. 

C. The radio spectrum is divided with multiple frequency carriers. 

D. The signal is difficult to read as it provides end-to-end encryption. 

Correct Answer: A 

 

QUESTION 6

Which of the following statements is TRUE for point-to-point microwave transmissions? 

A. They are not subject to interception due to encryption. 

B. Interception only depends on signal strength. 

C. They are too highly multiplexed for meaningful interception. 

D. They are subject to interception by an antenna within proximity. 

Correct Answer: D 

 

QUESTION 7

During a disruptive event, which security continuity objectives will maintain an organization\\'s information security to a
predetermined level? 

A. During a disruptive event, which security continuity objectives will maintain an organization\\'s information security to
a predetermined level? 

B. Impact assessment report 

C. Information security continuity plan 

D. Business continuity plan (BCP) 
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Correct Answer: C 

Reference: https://preteshbiswas.com/2019/12/24/so-270012022-a5-29-information-security-during-disruption/ 

 

QUESTION 8

An organization decides to implement a partial Public Key Infrastructure (PKI) with only the servers having digital
certificates. What is the security benefit of this implementation? 

A. Clients can authenticate themselves to the servers. 

B. Mutual authentication is available between the clients and servers. 

C. Servers are able to issue digital certificates to the client. 

D. Servers can authenticate themselves to the client. 

Correct Answer: D 

 

QUESTION 9

When conducting a security assessment of access controls, which activity is part of the data analysis phase? 

A. Present solutions to address audit exceptions. 

B. Conduct statistical sampling of data transactions. 

C. Categorize and identify evidence gathered during the audit. 

D. Collect logs and reports. 

Correct Answer: C 

 

QUESTION 10

Which of the following is the name of an individual or group that is impacted by a change? 

A. Change agent 

B. Stakeholder 

C. Sponsor 

D. End User 

Correct Answer: B 

 

QUESTION 11
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An organization is selecting a service provider to assist in the consolidation of multiple computing sites including
development, implementation and ongoing support of various computer systems. Which of the following MUST be
verified by the Information Security Department? 

A. The service provider\\'s policies are consistent with ISO/IEC27001 and there is evidence that the service provider is
following those policies. 

B. The service provider will segregate the data within its systems and ensure that each region\\'s policies are met. 

C. The service provider will impose controls and protections that meet or exceed the current systems controls and
produce audit logs as verification. 

D. The service provider\\'s policies can meet the requirements imposed by the new environment even if they differ from
the organization\\'s current policies. 

Correct Answer: D 

 

QUESTION 12

A new internal auditor is tasked with auditing the supply chain. The system owner stated that the last internal auditor
was terminated because the auditor discovered too many deficient controls. The auditor reports this conversation to
their manager. Which of the following audit integrity principles BEST applies to this situation? 

A. Demonstrate competence while performing professional duties. 

B. Perform professional duties with honesty, diligence, and responsibility. 

C. Perform professional duties in accordance with company policy. 

D. Be aware of any influences that may be exerted on professional judgement. 

Correct Answer: D 

 

 

QUESTION 13

Which of the following is the MOST important part of an awareness and training plan to prepare employees for
emergency situations? 

A. Having emergency contacts established for the general employee population to get information 

B. Conducting business continuity and disaster recovery training for those who have a direct role in the recovery 

C. Designing business continuity and disaster recovery training programs for different audiences 

D. Publishing a corporate business continuity and disaster recovery plan on the corporate website 

Correct Answer: C 

 

QUESTION 14
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In order for a security policy to be effective within an organization, it MUST include 

A. strong statements that clearly define the problem. 

B. a list of all standards that apply to the policy. 

C. owner information and date of last revision. 

D. disciplinary measures for non compliance. 

Correct Answer: D 

 

QUESTION 15

A Denial of Service (DoS) attack on a syslog server exploits weakness in which of the following protocols? 

A. Point-to-Point Protocol (PPP) and Internet Control Message Protocol (ICMP) 

B. Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) 

C. Address Resolution Protocol (ARP) and Reverse Address Resolution Protocol (RARP) 

D. Transport Layer Security (TLS) and Secure Sockets Layer (SSL) 

Correct Answer: B 
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