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QUESTION 1

A company decides to reduce its IT labor force by hiring an external company to manage various aspects of IT
administration, such as software patch management, desktop virtualization, and remote network maintenance. The
company will still retain technicians for maintenance and storage administration. Which of the following services has this
company implemented? 

A. Outsourcing 

B. Virtualization 

C. PaaS 

D. IaaS 

Correct Answer: A 

 

QUESTION 2

The IT department is planning the migration of their customer billing database to an external cloud provider. They have
resolved most technical concerns but are worried about data interception between the 

cloud and branch offices. Which of the following is the BEST way to address this concern? 

A. Design, build and test a robust security access program 

B. Encrypt the database 

C. Encrypt the data stream 

D. Use certificate services for database access 

Correct Answer: D 

 

QUESTION 3

In order for an organization to have a successful cloud implementation, which of the following must be true? 

A. The organization must perform and successfully complete a cloud readiness assessment. 

B. The organization must have used virtualization technology in the past. 

C. The organization must have an unlimited budget for allocation of cloud resources. 

D. The organization must have an in-house IT department. 

Correct Answer: A 

 

QUESTION 4
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How can cloud computing help reduce integrity risks? 

A. Cloud computing makes it easier to have a backup available. 

B. Cloud computing makes it easier to monitor access and usage of data. 

C. Cloud computing makes it easier to give people access to data in the cloud. 

D. Cloud computing makes it easier to have redundancy capabilities. 

Correct Answer: A 

 

QUESTION 5

An XaaS cloud platform offers which of the following that can be beneficial to a business organization in terms of cost? 

A. The distributed identity of a database pool can lend added security to their stored information 

B. The ability to add flexibility to licensing options helps add to the ease of system implementation and use 

C. The initial capital expenditures are greatly reduced and additional costs are controlled in variation 

D. The number of virtual network components in several configurations can be varied and unlimited 

Correct Answer: B 

 

QUESTION 6

Which of the following should be measured with a direct cost chargeback method? 

A. Power and cooling consumed 

B. CPU cycles used 

C. Technical staff 

D. Square footage cost of the facility 

Correct Answer: C 

 

QUESTION 7

Which of the following is the MOST important service management consequence of elastic capacity? 

A. The need for better application development 

B. The need for better security management 

C. The need for good performance monitoring and management 

D. The need to improve the fulfillment and provisioning process 
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Correct Answer: C 

 

QUESTION 8

Why can cloud computing be a challenge in relation to compliance risks (e.g. compliance with the Sarbanes-Oxley
Act)? 

A. It makes it harder to know where a company\\'s important assets are. 

B. It is harder to limit the provider\\'s liability in the contract. 

C. It makes it harder to know where a company\\'s physical assets are. 

D. Industry regulations change more frequently to ensure compliance. 

Correct Answer: A 

 

QUESTION 9

A company is designing a new web-based software application that must be highly available and resilient. Which of the
following is the BEST environment for the application? 

A. The primary instance of the application will be locally hosted with a weekly copy of the instance sent to a cloud
service provider. 

B. The primary instance of the application will be locally hosted with a nightly file-level backup being performed to an off-
site location. 

C. The primary instance of the application will be running a cloud service provider\\'s hosted environment with a
continuous backup to the company\\'s local infrastructure. 

D. The primary instance of the application will be locally hosted with a nightly copy of the instance sent to a cloud
service provider. 

Correct Answer: D 

 

QUESTION 10

An organization is replacing its core insurance platform. The solution is made up of internally hosted insurance systems
and applications hosted in the cloud. Which of the following activities is part of service transition? 

A. Ensure that as part of the change management process the events are sequenced to include the cloud provider and
that they have resources available. 

B. Ensure that monitoring controls are implemented by the cloud provider to ensures that the system is highly available
and that performance can be measured. 

C. Ensure that the SLA\\'s for availability have been well documented and agreed to as part of the contract arrangement
between the two companies. 

D. Ensure that the capacity and storage is available to meet the current and future demands of the solution of the cloud
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provider\\'s infrastructure. 

Correct Answer: A 

 

QUESTION 11

Privacy is the right of________ to selectively disclose information about _________ and restrict the further use of that
information by any party. 

A. companies, others 

B. companies, themselves 

C. individuals, others 

D. individuals, themselves 

Correct Answer: D 

 

QUESTION 12

Which of the following is improved by choosing cloud computing versus traditional IT infrastructure outsourcing? 

A. Resource spending 

B. Legal requirements 

C. Employee morale 

D. Controllable response time 

Correct Answer: A 

 

QUESTION 13

A private cloud generally has which of the following characteristics? 

A. Services are restricted to members of the same organization 

B. Infrastructure is managed by an independent service provider 

C. Services are managed by a third-party provider 

D. Services are accessed by members outside of the organization 

Correct Answer: A 

 

QUESTION 14
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Which of the following steps BEST leads to successful adoption of a cloud service? 

A. Gather stakeholder requirements, select potentially suitable cloud providers, perform a pilot, and select the most
appropriate provider. 

B. Choose the most well known cloud provider for the given service and negotiate a short-lived contract with strong
penalty clauses. 

C. Request a list of reference sites from the potential cloud provider and interview a reference from within the same
industry sector. If the site reference check is positive, then choose the cloud provider. 

D. Workshop selection criteria items with company management and choose the service provider based on the
strongest formal responses from cloud providers. 

Correct Answer: A 

 

QUESTION 15

Which of the following is an example of a cloud-related security risk? 

A. Losing network connectivity 

B. Not having enough software licenses 

C. Not knowing what the cloud provider will charge 

D. Storing customer data at a provider 

Correct Answer: D 
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