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QUESTION 1

Which of the following processes is described in the statement below? 

"It is the process of implementing risk response plans, tracking identified risks, monitoring residual risk, 

identifying new risks, and evaluating risk process effectiveness throughout the project." 

A. Perform Quantitative Risk Analysis 

B. Monitor and Control Risks 

C. Identify Risks 

D. Perform Qualitative Risk Analysis 

Correct Answer: B 

Monitor and Control Risk is the process of implementing risk response plans, tracking identified risks, monitoring
residual risk, identifying new risks, and evaluating risk process effectiveness throughout the project. It can involve
choosing alternative strategies, executing a contingency or fallback plan, taking corrective action, and modifying the
project management plan. 

Incorrect Answers: 

B: This is the process of numerically analyzing the effect of identified risks on overall project objectives. 

C: This is the process of determining which risks may affect the project and documenting their characteristics. 

D: This is the process of prioritizing risks for further analysis or action by accessing and combining their probability of
occurrence and impact. 

 

QUESTION 2

Which of the following is the BEST reason to use qualitative measures to express residual risk levels related to
emerging threats? 

A. Qualitative measures are easier to update. 

B. Qualitative measures are better aligned to regulatory requirements. 

C. Qualitative measures are better able to incorporate expert judgment. 

D. Qualitative measures require less ongoing monitoring. 

Correct Answer: C 

 

QUESTION 3

Henry is the project manager of the QBG Project for his company. This project has a budget of $4,576,900 and is
expected to last 18 months to complete. The CIO, a stakeholder in the project, has introduced a scope change request
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for additional deliverables as part of the project work. What component of the change control system would review the
proposed changes\\' impact on the features and functions of the project\\'s product? 

A. Cost change control system 

B. Configuration management system 

C. Scope change control system 

D. Integrated change control 

Correct Answer: B 

The configuration management system ensures that proposed changes to the project\\'s scope are reviewed and
evaluated for their affect on the project\\'s product. 

Configure management process is important in achieving business objectives. Ensuring the integrity of hardware and
software configurations requires the establishment and maintenance of an accurate and complete configuration
repository. This process includes collecting initial configuration information, establishing baselines, verifying and auditing
configuration information, and updating the configuration repository as needed. Effective configuration management
facilitates greater system availability minimizes production issues and resolves issues more quickly. 

Incorrect Answers: 

A: The cost change control system is responsible for reviewing and controlling changes to the project costs. 

C: The scope change control system focuses on reviewing the actual changes to the project scope. When a change to
the project\\'s scope is proposed, the configuration management system is also invoked. 

D: Integrated change control examines the affect of a proposed change on the project as a whole. 

 

QUESTION 4

Management has noticed storage costs have increased exponentially over the last 10 years because most users do not
delete their emails. Which of the following can BEST alleviate this issue while not sacrificing security? 

A. Establishing e-discovery and data loss prevention (DLP) 

B. Sending notifications when near storage quota 

C. Implementing record retention tools and techniques 

D. Implementing a bring your own device (BYOD) policy 

Correct Answer: B 

 

QUESTION 5

The PRIMARY purpose of using a framework for risk analysis is to: 

A. help define risk tolerance 

B. help develop risk scenarios 
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C. improve consistency 

D. improve accountability. 

Correct Answer: A 

 

 

QUESTION 6

Which of the following controls BEST enables an organization to ensure a complete and accurate IT asset inventory? 

A. Requesting an asset list from business owners 

B. Prohibiting the use of personal devices for business 

C. Performing network scanning for unknown devices 

D. Documenting asset configuration baselines 

Correct Answer: C 

 

QUESTION 7

Which of the following BEST enables the risk profile to serve as an effective resource to support business objectives? 

A. Updating the risk profile with risk assessment results. 

B. Assigning quantitative values to qualitative metrics in the risk register. 

C. Engaging external risk professionals to periodically review the risk. 

D. Prioritizing global standards over local requirements in the risk profile. 

Correct Answer: B 

 

QUESTION 8

Which of the following is the BEST way to promote adherence to the risk tolerance level set by management? 

A. Avoiding risks that could materialize into substantial losses 

B. Increasing organizational resources to mitigate risks 

C. Defining expectations in the enterprise risk policy 

D. Communicating external audit results 

Correct Answer: C 
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QUESTION 9

When determining which control deficiencies are most significant, which of the following would provide the MOST useful
information? 

A. Exception handling policy 

B. Benchmarking assessments 

C. Vulnerability assessment results 

D. Risk analysis results 

Correct Answer: D 

 

QUESTION 10

You are the project manager of GHT project. You have implemented an automated tool to analyze and report on access
control logs based on severity. This tool generates excessively large amounts of results. You perform a risk assessment
and decide to configure the monitoring tool to report only when the alerts are marked "critical". What you should do in
order to fulfill that? 

A. Apply risk response 

B. Optimize Key Risk Indicator 

C. Update risk register D. Perform quantitative risk analysis 

Correct Answer: B 

As the sensitivity of the monitoring tool has to be changed, therefore it requires optimization of Key Risk 

Indicator. The monitoring tool which is giving alerts is itself acting as a risk indicator. Hence to change the 

sensitivity of the monitoring tool to give alert only for critical situations requires optimization of the KRI. 

Incorrect Answers: 

A, C, D: These options are not relevant to the change of sensitivity of the monitoring tools. 

 

QUESTION 11

The MAIN goal of the risk analysis process is to determine the: 

A. potential severity of impact. 

B. control deficiencies. 

C. frequency and magnitude of loss. 

D. threats and vulnerabilities. 

Correct Answer: D 
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QUESTION 12

An organization has outsourced an application to a Software as a Service (SaaS) provider. The risk associated with the
use of this service should be owned by the: 

A. service provider\\'s IT manager 

B. service provider\\'s risk manager 

C. organization\\'s business process manager 

D. organization\\'s vendor manager 

Correct Answer: C 

 

QUESTION 13

You are elected as the project manager of GHT project. You have to initiate the project. Your Project request document
has been approved, and now you have to start working on the project. What is the FIRST step you should take to
initialize the project? 

A. Conduct a feasibility study 

B. Acquire software 

C. Define requirements of project 

D. Plan project management 

Correct Answer: A 

Conducting a feasibility study begins once initial approval has been given to move forward with a project. It includes an
analysis to clearly define the need and to identify alternatives for addressing the need. 

Incorrect Answers: 

B: Acquiring software involves building new or modifying existing hardware or software after final approval by the
stakeholder, which is not a phase in the standard SDLC process. If a decision was reached to acquire rather than
develop software, this task should occur after feasibility study and defining requirements. 

C: Requirements of the project is being defined after conducting feasibility study. 

D: This is latter phase in project development process. 

 

QUESTION 14

Which of the following is the MOST relevant input to an organization\\'s risk profile? 

A. External audit\\'s risk assessment 

B. Management\\'s risk self-assessment 
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C. Internal audit\\'s risk assessment 

D. Information security\\'s vulnerability assessment 

Correct Answer: A 

 

QUESTION 15

Which of the following should be the PRIMARY objective of promoting a risk-aware culture within an organization? 

A. Enabling risk-based decision making 

B. Increasing process control efficiencies 

C. Better understanding of the risk appetite 

D. Improving audit results 

Correct Answer: A 
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