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QUESTION 1

A system\\'s authority to operate (ATO) is set to expire in four days. Because of other activities and limited staffing, the
organization has neglected to start reauthentication activities until now. The cybersecurity group just performed a
vulnerability scan with the partial set of results shown below: 

Based on the scenario and the output from the vulnerability scan, which of the following should the security team do with
this finding? 

A. Remediate by going to the web config file, searching for the enforce HTTP validation setting, and manually updating
to the correct setting. 

B. Accept this risk for now because this is a "high" severity, but testing will require more than the four days available,
and the system ATO needs to be competed. 

C. Ignore it. This is false positive, and the organization needs to focus its efforts on other findings. 

D. Ensure HTTP validation is enabled by rebooting the server. 

Correct Answer: A 

 

QUESTION 2

After implementing and running an automated patching tool, a security administrator ran a vulnerability scan that
reported no missing patches found. Which of the following BEST describes why this tool was used? 

A. To create a chain of evidence to demonstrate when the servers were patched. 

B. To harden the servers against new attacks. 

C. To provide validation that the remediation was active. 

D. To generate log data for unreleased patches. 
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Correct Answer: B 

 

QUESTION 3

During an investigation, a computer is being seized. Which of the following is the FIRST step the analyst should take? 

A. Power off the computer and remove it from the network. 

B. Unplug the network cable and take screenshots of the desktop. 

C. Perform a physical hard disk image. 

D. Initiate chain-of-custody documentation. 

Correct Answer: A 

 

QUESTION 4

A SIEM alert occurs with the following output: 

Which of the following BEST describes this alert? 

A. The alert is a false positive; there is a device with dual NICs 

B. The alert is valid because IP spoofing may be occurring on the network 

C. The alert is a false positive; both NICs are of the same brand 

D. The alert is valid because there may be a rogue device on the network 

Correct Answer: B 

 

QUESTION 5

During a quarterly review of user accounts and activity, a security analyst noticed that after a password reset the head
of human resources has been logging in from multiple external locations, including several overseas. Further review of
the account showed access rights to a number of corporate applications, including a sensitive accounting application
used for employee bonuses. Which of the following security methods could be used to mitigate this risk? 

A. RADIUS identity management 

B. Context-based authentication 

C. Privilege escalation restrictions 
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D. Elimination of self-service password resets 

Correct Answer: B 

 

QUESTION 6

A security analyst\\'s company uses RADIUS to support a remote sales staff of more than 700 people. The Chief
Information Security Officer (CISO) asked to have IPSec using ESP and 3DES enabled to ensure the confidentiality of
the communication as per RFC 3162. After the implementation was complete, many sales users reported latency issues
and other performance issues when attempting to connect remotely. Which of the following is occurring? 

A. The device running RADIUS lacks sufficient RAM and processing power to handle ESP implementation. 

B. RFC 3162 is known to cause significant performance problems. 

C. The IPSec implementation has significantly increased the amount of bandwidth needed. 

D. The implementation should have used AES instead of 3DES. 

Correct Answer: A 

 

QUESTION 7

An analyst received a forensically sound copy of an employee\\'s hard drive. The employee\\'s manager suspects
inappropriate images may have been deleted from the hard drive. Which of the following could help the analyst recover
the deleted evidence? 

A. File hashing utility 

B. File timestamps 

C. File carving tool 

D. File analysis tool 

Correct Answer: C 

 

QUESTION 8

During a red team engagement, a penetration tester found a production server. Which of the following portions of the
SOW should be referenced to see if the server should be part of the testing engagement? 

A. Authorization 

B. Exploitation 

C. Communication 

D. Scope 

Correct Answer: D 

CS0-001 PDF Dumps | CS0-001 VCE Dumps | CS0-001 Exam Questions                                4 / 9

https://www.lead4pass.com/cs0-001.html
https://www.lead4pass.com/cs0-001.html
https://www.lead4pass.com/cs0-001.html


https://www.lead4pass.com/cs0-001.html
2022 Latest lead4pass CS0-001 PDF and VCE dumps Download

 

QUESTION 9

An organization is conducting penetration testing to identify possible network vulnerabilities. The penetration tester has
already identified active hosts in the network and is now scanning individual hosts to determine if any are running a web
server. The output from the latest scan is shown below: 

Which of the following commands would have generated the output above? 

A.?map ?V 192.168.1.13 ? 80 

B.?map ?P 192.168.1.0/24 ? ALL 

C.?map ?V 192.168.1.1 ? 80 

D.?map ?P 192.168.1.13 ? ALL 

Correct Answer: A 

 

QUESTION 10

A corporation employs a number of small-form-factor workstations and mobile devices, and an incident response team
is therefore required to build a forensics kit with tools to support chip-off analysis. Which of the following tools would
BEST meet this requirement? 

A. JTAG adapters 

B. Last-level cache readers 

C. Write-blockers 

D. ZIF adapters 

Correct Answer: A 

 

QUESTION 11

A hacker issued a command and received the following response: 

CS0-001 PDF Dumps | CS0-001 VCE Dumps | CS0-001 Exam Questions                                5 / 9

https://www.lead4pass.com/cs0-001.html
https://www.lead4pass.com/cs0-001.html
https://www.lead4pass.com/cs0-001.html


https://www.lead4pass.com/cs0-001.html
2022 Latest lead4pass CS0-001 PDF and VCE dumps Download

Which of the following describes what the hacker is attempting? 

A. Penetrating the system 

B. Performing a zombie scan 

C. OS fingerprinting 

D. Topology discovery 

Correct Answer: A 

 

QUESTION 12

A security analyst received a compromised workstation. The workstation\\'s hard drive may contain evidence of criminal
activities. Which of the following is the FIRST thing the analyst must do to ensure the integrity of the hard drive while
performing the analysis? 

A. Make a copy of the hard drive. 

B. Use write blockers. 

C. Run rm –R command to create a hash. 

D. Install it on a different machine and explore the content. 

Correct Answer: B 

 

 

QUESTION 13

An organization wants to harden its web servers. As part of this goal, leadership has directed that vulnerability scans be
performed, and the security team should remediate the servers according to industry best practices. The team has
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already chosen a vulnerability scanner and performed the necessary scans, and now the team needs to prioritize the
fixes. Which of the following would help to prioritize the vulnerabilities for remediation in accordance with industry best
practices? 

A. CVSS 

B. SLA 

C. ITIL 

D. OpenVAS 

E. Qualys 

Correct Answer: A 

 

QUESTION 14

A system administrator has reviewed the following output: 

Which of the following can a system administrator infer from the above output? 

A. The company email server is running a non-standard port. 

B. The company email server has been compromised. 

C. The company is running a vulnerable SSH server. 

D. The company web server has been compromised. 

Correct Answer: A 

 

QUESTION 15

The help desk informed a security analyst of a trend that is beginning to develop regarding a suspicious email that has
been reported by multiple users. The analyst has determined the email includes an attachment named invoice.zip that
contains the following files: 
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Locky.js xerty.ini xerty.lib 

Further analysis indicates that when the .zip file is opened, it is installing a new version of ransomware on the devices.
Which of the following should be done FIRST to prevent data on the company NAS from being encrypted by infected
devices? 

A. Disable access to the company VPN. 

B. Move the files from the NAS to a cloud-based storage solution. 

C. Set permissions on file shares to read-only. 

D. Add the URL included in the .js file to the company\\'s web proxy filter. 

Correct Answer: D 
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