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QUESTION 1

You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the
district they will need to be able to work from an alternate location. However, budget is an issue. Which of the following
is most appropriate for this client? 

A. Cold site 

B. Off site 

C. Warm site 

D. Hot site 

Correct Answer: A 

A cold site provides an office space, and in some cases basic equipment. However, you will need to restore your data to
that equipment in order to use it. This is a much less expensive solution than the hot site. Answer: D is incorrect. A hot
site has equipment installed, configured and ready to use. This may make disaster recovery much faster, but will also be
more expensive. And a school district can afford to be down for several hours before resuming IT operations, so the less
expensive option is more appropriate. Answer: C is incorrect. A warm site is between a hot and cold site. It has some
equipment ready and connectivity ready. However, it is still significantly more expensive than a cold site, and not
necessary for this scenario. Answer: B is incorrect. Off site is not any type of backup site terminology. 

 

QUESTION 2

What are the various benefits of a software interface according to the "Enhancing the Development Life Cycle to
Produce Secure Software" document? Each correct answer represents a complete solution. Choose three. 

A. It modifies the implementation of a component without affecting the specifications of the interface. 

B. It controls the accessing of a component. 

C. It displays the implementation details of a component. 

D. It provides a programmatic way of communication between the components that are working with different
programming languages. 

Correct Answer: ABD 

The benefits of a software interface are as follows: It provides a programmatic way of communication between the
components that are working with different programming languages. It prevents direct communication between
components. It modifies the implementation of a component without affecting the specifications of the interface. It hides
the implementation details of a component. It controls the accessing of a component. Answer: C is incorrect. A software
interface hides the implementation details of the component. 

 

QUESTION 3

Which of the following ISO standards is entitled as "Information technology - Security techniques - Information security
management - Measurement"? 
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A. ISO 27003 

B. ISO 27005 

C. ISO 27004 

D. ISO 27006 

Correct Answer: C 

ISO 27004 is an information security standard developed by the International Organization for Standardization (ISO)
and the International Electrotechnical Commission (IEC). It is entitled as "Information technology - Security techniques
Information security management - Measurement". The ISO 27004 standard provides guidelines on specifications and
use of measurement techniques for the assessment of the effectiveness of an implemented information security
management system and controls. It also helps an organization in establishing the effectiveness of ISMS
implementation, embracing benchmarking, and performance targeting within the PDCA (plan-do-check-act) cycle.
Answer: A is incorrect. ISO 27003 is entitled as "Information Technology - Security techniques - Information security
management system implementation guidance". Answer: B is incorrect. ISO 27005 is entitled as "ISO/IEC 27005:2008
Information technology -- Security techniques -- Information security risk management". Answer: D is incorrect. ISO
27006 is entitled as "Information technology - Security techniques - Requirements for bodies providing audit and
certification of information security management systems". 

 

QUESTION 4

Fill in the blank with an appropriate phrase. A is defined as any activity that has an effect on defining, designing,
building, or executing a task, requirement, or procedure. 

A. technical effort 

Correct Answer: A 

A technical effort is described as any activity, which has an effect on defining, designing, building, or implementing a
task, requirement, or procedure. The technical effort is an element of technical management that is required to progress
efficiently and effectively from a business need to the deployment and operation of the system. 

 

QUESTION 5

You work as a CSO (Chief Security Officer) for Tech Perfect Inc. You want to perform the following tasks: Develop a risk-
driven enterprise information security architecture. Deliver security infrastructure solutions that support critical business
initiatives. Which of the following methods will you use to accomplish these tasks? 

A. Service-oriented modeling and architecture 

B. Service-oriented modeling framework 

C. Sherwood Applied Business Security Architecture 

D. Service-oriented architecture 

Correct Answer: C 

SABSA (Sherwood Applied Business Security Architecture) is a framework and methodology for Enterprise Security
Architecture and Service Management. SABSA is a model and a methodology for developing risk-driven enterprise
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information security architectures and for delivering security infrastructure solutions that support critical business
initiatives. The primary characteristic of the SABSA model is that everything must be derived from an analysis of the
business requirements for security, especially those in which security has an enabling function through which new
business opportunities can be developed and exploited. Answer: B is incorrect. The service-oriented modeling
framework (SOMF) is a service-oriented development life cycle methodology. It offers a number of modeling practices
and disciplines that contribute to a successful service-oriented life cycle management and modeling. The service-
oriented modeling framework illustrates the major elements that identify the "what to do" aspects of a service
development scheme. Answer: A is incorrect. The service-oriented modeling and architecture (SOMA) includes an
analysis and design method that extends traditional object-oriented and component-based analysis and design methods
to include concerns relevant to and supporting SOA. Answer: D is incorrect. The service-oriented architecture (SOA) is
a flexible set of design principles used during the phases of systems development and integration. 

 

QUESTION 6

Which of the following is an example of over-the-air (OTA) provisioning in digital rights management? 

A. Use of shared secrets to initiate or rebuild trust. 

B. Use of software to meet the deployment goals. 

C. Use of concealment to avoid tampering attacks. 

D. Use of device properties for unique identification. 

Correct Answer: A 

Over- the- air provisioning is a mechanism to deploy MIDlet suites over a network. It is a method of distributing MIDlet
suites. MIDlet suite providers install their MIDlet suites on Web servers and provide a hypertext link for downloading. A
user can use this link to download the MIDlet suite either through the Internet microbrowser or through WAP on his
device. Over-the-air provisioning is required for end-to-end encryption or other security purposes in order to deliver
copyrighted software to a mobile device. For example, use of shared secrets to initiate or rebuild trust. Answer: D and C
are incorrect. The use of device properties for unique identification and the use of concealment to avoid tampering
attacks are the security challenges in digital rights management (DRM). Answer: B is incorrect. The use of software and
hardware to meet the deployment goals is a distracter. 

 

QUESTION 7

A security policy is an overall general statement produced by senior management that dictates what role security plays
within the organization. What are the different types of policies? Each correct answer represents a complete solution.
Choose all that apply. 

A. Advisory 

B. Systematic 

C. Informative 

D. Regulatory 

Correct Answer: ACD 

Following are the different types of policies: Regulatory: This type of policy ensures that the organization is following
standards set by specific industry regulations. This policy type is very detailed and specific to a type of industry. This is
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used in financial institutions, health care facilities, public utilities, and other government-regulated industries, e.g., TRAI.
Advisory: This type of policy strongly advises employees regarding which types of behaviors and activities should and
should not take place within the organization. It also outlines possible ramifications if employees do not comply with the
established behaviors and activities. This policy type can be used, for example, to describe how to handle medical
information, handle financial transactions, or process confidential information. Informative: This type of policy informs
employees of certain topics. It is not an enforceable policy, but rather one to teach individuals about specific issues
relevant to the company. It could explain how the company interacts with partners, the company\\'s goals and mission,
and a general reporting structure in different situations. Answer: B is incorrect. No such type of policy exists. 

 

QUESTION 8

Which of the following are the primary functions of configuration management? 

Each correct answer represents a complete solution. Choose all that apply. 

A. It removes the risk event entirely by adding additional steps to avoid the event. 

B. It ensures that the change is implemented in a sequential manner through formalized testing. 

C. It reduces the negative impact that the change might have had on the computing services and resources. 

D. It analyzes the effect of the change that is implemented on the system. 

Correct Answer: BCD 

The primary functions of configuration management are as follows: It ensures that the change is implemented in a
sequential manner through formalized testing. It ensures that the user base is informed of the future change. It analyzes
the effect of the change that is implemented on the system. It reduces the negative impact that the change might have
had on the computing services and resources. Answer: A is incorrect. It is not one of the primary functions of
configuration management. It is the function of risk avoidance. 

 

QUESTION 9

Which of the following are the responsibilities of a custodian with regard to data in an information classification
program? Each correct answer represents a complete solution. Choose three. 

A. Performing data restoration from the backups when necessary 

B. Running regular backups and routinely testing the validity of the backup data 

C. Determining what level of classification the information requires 

D. Controlling access, adding and removing privileges for individual users 

Correct Answer: ABD 

The owner of information delegates the responsibility of protecting that information to a custodian. The following are the
responsibilities of a custodian with regard to data in an information classification program: Running regular backups and
routinely testing the validity of the backup data Performing data restoration from the backups when necessary
Controlling access, adding and removing privileges for individual users Answer: C is incorrect. Determining what level of
classification the information requires is the responsibility of the owner. 
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QUESTION 10

Which of the following is NOT a responsibility of a data owner? 

A. Approving access requests 

B. Ensuring that the necessary security controls are in place 

C. Delegating responsibility of the day-to-day maintenance of the data protection mechanisms to the data custodian 

D. Maintaining and protecting data 

Correct Answer: D 

It is not a responsibility of a data owner. The data custodian (information custodian) is responsible for maintaining and
protecting the data. Answer: B, A, and C are incorrect. All of these are responsibilities of a data owner. The roles and
responsibilities of a data owner are as follows: The data owner (information owner) is usually a member of
management, in charge of a specific business unit, and is ultimately responsible for the protection and use of a specific
subset of information. The data owner decides upon the classification of the data that he is responsible for and alters
that classification if the business needs arise. This person is also responsible for ensuring that the necessary security
controls are in place, ensuring that proper access rights are being used, defining security requirements per classification
and backup requirements, approving any disclosure activities, and defining user access criteria. The data owner
approves access requests or may choose to delegate this function to business unit managers. And it is the data owner
who will deal with security violations pertaining to the data he is responsible for protecting. The data owner, who
obviously has enough on his plate, delegates responsibility of the day-to-day maintenance of the data protection
mechanisms to the data custodian. 

 

QUESTION 11

You work as a security engineer for BlueWell Inc. According to you, which of the following DITSCAP/NIACAP model
phases occurs at the initiation of the project, or at the initial CandA effort of a legacy system? 

A. Validation 

B. Definition 

C. Verification 

D. Post Accreditation 

Correct Answer: B 

The definition phase of the DITSCAP/NIACAP model takes place at the beginning of the project, or at the initial CandA
effort of a legacy system. CandA consists of four phases in a DITSCAP assessment. These phases are the same as
NIACAP phases. The order of these phases is as follows: 1.Definition: The definition phase is focused on understanding
the IS business case, the mission, environment, and architecture. This phase determines the security requirements and
level of effort necessary to achieve Certification and Accreditation (CandA). 2.Verification: The second phase confirms
the evolving or modified system\\'s compliance with the information. The verification phase ensures that the fully
integrated system will be ready for certification testing. 3.Validation: The third phase confirms abidance of the fully
integrated system with the security policy. This phase follows the requirements slated in the SSAA. The objective of the
validation phase is to show the required evidence to support the DAA in accreditation process. 4.Post Accreditation: The
Post Accreditation is the final phase of DITSCAP assessment and it starts after the system has been certified and
accredited for operations. This phase ensures secure system management, operation, and maintenance to save an
acceptable level of residual risk. 
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QUESTION 12

You are the project manager of QSL project for your organization. You are working with your project team and several
key stakeholders to create a diagram that shows how various elements of a system interrelate and the mechanism of
causation within the system. What diagramming technique are you using as a part of the risk identification process? 

A. Cause and effect diagrams 

B. Influence diagrams 

C. Predecessor and successor diagramming 

D. System or process flowcharts 

Correct Answer: D 

In this example you are using a system or process flowchart. These can help identify risks within the process flow, such
as bottlenecks or redundancy. Answer: A is incorrect. A cause and effect diagram, also known as an Ishikawa or
fishbone diagram, can reveal causal factors to the effect to be solved. Answer: B is incorrect. An influence diagram
shows causal influences, time ordering of events and relationships among variables and outcomes. Answer: C is
incorrect. Predecessor and successor diagramming is not a valid risk identification term. 

 

QUESTION 13

The NIST ITL Cloud Research Team defines some primary and secondary technologies as the fundamental elements of
cloud computing in its "Effectively and Securely Using the Cloud Computing Paradigm" presentation. Which of the
following technologies are included in the primary technologies? Each correct answer represents a complete solution.
Choose all that apply. 

A. Web application framework 

B. Free and open source software 

C. SOA 

D. Virtualization 

Correct Answer: BCD 

The primary technologies defined by the NIST ITL Cloud Research Team in its "Effectively and Securely Using the
Cloud Computing Paradigm" presentation are as follows: 

Virtualization Grid technology SOA (Service Oriented Architecture) Distributed computing Broadband network Browser
as a platform Free and open source software Answer: A is incorrect. 

It is defined as the secondary technology. 

 

QUESTION 14

The NIST Information Security and Privacy Advisory Board (ISPAB) paper "Perspectives on Cloud Computing and
Standards" specifies potential advantages and disdvantages of virtualization. Which of the following disadvantages does
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it include? Each correct answer represents a complete solution. Choose all that apply. 

A. It increases capabilities for fault tolerant computing using rollback and snapshot features. 

B. It increases intrusion detection through introspection. 

C. It initiates the risk that malicious software is targeting the VM environment. 

D. It increases overall security risk shared resources. 

E. It creates the possibility that remote attestation may not work. 

F. It involves new protection mechanisms for preventing VM escape, VM detection, and VM- VM interference. 

G. It increases configuration effort because of complexity and composite system. 

Correct Answer: CDEFG 

The potential security disadvantages of virtualization are as follows: It increases configuration effort because of
complexity and composite system. It initiates the problem of how to prevent overlap while mapping VM storage onto
host files. It introduces the problem of virtualizing the TPM. It creates the possibility that remote attestation may not
work. It initiates the problem of detecting VM covert channels. It involves new protection mechanisms for preventing VM
escape, VM detection, and VM-VM interference. It initiates the possibility of virtual networking configuration errors. It
initiates the risk that malicious software is targeting the VM environment. It increases overall security risk shared
resources, such as networks, clipboards, clocks, printers, desktop management, and folders. Answer: A and B are
incorrect. These are not the disadvantages of virtualization, as described in the NIST Information Security and Privacy
Advisory Board (ISPAB) paper "Perspectives on Cloud Computing and Standards". 

 

QUESTION 15

Elizabeth is a project manager for her organization and she finds risk management to be very difficult for her to manage.
She asks you, a lead project manager, at what stage in the project will risk management become easier. What answer
best resolves the difficulty of risk management practices and the effort required? 

A. Risk management only becomes easier when the project moves into project execution. 

B. Risk management only becomes easier when the project is closed. 

C. Risk management is an iterative process and never becomes easier. 

D. Risk management only becomes easier the more often it is practiced. 

Correct Answer: B 

According to the PMBOK, "Like many things in project management, the more it is done the easier the practice
becomes." Answer: B is incorrect. This answer is not the best choice for the project. Answer: A is incorrect. Risk
management likely becomes more difficult in project execution that in other stages of the project. Answer: C is incorrect.
Risk management does become easier the more often it is done. 
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