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QUESTION 1

ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous) 802.11 bridge
units. 802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for authentication.
What device in the bridge implementation acts as the 802.1X Authenticator? 

A. The Ethernet switch 

B. The RADIUS server 

C. All non-root bridges 

D. The root bridge 

Correct Answer: D 

 

QUESTION 2

When using a spectrum to look for non Wi-Fi interference sources, you notice significant interference across the entire
2.4 GHz band (not on a few select frequencies) within the desktop area of a users workspace, but the interference
disappears quickly after just 2 meters. What is the most likely cause of this interference? 

A. USB 3 devices in the user\\'s work area 

B. Bluetooth devices in the user\\'s work area 

C. Excess RF energy from a nearby AP 

D. Unintentional radiation from the PC power supply 

Correct Answer: D 

https://www.reddit.com/r/electronics/comments/2i2s76/
is_the_emf_of_a_pc_without_a_case_much_higher/?st=jdr0fxpmandsh=1a61beda 

 

QUESTION 3

You are troubleshooting an issue reported by several wireless users. The problem is contained to one cell (several
users connected to the same AP). You manage the WLAN and no other network devices. After analysis it appears to be
a switch problem. What action should be taken? 

A. Create a plan of action and implement it 

B. Escalate the problem to the network administration team 

C. Document the results and close the case 

D. Escalate the problem to the wireless vendor support staff 

Correct Answer: B 
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QUESTION 4

A natural disaster has occurred in a remote area that is approximately 40 miles from the response team headquarters.
The response team must setup a local wireless network using 802.11 WLAN access points. What is the best method, of
those listed, for implementation of network backhaul for communications across the Internet in this scenario? 

A. Temporary wired cable 

B. 802.11 bridging 

C. Cellular/LTE 

D. Temporary wired DSL 

Correct Answer: C 

 

QUESTION 5

The BSA of an AP covers the area used by the sales and marketing department. Thirty-five stations operate in this
space. The user indicate that they need more throughput and all stations are 5 GHz capable 802.11ac clients. The
current AP configuration uses 20 MHz channels in both 2.4 GHz and 5 GHz. What is the least expensive solution
available for increasing throughput for these users without implementing configuration options that are not
recommended? 

A. Use a 160 MHz channel on the 5 GHz radio 

B. Use a 40 MHz channel on the 5 GHz radio 

C. Install a second AP in the coverage area 

D. Use a 40 MHz channel on the 2.4 GHz radio. 

Correct Answer: C 

 

QUESTION 6

When implementing PoE, what role is played by a switch? 

A. PD 

B. PSE 

C. Midspan injector 

D. Power splitter 

Correct Answer: B 

 

QUESTION 7
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You support a WLAN using dual- band 802.11ac three stream access points. All access points have both the 2.4 GHz
and 5 GHz radios enabled and use 40 MHz channels in 2.4 GHz. A manager is concerned about the fact that each
access point is connected using a 1 Gbps Ethernet link. He is concerned that the Ethernet link will not be able to handle
the load from the wireless radios. What do you tell him? 

A. His concern is valid and the company should upgrade all Ethernet link to 10 Gbps immediately. 

B. His concern is valid and the company should immediately plan to run a second 1 Gbps Ethernet link to each AP. 

C. Due to 802.11 network operations and dynamic rates used by devices on the network, the two radios will likely not
exceed the 1 Gbps Ethernet link . 

D. His concern is invalid because the AP will compress all data before transmitting it onto the Ethernet link. 

Correct Answer: D 

 

QUESTION 8

You are attempting to locate the cause of a performance problem in two WLAN cells in a mostly overlapping coverage
area. You note that one AP is on channel 1 and the other is on channel 2. When you document your findings, what term
do you use to describe the problem in this configuration? 

A. Bluetooth interference 

B. Non-Wi-Fi interference 

C. CCI 

D. ACI 

Correct Answer: D 

 

 

QUESTION 9

You are troubleshooting a controller-based AP that is unable to locate the controller. DHCP is not use and the controller
is located at 10.10.10.81/24 while the AP is on the 10.10.16.0/24 network. What should be inspected to verify proper
configuration? 

A. NTP 

B. BOOTH 

C. DNS 

D. AP hosts file 

Correct Answer: C 

 

QUESTION 10
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A client STA must choose the best AP for connectivity. As part of the evaluation, it must verify compatible data rates.
What can the client STA use to verify that an AP supports the same data rates that it supports? 

A. Beacon frames transmitted by the AP 

B. Data frames sent between the AP and current client STAs 

C. Authentication frames transmitted by the other client STAs 

D. Probe request frames transmitted by other client STAs 

Correct Answer: D 

Reference https://supportforums.cisco.com/t5/wireless-mobility-documents/802-11-sniffer-capture-analysis-
management-frames-and-open-auth/ta-p/3120622 

 

QUESTION 11

What wireless networking term describes the increase of RF energy in an intentional direction with the use of an
antenna? 

A. Directed Radiation 

B. Active Amplification 

C. Passive Gain 

D. Beam Digression 

Correct Answer: C 

Reference https://books.google.com.pk/books?id=saC_2j-
IwwICandpg=PA51andlpg=PA51anddq=passive+gain+increase
+of+RF+energy+in+an+intentional+direction+with+the+use+of+an
+antennaandsource=blandots=ePmfHdkUksandsig=TzpBqUuomGckVXy6kPAO8t2l_Jcandhl=enandsa=Xandved=0ahU
KEwjwtb6Ds57ZAhUBesAKHfpCCSAQ6AEIKjAB#v=onepageandq=passive%20gain%20increase%20of%
20RF%20energy%20in% 20an %20intentional%20direction%20with%20the%20use%20of%20an%
20antennaandf=false 

 

QUESTION 12

When a client station sends a broadcast probe request frame with a wildcard SSID, how do APs respond? 

A. For each probe request frame, only one AP may reply with a probe response. 

B. Each AP responds in turn after preparing a probe response and winning contention. 

C. Each AP checks with the DHCP server to see if it can respond and then acts accordingly. 

D. After waiting a SIFS, all APs reply at the same time with a probe response. 

Correct Answer: B 
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QUESTION 13

You are planning for PoE in a standard office deployment. Which one of these devices is least likely to be a PoE PD? 

A. Video camera 

B. Access point 

C. VoIP phone 

D. Ethernet switch 

Correct Answer: D 

 

 

QUESTION 14

What phrase defines Equivalent Isotropically Radiated Power (EIRP)? 

A. Power supplied from the transmission line to the antenna input 

B. The power output from the radio after cable losses 

C. The power output from the radio into the RF cable 

D. The highest RF signal strength that is transmitted from a given antenna 

Correct Answer: D 

 

QUESTION 15

You are implementing a VHT-capable AP. Which one of the following channels is available in the 802.11- 2016 standard
that was not available before the ratification of 802.11 ac? 

A. 153 

B. 161 

C. 144 

D. 56 

Correct Answer: C 
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