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QUESTION 1

Given: Your network includes a controller-based WLAN architecture with centralized data forwarding. The AP builds an
encrypted tunnel to the WLAN controller. The WLAN controller is uplinked to the network via a trunked 1 Gbps Ethernet
port supporting all necessary VLANs for management, control, and client traffic. 

What processes can be used to force an authenticated WLAN client\\'s data traffic into a specific VLAN as it exits the
WLAN controller interface onto the wired uplink? (Choose 3) 

A. On the Ethernet switch that connects to the AP, configure the switch port as an access port (not trunking) in the
VLAN of supported clients. 

B. During 802.1X authentication, RADIUS sends a return list attribute to the WLAN controller assigning the user and all
traffic to a specific VLAN. 

C. In the WLAN controller\\'s local user database, create a static username-to-VLAN mapping on the WLAN controller to
direct data traffic from a specific user to a designated VLAN. 

D. Configure the WLAN controller with static SSID-to-VLAN mappings; the user will be assigned to a VLAN according to
the SSID being used. 

Correct Answer: BCD 

 

QUESTION 2

What is one advantage of using EAP-TTLS instead of EAP-TLS as an authentication mechanism in an 

802.11 WLAN? 

A. EAP-TTLS sends encrypted supplicant credentials to the authentication server, but EAP-TLS uses unencrypted user
credentials. 

B. EAP-TTLS supports client certificates, but EAP-TLS does not. 

C. EAP-TTLS does not require an authentication server, but EAP-TLS does. 

D. EAP-TTLS does not require the use of a certificate for each STA as authentication credentials, but EAP-TLS does. 

Correct Answer: D 

 

QUESTION 3

Given: ABC Hospital wishes to create a strong security policy as a first step in securing their 802.11 WLAN. 

Before creating the WLAN security policy, what should you ensure you possess? 

A. Awareness of the exact vendor devices being installed 

B. Management support for the process 

C. End-user training manuals for the policies to be created 
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D. Security policy generation software 

Correct Answer: B 

 

QUESTION 4

Given: WLAN protocol analyzers can read and record many wireless frame parameters. 

What parameter is needed to physically locate rogue APs with a protocol analyzer? 

A. SSID 

B. IP Address 

C. BSSID 

D. Signal strength 

E. RSN IE 

F. Noise floor 

Correct Answer: D 

 

QUESTION 5

Given: John Smith uses a coffee shop\\'s Internet hot-spot (no authentication or encryption) to transfer funds between
his checking and savings accounts at his bank\\'s website. The bank\\'s website uses the HTTPS protocol to protect
sensitive account information. While John was using the hot-spot, a hacker was able to obtain John\\'s bank account
user ID and password and exploit this information. 

What likely scenario could have allowed the hacker to obtain John\\'s bank account user ID and password? 

A. John\\'s bank is using an expired X.509 certificate on their web server. The certificate is on John\\'s Certificate
Revocation List (CRL), causing the user ID and password to be sent unencrypted. 

B. John uses the same username and password for banking that he does for email. John used a POP3 email client at
the wireless hot-spot to check his email, and the user ID and password were not encrypted. 

C. John accessed his corporate network with his IPSec VPN software at the wireless hot-spot. An IPSec VPN only
encrypts data, so the user ID and password were sent in clear text. John uses the same username and password for
banking that he does for his IPSec VPN software. 

D. The bank\\'s web server is using an X.509 certificate that is not signed by a root CA, causing the user ID and
password to be sent unencrypted. 

E. Before connecting to the bank\\'s website, John\\'s association to the AP was hijacked. The attacker intercepted the
HTTPS public encryption key from the bank\\'s web server and has decrypted John\\'s login credentials in near real-
time. 

Correct Answer: B 
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QUESTION 6

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility used?
(Choose 3) 

A. Generating passwords for WLAN infrastructure equipment logins 

B. Generating PMKs that can be imported into 802.11 RSN-compatible devices 

C. Generating secret keys for RADIUS servers and WLAN infrastructure devices 

D. Generating passphrases for WLAN systems secured with WPA2-Personal 

E. Generating dynamic session keys used for IPSec VPNs 

Correct Answer: ACD 

 

QUESTION 7

What TKIP feature was introduced to counter the weak integrity check algorithm used in WEP? 

A. 32-bit ICV (CRC-32) 

B. Sequence counters 

C. RC5 stream cipher 

D. Michael 

E. Block cipher support 

Correct Answer: D 

 

QUESTION 8

Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be
upgrading to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the
phones and will require the ability to troubleshoot reassociations that are delayed or dropped during inter-channel
roaming. 

What portable solution would be recommended for XYZ to troubleshoot roaming problems? 

A. WIPS sensor software installed on a laptop computer 

B. Spectrum analyzer software installed on a laptop computer 

C. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode 

D. Laptop-based protocol analyzer with multiple 802.11n adapters 

Correct Answer: D 
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QUESTION 9

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)? 

A. MAC Spoofing 

B. Eavesdropping 

C. Hot-spotter 

D. Soft AP 

E. Deauthentication flood 

F. EAP flood 

Correct Answer: B 

 

QUESTION 10

Wireless Intrusion Prevention Systems (WIPS) are used for what purposes? (Choose 3) 

A. Performance monitoring and troubleshooting 

B. Enforcing wireless network security policy 

C. Detecting and defending against eavesdropping attacks 

D. Security monitoring and notification 

E. Preventing physical carrier sense attacks 

F. Classifying wired client devices 

Correct Answer: ABD 

 

QUESTION 11

You must support a TSN as you have older wireless equipment that will not support the required processing of AES
encryption. Which one of the following technologies will you use on the network so that a TSN can be implemented that
would not be required in a network compliant with 802.11-2012 non-deprecated technologies? 

A. WEP 

B. RC4 

C. CCMP 

D. WPA2 

Correct Answer: B 
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QUESTION 12

Given: ABC Company has a WLAN controller using WPA2-Enterprise with PEAPv0/MS- CHAPv2 and AES-CCMP to
secure their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but
want to implement some security controls. The security requirements for the hot-spot include: 

Cannot access corporate network resources 

Network permissions are limited to Internet access 

All stations must be authenticated 

What security controls would you suggest? (Choose the single best answer.) 

A. Implement separate controllers for the corporate and guest WLANs. 

B. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN. 

C. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations. 

D. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the
corporate WLAN on different VLANs. 

E. Force all guest users to use a common VPN protocol to connect. 

Correct Answer: D 

 

QUESTION 13

Given: The ABC Corporation currently utilizes an enterprise Public Key Infrastructure (PKI) to allow employees to
securely access network resources with smart cards. The new wireless network will use WPA2-Enterprise as its primary
authentication solution. You have been asked to recommend a Wi-Fi Alliance-tested EAP method. 

What solutions will require the least change in how users are currently authenticated and still integrate with their existing
PKI? 

A. EAP-FAST 

B. EAP-TLS 

C. PEAPv0/EAP-MSCHAPv2 

D. LEAP 

E. PEAPv0/EAP-TLS 

F. EAP-TTLS/MSCHAPv2 

Correct Answer: B 

 

QUESTION 14
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What drawbacks initially prevented the widespread acceptance and use of Opportunistic Key Caching (OKC)? 

A. Sharing cached keys between controllers during inter-controller roaming created vulnerabilities that exposed the keys
to attackers. 

B. Because OKC is not defined by any standards or certification body, client support was delayed and sporadic early
on. 

C. Key exchanges during fast roams required processor-intensive cryptography, which was prohibitive for legacy
devices supporting only TKIP. 

D. The Wi-Fi Alliance continually delayed the creation of a client certification for OKC, even though it was defined by
IEEE 802.11r. 

Correct Answer: B 

 

QUESTION 15

Given: In XYZ\\'s small business, two autonomous 802.11ac APs and 12 client devices are in use with WPA2-Personal. 

What statement about the WLAN security of this company is true? 

A. Intruders may obtain the passphrase with an offline dictionary attack and gain network access, but will be unable to
decrypt the data traffic of other users. 

B. A successful attack against all unicast traffic on the network would require a weak passphrase dictionary attack and
the capture of the latest 4-Way Handshake for each client. 

C. An unauthorized wireless client device cannot associate, but can eavesdrop on some data because WPA2-Personal
does not encrypt multicast or broadcast traffic. 

D. An unauthorized WLAN user with a protocol analyzer can decode data frames of authorized users if he captures the
BSSID, client MAC address, and a user\\'s 4-Way Handshake. 

E. Because WPA2-Personal uses Open System authentication followed by a 4-Way Handshake, hijacking attacks are
easily performed. 

Correct Answer: B 
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